MexceTeBble akpaHbl cepun ESR FSTEC A4

TexHUUyeckoe onucaHue ”_“ie LTGX

KomnneKcHble peleHna Ana nocTpoeHna ceTel

— MapuwpyTmnsauma aaHHbIX

— MocTpoeHue 3awmweHHoro nepumetpa cetu (NAT, Firewall)

— MoHuUTOpUHT KauecTBa obcnyxusaHua (SLA)

— ®GunbTpauma ceteBbIX AAHHDBIX MO PA3/IMYHBIM KPUTEPUAM
(BKAtOYaA pUNbTPaALUIO NO NPUSIOKEHUAM)

— OpraHu13aumsa 3alWMULLEeHHbIX CeTEBbIX TYHHENEN mexay
dunmanamm KomnaHuin

— YpaneHHoe NogKAYeHUe COTPYAHUKOB K odpucy

- YnpasneHue u pacnpeaeneHune WNpuHbl MHTepHeT-KaHana B
oduce nocpeactsom QoS

— CootBetcTBMe TpeboBaHuAM degepanbHO cNyK6bl No
TEXHUUYECKOMY U 3KCNOPTHOMY KOHTpoto (PCTIK) B KauecTBe
MeKceTeBbIX IKpaHOB

— Wcnonb3oBaHue B KauecTBe MeXKCeTeBblX 3KPAHOB TUMNa «A»
YeTBEPTOro Kacca 3aluTbl

— Mopgenu ycTpoiicTB C NOBbILIEHHOW HAAEXKHOCTbIO U
pesepBUPOBaHUEM KPUTUUECKUX Y3/10B

MexceTteBble akpaHbl ESR FSTEC A4 ceptuduumposaHbl denepanbHON CaysK60i MO TEXHUHECKOMY U 3KCMOPTHOMY
KoHTposito (PCTIK), uTo no3sonseT ncnonb3osaTb ESR FSTEC B KauecTBe MexKceTeBbIX 3KpaHoB TUNa “A” yeTBepToOro Knacca
3alMTbl B rOCYAapPCTBEHHbIX OPraHU3aLmnsaxX, BEAOMCTBEHHbIX CTPYKTYpPaX, MHGOPMALMOHHbIX CUCTEMAX MEPCOHaNbHbIX
OaHHbIX U APYTMX OpPraHM3aLUmMaAX C NOBbILLEHHbIMU TPeBboBaHUAMMU K Nepeaaye KoOHPUAeHLUMaNbHbIX AaHHbIX.

MpouseoauTeNbHOCTb

KntoueBbiMmun anemeHTamu cepum ESR aBnawoTca cpeacTBa annapaTHOro ycKopeHus ob6paboTKM AaHHbIX, NO3BOAAIOLWME
[0CTUYb BbICOKMX YPOBHEN Npoun3BoanTenbHoCTH. MporpammHan 1 annapaTtHas 06paboTKa pacrnpeneneHbl Mexay y3namm
yCTpOICTBa.

®yHKLUNOHANbHOE Ha3HauYeHue

— ayTeHTMdUKaLmMa nosb3oBaTenemn

— KOHTPO/Ib U PUNbTPaumMA TpadpmKa

— cbop 1 XpaHeHMe CTaTUCTUKN CObbITUIN

— annapaTtHoe yckopeHue 06paboTKM AaHHbIX

— B3aMMOZENCTBUE C APYrMMU CpeacTBamMM 3aLLMTbl MHPOpMaLMn

— BO3MOXXHOCTb COMpPAXKEHUA ¢ 060pyL0BaHMEM BEAYLLMX NPOU3BOAMUTENEN

MpoTusBoaencTBME CAEAYOWUM Yrpo3am:

— HECAHKLMOHMPOBAHHbIW AOCTYN K LMdpoBOM MHGOPMALMM OpraHM3aLmnm

— BO3JEMCTBME HA MEKCETEBOM 3KPaAH C LLe/Iblo HapyLLeHUA ero GYHKLMOHMPOBAHMUSA

— OTKas3 B 06C/yKMBaHMM MHOOPMALLMOHHOM CUCTEMbI MO NPUYNHE HEKOHTPOIMPYEMbIX CETEBbIX NMOAK/IOYEHMIA (B TOM uncne
DDoS-aTaK), ysi3BUMOCTEN, HEA0CTaTKOB HACTPOEK

— HECAHKLMOHMPOBaHHaA nepesaya MHGOpMaLMK U3 BHYTPEHHEN CUCTEMbI OPraHU3aLMM BO BHELLHIOK Cpeay, B TOM Yncae
BC/IeACTBUE PaboTbl BPEAOHOCHOIO NPOrpPamMMHOro obecneyeHus

— BO34ENCTBME Ha MEXKCETEBOM 3KPaH C LLe/Ibio HapyLeHUs ero GyHKLMOHMPOBaHMUSA
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HELTEX

KomnneKcHble peleHna Ana nocTpoeHna ceTel
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TexHHueckue xapaKTepucTUKU

ESR-20 ESR-21 ESR-100 ESR-200 ESR-1000 ESR-1500 ESR-1511
FSTEC A4 FSTEC A4 FSTEC A4 FSTEC A4 FSTEC A4 FSTEC A4 FSTEC A4

UHTepddeiicbl

Combo 10/100/1000BASE-T/

1000BASE-X 2 - 4 4 - 4 4
Ethernet 10/100/1000BASE-T 2 8 — 4 24 4 4
Ethernet 10/100/1000BASE-X — 4 - — — _ _
10GBASE-R SFP+/1000BASE-X = = = = 2 4 4
40GBASE-X QSFP+ - — — _ _ _ 5
Serial (R$-232) - 3 _ _ _ _ _
Console (RJ-45) 1

USB 2.0 1 2

USB 3.0 1 —
npOM3BO,ﬂ,MTeﬂbHOCTb

3,35 réurt/c; 1,38 r6ut/c; 1,30 réut/c; 1,99 rémt/c; 9,47 Tout/c; 12,83 rbut/c; 19,72 réut/c;

By e 276k nkt/c 113k nkt/c 107k nKt/c 164k nkt/c 780k nKt/c 1056k nKkt/c 1623k nKkt/c

(dpevimbl 1518B)

Mpon3BoANUTENBHOCTb
Firewall/NAT/maplupytusaumm
(dpevimbl 70B)

265 M6ut/c; 155 M6uTt/c; 63 M6ut/c; 97 M6ut/c; 429 M6ut/c; 606 M6ut/c; 910 M6uT/c;
452k nKt/c 266 k nkt/c 106 k nkT/C 165 k nkt/C 766k nkt/c 1024k nKkt/c 1625k nKt/c

Eﬁgﬁﬁ;’ﬂ:}jﬂ;”:c“maa L, LE3TBUT/C  97LMGur/c; 603 M6wt/c; 932M6wt/c;  4,3276wi/c;  5,93T6ut/c; 9,23 Tbut/c;
(IMIX) puipy 4 333k nkt/c 176k nkt/c 109k nkt/c 169k nkT/c 784k nkt/c 1075k nKkt/c 1675k nKkt/c

MpounssoanuTenbHOCTb IPsec 276 Méut/c; 266 M6but/c; 493 M6but/c; 818 Mbut/c; 3,94 Teut/c; 5,12 rewr/c; 8,08 Iéut/c;
VPN (¢dperimbl 1456B) 23k nKt/c 22k nKt/c 42k nkt/c 70k nKt/c 338k nkTt/C 440k nKt/c 694k nkt/c

MpoussoanTenbHoCTb IPsec 145 M6wut/c; 145 M6ut/c; 239 M6ut/c; 377 Mbut/c; 1,82 Iéut/c; 2,38 reut/c; 3,69 reur/c;
VPN (IMIX) 27k nKt/c 27k nKt/c 44k nkTt/c 70k nKt/c 341k nkt/c 445k nKt/c 691k nkt/C
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HELTEX

KomnneKcHble peleHna Ana nocTpoeHna ceTel

TexHUUEeCKUE XapaKTEPUCTUKU (MPOAONKEHUE)

ESR-20 ESR-21 ESR-100 ESR-200 ESR-1000 ESR-1500 ESR-1511
FSTEC A4 FSTEC A4 FSTEC A4 FSTEC A4 FSTEC A4 FSTEC A4 FSTEC A4

CUCTEMHbIEe XapaKTEPUCTUKU

Konnyectso VPN-TyHHenel 250 500
CTaTuyeckre mapLipyTbl 11k

KonnyectBo KOHKYPEHTHbIX ceccui 256k 512k
MNoppep:kka VLAN 00 4k aktmeHbix VLAN B cooTBeTcTBMM ¢ 802.1Q

Konunuyectso mapupytos BGP 1,5M 2,8M
Konunuectso mapwpytos OSPF 300k 500k
Konnuectso mapuwpytos RIP 10k

Tabnnua MAC-agpecos 2k 3anucelt Ha Bpuax 16k 32k
Pasmep 6a3bl FIB 1,4M 1,7M

VRF Lite 32

dusnueckne xapakTtepucTuKm

ESR-20 ESR-21 ESR-100 ESR-200 ESR-1000 ESR-1500 ESR-1511
FSTEC A4 FSTEC A4 FSTEC A4 FSTEC A4 FSTEC A4 FSTEC A4 FSTEC A4

duU3nYeCcKne XapaKTEPUCTUKU U YCI0BUA OKPYXKaloLen cpeabl

Makc. notpebaseman MOLHOCTb 20 Bt 20 Bt 20 BT 25 Bt 75 Bt 160 Bt 160 Bt

220 B AC +-20 %, 50 I'y,
-36.-72BDC

MutaHne 220 B AC +-20 %, 50 I'y,
[0 ABYX UCTOYHMKOB MUTAHUA C
BO3MOMHOCTbIO ropAYeii 3aMeHbl
NHTepBan pabounx Temnepartyp ot -10 go +45 °C
MHTepBan TemnepaTtypbl XpaHeHuUA ot -40 po +70 °C

OTHOCUTENbHAA BAAXKHOCTb MPU
P He 6onee 80 %

3KcnayaTaumm

OTHOCUTENbHAA BNAXKHOCTb NpwU o7 10 210 95 %

XpaHeHuun

Fabaputbl (LLXBxT), Mm 267x212x44  430x225x44  310x240x44  310x240x44  430x352x44  430x425x44  430x425x44
Macca 2 Kr 3,15 kr 2,5 Kr 2,5 Kr 3,6 Kr 7 Kr 7 Kr
CpoK cny»Kbbl He meHee 15 net

Habop dyKLMii cooTBETCTBYET BEp

Ka4dHO C
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KomnneKcHble peleHna Ana nocTpoeHna ceTel

(D)’H KUMOHaAbHbl€ BO3MOXHOCTHU

Moakntouaembie UHTepPdEIACHI dYHKLUU ceTeBOI 3aLLUTDI

— USB 3G/4G/LTE moaem — PasgeneHune ceteBbIX MHTePdENCOB Ha 30HbI

Kanentbl VPN — M3onaumsa 30H, Firewall, npaBuna punbTpaumnm gaHHbIX
— PPTP, PPPOE, L2TP — IPsec:

— Pexxumbl “policy-based” n “route-based”

Cepsep VPN — Anroputmbl liMposaHua DES, 3DES, AES, Blowfish, Camellia
— L2TP, PPTP, OpenVPN — AyteHTUdMKaumsa coobuieHunii IKE MD5, SHA-1, SHA-2
TyHHenupoBaHue — MoaaepyKa CNMCKOB KOHTPOAA A0CTyna Ha 6ase L2/L3 nonei
— |IP over GRE, Ethernet over GRE —3awmra ot DoS/DDoS-aTtaKk 1 onoselleHne 06 aTakax

—IPIP — JlornpoBaHue cobbITUIA aTaK, cobbITUI cpabaTbiBaHMA NPaBUA
—L2TPv3 — ®unbTpauns TpaduKa No NPUIOKEHUAM

— LT (inter VRF-lite routing) MOHMTOPMHT M ynpasneHmne

DyHKUUM L2 — MNopaeprKKa CTaHAAPTHbIX M pacwmpeHHbIx SNMP MIB,

— KommyTaumsa naketos (bridging) RMONv1

— STP, RSTP, MSTP 802.1D (Tonbko ESR-1000) — YnpasneHue ypoBHem A0CTyMa Npu adMUHUCTPUPOBAHUN

— Arperaumsa uHtepdeiicos LAG/LACP (802.3ad) — BcTpoeHHbiit Zabbix agent

— Mopaep»ka VLAN (802.1Q) — AyTeHTUdMKaUMA Nonb3oBaTenei No AokanbHou base

— M3onauma noptos (Port Isolation) (Toabko ESR-1000) cpeactsamum npotokonos RADIUS, TACACS+, LDAP

— Private VLAN Edge (PVE) (Tonbko ESR-1000) — 3awmTa oT oWMBOK KOHPUTYPUPOBAHMA, AaBTOMATUYECKOE

— Jlornyeckune nHTepdeicsl BOCCTaHOB/IEHME KOHOUTYypaLummn. BoamoxkHocTb cbpoca

— LLDP KOHPUIypaLMM K 3aBOACKMM HAacTPOMKam

— VLAN Ha ocHoBe MAC — WHTtepdeiicol ynpasnenus CLI

dyHKumK L3 (IPv4/IPV6) — Moapepxka Syslog

— TpaHcnaums agpecos NAT, Static NAT, ALG — MOHUTOP MCNONb30BaHUA CUCTEMHBIX PECYPCOB

— CTaTU4YecKue MapLLpyTbl — Ping, traceroute (IPv4/IPv6), BbiBOA MHbOPMaLMKM O NaKeTax B
— [IMHamm4ecKkme NpoToKo/bl MapLupyTmsauym RIPv2, OSPFv2/v3, BGP KOHCO/IN

— dunbTpauma mapwpyTos (prefix list) — O6HoBneHue MO, 3arpysKa n BbIrpy3Ka KoHdurypaumm no TFTP,
—VRE Lite SCP, FTP, SFTP

— Policy Based Routing (PBR) —MNoapepskka NTP

— Netflow v5/v9/v10 (akcnopt ctatnctmkm URL ans HTTP, host
ans HTTPS)

—JloKanbHOE yrnpaB/eHMe Yepes KOHCObHbIM NopT RS-232 (RJ-45)

— YnaneHHoe ynpasneHue, npotokonbl Telnet, SSH (IPv4/1Pv6)

— BbiBOoA MHbOPMaLMM NO cepBucam/mpoLeccam

— BFD gna BGP, OSPF, cTaTuyecknx mapLupyTos

Ynpasnenue IP-agpecauueii (IPv4/IPv6)
— Cratuyeckue IP-agpeca

— DHCP-knneHnt

— DHCP Relay Option 82

— BctpoeHHbIl cepsep DHCP, nogaepskka onuuii 43, 60, 61, 150 ®yHKUMM KOHTpONA SLA

— DNS lookup — Eltex SLA
—IP unnumbered OueHKa napameTpoB KaHaNoB CBA3M:

— Delay (one-way/two-way)

— Jitter (one-way/two-way)

— Packet loss (one-way/two-way)

— KoaddunumeHT olinboK B NakeTax

— HapylweHue nocnegoBaTenbHOCTM AOCTaBKM NaKeToOB
— Wellink SLA (wiSLA)"

KauectBo o6cnyxusaHusa (QoS)

— 8 NpuopuUTETHBIX oYepesen Ha NopT

— L2 1 L3 npuoputmsaums Tpaduka (802.1p, DSCP, IP Precedence)
— MNpenoTtBpalLeHue neperpyskn oyepenenn RED, GRED

— HasHayeHue npmoputeTos no noptam, no VLAN

— CpepacTBa nepemapKnpoBaHUA NMPUOPUTETOB

— MpumeHeHune nonuTuK (policing)

— YnpasneHue nonocon nponyckaHus (shaping)

— WNepapxmnuecknin QoS

— MapkupoBska ceccui

CpeacTtBa obecneyeHUA HAAEKHOCTU CeTU

— Dual homing (Tonbko ESR-1000)

—VRRP v2,v3

—YnpaBneHne mapLipyTamu Ha ocHoBe cocToaHus VRRP (tracking)

—BanaHcmposka Harpy3ku Ha WAN-uHTepdelicax, nepeHanpasieHme
NMOTOKOB AAHHbIX, NePEK/IOYEHNE NPU OLLEHKE KauecTBa KaHana

— Pe3sepBupoBaHue ceccuit firewall

Habop dﬁkumﬁ COOTBETCTBYET BEPQ

1AKTVIBVI Ksalktla*laa C
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MexceTeBble akpaHbl cepun ESR FSTEC A4

TexHnueckoe onucaHue ;\e LTeX

KomnneKcHble peleHna Ana nocTpoeHua ceten

MHdopmMauus ana 3akasa

HaumeHoBaHue OnucaHue

ESR-20 FSTEC A4 MexceTeBoi aKkpaH ESR-20 FSTEC A4, 2x10/100/1000BASE-T, 2xCombo 10/100/1000BASE-T/1000BASE-X (SFP),
1xUSB 2.0, 1xUSB 3.0, 1 cnot gaa SD-kapT, Console, 4 b RAM, 4 b Flash, 220 B AC

ESR-21 FSTEC A4 MeskceTeBoi skpaH ESR-21 FSTEC A4, 8x10/100/1000BASE-T, 2x10/100/1000BASE-X, 1xUSB 2.0, 1xUSB 3.0, 1 cnot
ana SD-kapT, Console, Serial (RS-232),4T6RAM, 4TE Flash, 220 B AC

ESR-100 FSTEC A4 MeceTeBoi akpaH ESR-100 FSTEC A4, 4xCombo 10/100/1000BASE-T/1000BASE-X SFP, 1xUSB 2.0, 1xUSB3.0, 1 cnot
onaSD-kapT, 46 RAM (8 I goctynHo no 3anpocy), 1 '6 NAND-Flash, 220 B AC

ESR-200 FSTEC Ad MexceTesoi skpaH ESR-200 FSTEC A4, 4x10/100/1000BASE-T, 4xCombo 10/100/1000BASE-T/1000BASE-X SFP, 1xUSB
2.0,1xUSB3.0, 1 cnot ana SD-kapT, 4 T6 RAM (8 b soctynHo no 3anpocy), 1 '6 NAND-Flash, 220 B AC

MexceTeBoi akpaH ESR-1000 FSTEC A4, 24x10/100/1000BASE-T, 2x10GBASE-R SFP+, 2xUSB 2.0, 1 cnot g SD-Kapr,

L LR EE0 L 4TBRAM (8 TB soctynHo no 3anpocy), 1 F'b NAND-Flash, 2 cnota gna mogyneit nutanua 220 BACuan 48 BDC

ESR-1500 FSTEC A4 MesceTeBoi aKkpaH ESR-1500 FSTEC A4, 4x10/100/1000BASE-T, 4xCombo 10/100/1000BASE-T/1000BASE-X,
4x10GBASE-RSFP+,8T6RAM (16 b mocTtynHo no 3anpocy), 1 F'6 NAND-Flash, 2 cnota gns mogynei nutanusa 220 BAC
MesceTeBoi sKpaH ESR-1511 FSTEC A4, 4x10/100/1000BASE-T, 4xCombo 10/100/1000BASE-T/1000BASE-X,
ESR-1511 FSTEC A4 4x10GBASE-R SFP+, 2x40GBASE-X QSFP 8 b RAM (16 I'b pocTtynHo no 3anpocy), 1 '6 NAND-Flash, 2 cnota ana
moaynen nutanmnsa 220 B AC

BAOKM NUTaHus®

YcTpoucTBO bnrok nutaHua AC brok nutaHua DC

ESR-1000 FSTEC A4 PM160-220/12 PM100-48/12
ESR-1500 FSTEC A4 PM160-220/12 —
ESR-1511 FSTEC A4 PM160-220/12 =

Cpenatb 3aKa3 0 komnaHuu ELTEX

Mpeanpuatue “ANTEKC” — Begywmnii poccUCKUiA pas3paboTymk m

Q ﬁ dan npov3BOAUTENb KOMMYHUKaUMOHHOTO obopysoBaHusa c 30-neTHel

+7 (383) 274 10 01 eltex@eltex-co.ru www.eltex-co.ru nctopmeit. KOMNIeKCHOCTb peleHnii U BO3MOXKHOCTb MX HecluoBHOM
+7(383) 274 48 48 TerpaLmm B MHPPACTPYKTYpy 3aKaszumnKa — NPUOPUTETHOE HanpasieHne

Kal.laHO C T_=X q”.p¢ a3BUTMA KOMMNaHUN.

www.eltex-co.ru
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