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MackupyioLwmecs
yrposbi

BpenoHocHoe NO cTaHoBUTCH
BCE 13BOPOTNMBEE —
3M10YMBILLNEHHUKIM YCIELLIHO
06X004T TPaANUNOHHbIE
MEXaHN3Mbl OBHaPY KEHWS,
NCNonb3ys ANg aTaku
NETUTUMHBIE CUCTEMHbIE
YTUANTBI Y OPYTe NPOOBUHY Thie
TEXHUKM

«LLInppoBanbLumkin yxxe
He NepBbI FOA, ABNSOTCS
OJHOW N3 Hanbonee
pacnpocTpaHEeHHbIX
Yyrpos, 1 OT HUX CTpagaeT
OrPOMHOE KONMYeCTBO
nonb3oBaTener No BcemMy
MUpYy. [No HaWVM gaHHbIM®,
64% KOMMNaHuin No BCeEMy
MUPY Y>Xe CTaHOBUMNCH
»XepTBamu NporpamMm-
BbIMOraTenem»

Anekcangp JIMCKnH,
pyKkoBOAUTENb YNpaBneHns
vccnenoBaHns yrpos
«J1labopaTtopunun Kacnepckoro»

*[laHHble «J1labopaTopun Kaciepekene

T=EXK/1I04YN.pH

CkayaHo ¢

Kaspersky EDR pnsa 6usHeca

OnTmanbHbIN

MpuLLNo BpemMs NeEPENTN Ha HOBBIN YPOBEHb. Bbl y>ke roToBbl HE MPOCTO
3alMLLLaTb CBOIO KOMMaHWIo OT BpegoHoCcHoro MO ¢ nomoLpio
6a30BbIX TEXHONOT A, HO 1 MPOTUBOCTOSTh YrPO3am, CNOCOBHbLIM
06X0aNTb TPAANLMNOHHBbIE MEXaH3Mbl 6€30MacHOCTW, ryBoKo
NPOHNKAaTb B CUCTEMY U MPUUNHSATL MaKCMasbHbIN Yiep6

o

Knbepataka
Kak ycnyra

[OTOBbIE VIHCTPYMEHTbI

NS KnbepaTtak CerogHs cToaT
OTHOCUTENBHO HEAOPOTO, U UX
MOTYT UCMONb30BaTb NPOTUB
KOro yrofiHoO 1 Ang Nobbix Lenei:
Kpaa AaHHbIX, HaHeceHne
ylwepba nHbpacTpykType,
BbIMOraTenbCcTBO

64%

opraHusauuii yxe
noABeprannch atakam
nporpamMmM-BbiMoraTene

5

OrpaHunyeHHble
pecypchl

KoprnopaTuBHbIe MHPPaCTPYKTYpPbI
Pa3BMBAOTCS, B TO BPEMS Kak
pPecypcoB — BpeMeHW, CpeacTs

1 CNeunanMcToB — CTaHOBUTCS
BCE MeHbLLEe. KOMMaHWsM Hy KHbI
peLUEHIs, KOTOPbIE CMTOCOBHbI
OoTpaxaTb yrpo3bl 6e3 yBenmueHus
Harpysku Ha KoMaHzy

79%

N3 HUX 3anatuinm BbiKyn
3JI0yMbILLJIEHHUKaM
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Komy nopoiinéT PeweHve

pelueHne
Kaspersky EDR gns 6usHeca OnTumManbHbIA C pacLUMpPEHHbIM

Pewenue Kaspersky EDR ans 6usteca BO3MOXHOCTSAMU OBHaPYXXeHWS Yrpo3, 6a30BOro paccnenoBaHns

OISz b S L0 LE (S VHLUVAEHTOB 11 aBTOMAaTU3MPOBAHHOMO pearmpoBaHis MOMOXeT BaM

Ang opraHnsauunn C BblaeneHHbIMn o

VB -KoMaHaaMY 1t 6330801 NOEHTUOULMPOBATL, aHANN3MPOBATb Y HEMTPANN30BbLIBATb AaXe

SKCMEepPTU30Ii B BONpocax MacCKUVpytoLLmnecs yrposbl

KnbepbesonacHoOCTH, Tak

W 4NS KOMNaHwi, rae oyHkumio NB
OCYLLECTBNSAIOT COTPYOHUKN
WT-penaptameHTa.

3awuTa paboumx mecT

PaclmpeHHas 3awuta cuctem BricTpoe o6HoBREHNE MHbOPMaLK OueHka ys3BMMOCTEN
1 faHHbBIX OT BpefoHocHoro MO 06 yrpo3sax Ha ocHoBe rnobanbHoi 1 yCTaHOBKa UCrpaBneHuii
Ha pa3HbIX KOHEYHbIX TOYKaX: o6na4Ho-penyTaUMoHHON nnaTdopMsl (NaTy-MeHeOXXMeHT)
paboune cTaHuMW, MOBWbHbIE KSN v 6a3bl 3HaHuii «JlabopaTopun
yCTpoOWCTBa, cepBepa Kacnepckoro» Mopnnepxxka paboumx
CTaHUWIi Ha BCEX NMOMYNSPHbIX
nnatdopmax
Yno6Hoe ynpaBneHue
EavHbili arenT ons EPP n EDR EavHag kapTouka HUMOEHTa WHCTpyMeHTbI BU3yanusaumum
CO CLIeHapUSaMU 1 UHCTPYKLUSMUA LaHHbIX
EnvHas koHconb ynpasneHus o pearmpoBaHuio
3aLLMTON KOHEYHbIX YCTPONCTB NoBbileHne Npo3payHocT
1 npoLeccamn obHapyXeHuns MpocTble MHCTPYMEHTI, He TpebytoLmne NHbpacTpPyKTypbl
1 pearnpoBaHus 9KCMEPTHbIX 3HAHWIA 1 [LONTOro
0byyeHus MynbTUTEHaHTHOCTb

Basosble MHCTPYMeHTbI EDR

MNponBrHyTOE 0BHapy>XeHne ABTOMaTM3aUNS 1 TMBKOE ynpaBieHne NHCTPYMEHTaMN pearmpoBaHung:
Yrpo3 Ha OCHOBE NepenoBbIX .
TexHonorvii - CeTeBas n3onaums yctpoincTtaa
- MNomelleHne daiinos Ha KapaHTWH
MpepocTaBneHmne netanbHoM - 3anyck npoBepKu BaxHbIx obnacTel
nHdOpPMAaLMN 06 OBHAPYKEHHON - HacTpoiika npaBun 3anpeTa 3anycka NcnonHaemMblx Gpainnos 1 ckpunTos
yrpose - HacTtporika n nonck nHamkatopos komnpomeTauum (IoC)
AHanns nepsonpuynH Ob6oratueHne kapToukn MHUMAeHTa faHHbimu Threat Intelligence
1 BCE LEMOYKIN PasBUTIS
KnbepurHungeHTa

CkayaHo ¢ —IRIELGULeL U Nolee)
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C Kaspersky EDR pnsa 6usHeca OnTumainbHbIA Bbl CMOXETE:

@

O6Hapy>XuTb aTakun

- lcnonb3ayiTe NpoaBUHY ThIE
TEXHOMOr K, KOTOPbIE MOMOTY T
aBTOMaTUYECK OBHapy>X1BaTb
Knbepyrpo3sbl

- 3BarpysuTte 1 1cnonb3ymnrte
VNHANKATOPbI KOMMPOMETALLMN
C caiTa securelist.ru unv 13 gpyrmx
VICTOYHUKOB L7151 MOWCKA CNOXHbIX

Yrpos

[MpoaHannsnpoBaTtb
NepBONPUYNHDI

- AHanunsupywTe yrposbl C MOMOLLbIO
[lepeBa NpoLEeccoB

- OTcnexvBanTe pasBuTVie yrpos
Ha noapoBHO AnarpaMme

- OnpegensiiTe NepBonpPUYNHbI
YrPO3 1 TOYKU VX MPOHUKHOBEHNS B
NHPPACTPYKTYPY

®

HewnTtpannsosaTtb yrposy

- Vlcnonb3ayliTe pasHble BapuaHTbl
pearnpoBaHs: N3ONALMIO XOCTOB,
nNpenoTBpPaLLEeHME BbINOHEHNS
Wnn yoganeHwe danna

- MNposepsinTe opyrmue xocTbl
Ha Hann4ne NPU3HaKoB
NpoaHanM3npPOBaHHONM Yrpo3bl

- ABTOMaTU3VPYNTE pearmpoBaHme
Ha BCex XocTax Mpu O6Hapy>XeHWN
yrpo3bl (MHANKaATOPOB
KOMMpOMeTaLL)

OTpaxkaTb MaccoBble
yrposbl

- 3almTa HOBOro NOKOMEHWS A

pPaboumx MECT MIHOBEHHO BGMOKMPYeT

OCHOBHbIE YrpO3bl

- YcTaHaBnvBalnTe OBHOBNEHVIS

aBTOMaT4YeCKNM C NOMOLLbIO CpedCTB

yNpaBneHns ys3BYMOCTAMU U
OBHOBNEHVAMM

- ABTOMaTU3VPYIMTE NpoLecc
COKpaLLEHVS MOBEPXHOCTM aTaku
1 HACTPOWKM MOAUTYIK C MOMOLLIO
CpencTB A1 KOHTPONS paboynx
MecT

KnioueBble npenmyLiecTBa

MpenoTBpalleHe MHOXeCTBa
BWOOB Yrpos

PacrnosHaBaHue
MaCKUMPYIOLLIMXCS Yrpo3
Ha paboumx MecTax

SKOHOMUS BPEMEHM 11 PECYPCOB
Gnarogaps eaMHOMY YOOBGHOMY

NHCTPYMEHTY

3almTa cucTeM 1 AaHHbIX
OT MaCKMPYHOLLMXCS Yrpo3

BbICTpble noeHTUdVKaums
1 aHanmna yrpos

3allyTa BCeX KOHEYHbIX
YCTPOWCTB

oo
MO

MonyunTb HY>XHbIE
HaBbIKWN

- [MpoyTuTe MHCTPYKUUM
Mo pearnpoBaHIio B KAPTOYKE
OMoBeLLEeHNs

- lNepenanTe Ha NopTan aHaINTUKN
YrpO3 1 03HAaKOMBTECH C HOBEWLLMU
cBefeHVsIMM 06 yrpo3sax

- HakannueanTe onbIT No Mepe
aHanmsa yrpos 1 pearmpoBaHung
Ha HUX

@

MNpepoTBpaTUTb
MOBTOPHYIO aTaky

- Vlcnonb3yinTe nonyyeHHyo
nHdOpPMaLUIo: BrokmpyiTe
BPEAOHOCHble IP-agpeca n
CalTbl, KOPPEKTUPRYNTE MOAUTUKIA
6e30MacHOCTU 1 opMUPYIATE Y
COTPYLHUKOB HY>KHbIE HaBbIKM

- CospgaBanTe npaBuna Angd
6J'IOKVIpOBaHI/I9| aHanorn4yHbIX
aTak B OyayLLeM, HanpumMep Ang
npenoTBpalleHNs BbiNOoJIHEH4
daiinoB

LLeHTpaJ'II/I3OBaHHoe
pearrpoBaHne B HECKOJIbKO
KJIMKOB

BbICTpOe ckaHnpoBaHme
no nHaMKaTopam
KOoMnpomMeTaumm

VIHTerpauma ¢ gaHHsiMu Threat
Intelligence
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CocTaB n cpaBHeHue ypoBHen Kaspersky Security

ang bn3Heca

JnHelika Kaspersky Security ong 6usHeca — 3T0 NATb NPOAYKTOB A9 3aLMTbl pabounx mecT. KomnaHuns
MOXET Bbl6paTh MOAXOASILLINA YPOBEHb 3aLLNTbI, ICXOAS U3 CBOUX MOTPEBHOCTEN 1 OCOBEHHOCTEN paboUmx

MpoLLeccos

Kaspersky
Endpoint Security
nns busHeca
CraHpapTHblii

Basosag 3awwmTa
paboyrx MecT
OT MacCOBbIX
Knéepyrpos

BawwuTta oT BpegoHocHoro MO

KoHTponb ycTporncTaa,
nporpamMm 1 NCMob30BaHNS

NHTEpHeTa

EnnHas koHcosb ynpasneHud

KoHTponb 3anycka

NPUNOXeHWin Ha cepBepax

A[anTVBHbIN KOHTPOMb

aHomManum

VIHCTPYMEHTbI CUCTEMHOIrO
aoMUHNCTPUPOBaHNS

BcTpoenHoe wupposaHme

[MaTy-MmeHenXMeHT

MHcTpyMmeHTbl EDR

3alumTa NoYTOBbIX cepBepoB

SawnTa VHTEPHET-LWIO30B

[MecouHnua

PaCLLII/IpeHHa;! TeXHNn4YecKada

TRavaHo ¢

nonne

Kaspersky
Endpoint Security
ans busHeca
PacumpenHbiii

3almTa paboymx Mect
C pacwmpeHHbIMn
BOBMOXHOCTAMMU
aAMVIHUCTPUPOBaHNS
N KOHTPONS

Kaspersky
Endpoint Security
ons busHeca
CTaHOapTHbIN

e

O

Kaspersky
EDR ans 6usHeca

OnTumanbHbIi

HapéxHag sawmTta
OT MacCcoBbIX
Knbepyrpos,
ycuneHHas
BO3MOXHOCTSMM
obHapyxeHuns 6onee
CINOXHbIX aTaK

1 pearvpoBaHmns

Ha HKX

Kaspersky

Endpoint Security

ons busHeca
PaclumpeHHbiin

TEXK/TIOYN.Pph

®)

Kaspersky

Total Security
ans busHeca

BesonacHocTb
KOHEUHbIX YCTPOWCTB,
OOnonHeHHada
VHCTPpYMEeHTamMn
3awnTbl
KoprnopaTnBHO
nouYTbl 1 Be6-
Tpaduka
Kaspersky Kaspersky
EDR nns 6rsHeca Total Security
OnTrManbHbIN 0N 6rsHeca
[ J [ J
[ J [ J
[ J [ J
[ J [ J
[ J [ J
[ J [ J
[ J [ J
[ J [ J
[ J
[ J
[ J

Kaspersky

Total Security Plus
ans busHeca

BcecTopoHHas
3aLLMTa KOHEYHbIX
TO4eK opraHm3aLmn

Kaspersky
Total Security Plus
ons busHeca
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Mepexon Ha HOBbLIN YPOBEHb KnMbepbe3onacHOCTN

pabounx mecTt

«JlabopaTopus Kacnepckoro» npeanaraeT 9KOCUCTEMY 3aLLTHbBIX PELLEHNIA A/19 BCEOBbEMIIOLLEN
6e30onacHOCTN 613Heca. BbICTPOUTb KOMMIEKCHYIO 3aLLUTY OT KN6Eepyrpo3 NOMOXET CTyNeHYaTbI
noaxof. OH BK/toYaeT TP YPOBHS — KOMMaHUM C pa3HbiMU NOTPEBHOCTAMUN 1 SKCNEPTU30M MOTy T BbibpaTb
NOAXOASLUMIA AN HUX HaBop pellueHui. OCHOBa KaXXoro YPOBHS — nnatdopma Mo 3allmTe pabounx MecT,
KOTOpas B AanbHenWweM MOXeT MHTErpyupoBaThCy C APYrMMU 3awnTHLIMN pelueHuamun. Kaspersky EDR

Ans 6usHeca ONTyManbHbI BXOAUT B ypoBeHb Optimum Security n npegnaraet KOMMaHUGM NPOABUHY TYIO
3aLUNTY KOHEYHbIX TOYEK, YCUIEHHYIO MHCTPYMEHTaMM OBHaPY XEHWS 1 pearnpoBaHnS.

P

NosbleHve AHanmTuKa
AKCMEepPTUSLI yrpos
Kaspersky
Expert
Security
CRnoxHblie Kaspersky Kaspersky
A Cny>K6a 15} Cybersecurity Threat
TaKn vinu SOC Training Intelligence
PacwmperHas OBHapyxeHne
2 @ 3awmTa v pearnposaHne
Kaspersky 2B
Optimum @ g.l_"fl
Security
KPbITb!
C p © Kaspersky EDR Kaspersky
Yrposb! Komanaa VB ANs Bn3Heca Sandbox
OnTMansHEIA
KoHeuHble yCTpoiicTBa
I Kaspersky @
Security
O6bNHble Foundations Kaspersky Kaspersky
Security Embedded Systems
Yrposb! a An5 BusHeca Security

Kaspersky Optimum Security

A

o

3alumTa HOBOro NOKONEHWS As pabo4mx MecT
MoBbilWEHHas BUAUMOCTb Yrpo3

AHanus nepBonpuYnH

ABTOMAaTN3NPOBAHHOE pearnpoBaHme

Kaspersky
EDR pnsa 6usHeca

OnTumanbHbI

. Kaspersky
Security
Awareness

OHNalH-TPEHWHI No kKnbepbe3onacHoOCTU
015 COTPYLHVKOB

Security ans BUPTYaIbHbIX

AHanua
3ALYILLEHHOCTH

Kaspersky
Security
Assessment

PearnposaHue
Ha yrposbl

Kaspersky Kaspersky
Anti Targeted Incident
Attack Response

PacluvpeHHoe oBHapyXXeHne U pearnposaHne

Kaspersky
Unified Monitoring
and Analysis Platform

Kaspersky
Endpoint Detection
and Response

O6oralligHre
ZaHHBIMU

Kn6eprpamoTHOCTL

Kaspersky
Security Awareness

Kaspersky
Managed Detection
and Response

Kaspersky
Threat Intelligence
Portal

JaHHble

Kaspersky
Security ans cuctem
XPEHEHWS AaHHBIX

Cetb

Kaspersky
Security Lns
VHTEPHET-LU/IO308

Nopnep>xka

MSA
W NPODECCNOHaNbHbIE
Cepencsl

Kaspersky
Security ans NOYTOBbIX
cepeepos

Kaspersky

M OBnaYHeIX cpen

Kaspersky
Managed Detection
and Response

KpyrnocyTouHbIi MOHUTOPUHF 6€30MacHOCTU
ABTOMaTU3MPOBAaHHbI aKTUBHbIV MONCK Yrpo3
YpaneHHoe pearmpoBaHue 1 pearnpoBaHue No MHCTPYKLN

("“\ Kaspersky
Threat Intelligence

Y

O6oralleHHble AaHHble A% pacc/iefoBaHns
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Kak aTo paboTaeT

Buaeo c peMoHcTpaLuveln paboTbl peLleHns

MonpobHee

e

-

Yrposa YCcTpOomncTBO

% Kaspersky
EDR Expert

[JononHnTenbHas
3awmTa gng Tex,
KTO vLeT 6onbluero

Y3HaiTe 6onblue o Kaspersky
Endpoint Detection

and Response Expert -
MoOLLHOM EDR-peleHumn

C PacCLUNPEHHBIMU YHKLIAMN
aKTUBHOIO MOucKa yrpoas,
BO3MOXHOCTbBIO TOHKOM
HacCTPOWKN 1 3DDEKTVBHBIMUA
MeXaHN3MaMu OBHaPY KEHNS.

MoppobHee

Y3HaliTe 60/blle O BOBMOXHOCTSX
Kaspersky Optimum Security.

Moapo6Hee

CkayaHo ¢

TEXK/IIOYN. PG
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g{}% AHanna nepBonpuymnH

KTO MbI

«J1labopaTopus Kacnepckoro» — MexayHapogHas KoMnaHus

C COTHSIMM TbICSIY KNIMEHTOB 1 MAapTHEPOB Mo BCeMy MUPY. Mbl
CO3[aeM PELLEHMS MO KNBepbe30nacHOCTN U CTPEMUMCS K MONHOM
NPO3PaYHOCTU U HE3ABUCMOCTN HaLLEn AesTenbHOCTU. BOT yxe
25 neT Mbl paspabaTbiBaeM MHCTPYMEHTbI 1 OKa3blBaeM yCyri

AN 381 Thl NOSIb30BaTeNen OT KNBEPYrPO3 C MOMOLLbIO CaMbIX
HaZAEXHbIX 1 MPOBEPEHHbIX TEXHONOMAIA

NTEST

CTonpoueHTHag 3awuTa

3BawmTa pa6oq|/|x MeCT: TeCTpoBaHne 3alnTbl OT ﬂpOrpaMM-BblMOl’aTeﬂeﬁ

=IDC

KpynHbIiA y4aCTHMK PbiHKa

MexayHapoLHbIN PeATUHT MOCTaBLLMKOB COBPEMEHHbIX peLleHuii
ONS 3aWmTel paboumnx MecT B komnaHusx, IDC MarketScape

THE RADICATI GROUP, INC.

ATECHNOLOGY MARKET RESEARCH FIRM

BenyLumin urpok

QT KOMMNEKCHBIX TapreTupoBaHHbIX yrpos (APT)
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https://www.youtube.com/watch?v=91OGSdUs1Qw
https://go.kaspersky.com/ru-optimum
https://www.kaspersky.ru/enterprise-security/endpoint-detection-response-edr

A

Kaspersky
EDR png 6nsHeca

OnTmanbHbIN

Y6eaontech B 3pPEKTUBHOCTY aaanTUBHOM 3aLLNTDI.
Ckavaiite 6ecnnatHyto 30-gHeBHYto Bepcuto Kaspersky EDR ons 6usHeca OnTrmanbHbIi.

www.kaspersky.ru

© 2023 AO «JlaBopaTopus Kacnepckoro. #kaspe rs ky

3apeI'VICTpV\pOBSHHble TOBapHbIe 3HaKn 1 3HaKn
O6C}'Iy>KVIBaHVI9| ABNAOTCH COBCTBEHHOCTHIO

VX NpaBooGnagaTenei. #a KTBW pYI‘;I6y,D,YU.lee
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https://go.kaspersky.com/ru-edr-optimum
https://www.kaspersky.ru/small-to-medium-business-security/downloads/endpoint-free-trial

