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Kaspersky Automated Security

Awareness Platform

82% BCeX KNOEPUHLNOEHTOB Bbl3BaHbl YenoBeveckiM GakTopoM. B pesynsrtate KOMMaHUmM Hecy T
MHOFOMUAIMOHHBIE YObITKW. TPaaNLUMOHHBIE TREHUHI HE PELLAOT 3TOW MPOBGIEMbI, TOSTOMY
HeobXxoOVIM COBEPLLEHHO HOBBI NoAxod. M Ty T Ha nomoLlp npuxoanT Kaspersky Automated Security

Awareness Platform.

YenoBeueckue oLIn6Kn —

OCHOBHOW NCTOUYHUK KN6EPPUCKOB

79%

COTPYAHUKOB KOMMaHWA
NPW3HaNNCb, YTO 3a NPeOLWeCTBYOLLNN
rof COBEPLUMNN KaK MUHUMYM OANH
HEOCTOPOXHbIN MOCTYMOK, XOTS 3apaHee
3Hann O CBSA3aHHbIX C HM pUCKax***

O,
51%
COTPYAHMKOB KOMMaHWIA
CUYNTAKOT, YTO BCA OTBETCTBEHHOCTb 3a

3alUMTy BU3Heca OT KnubepaTtak NexnT Ha
coTpyaHukax IT-otaenos*

55% KOMMaHWIA coobwmny o6
VHUWAEHTAaX, Bbl3BaHHbIX HEHaAnexallm
1CMONb30BaHEM NHDOPMALIMOHHBIX
TEXHONOMUI X COBCTBEHHbLIMI
COTPYAHMKaMN**

51% npeanpustuii manoro
6ur3Heca xoTs 6bl pas nocTpaganu
OT VHLMEHTOB 6€30MacHOCTY,
NPOV30LIEALIMX 113-3a HaPYLLEHS

COTPYAHVKaMu NonuTuk UT-6eaonacHocTn**

0, o
26 /0 COTPYAHVNKOB KOMMNaHUN
COOBLLUMMN, YTO VX MaPONN OT JINYHOW U

paboyell aNeKTPOHHON MOYThl COBMagatoT***

* Balancing Risk, Productivity, and Security
(«BanaHc Mexay prckom, MPON3BOAUTENBHOCTbIO
n 6e3onacHocTbio»), Delinea 2021

** |T Security Economics 2022 («9koHomuKa
IT-6e3onacHocTu 3a 2022 r.»), «/labopaTopus
Kacnepckoro»

***https://www.beyondidentity.com/blog/password-

MNMperpaabl Ha NyTN K BHEAPEHMIO
aPpPpeKTUBHON NporpamMmmbi
NoBbILLEeHNS OCBEAOM/IEHHOCTH

0 Knbepyrpo3sax

KomnaHumn no BceMy M1py BHEAPSIOT NPOrpamMmbl NMOBbILLEHNS OCBEAOMIEHHOCTY
0 K1Bepyrposax, Ho 3a4acTyo MPOLECC 0BYUEHVS COTPYAHVKOB 1 ero pesyssTaTsl
OCTaBNAIOT XenaTb fydllero. Yalle Bcero co CoXHOCTAMM CTankmMBaoTCy
NpeanpusSTIS Manoro U cpeaHero BruaHeca: kak NPaBuso, M He XBaTaeT OnbiTa

N PECYPCOB.

HeaddekTnaHbIN
TPEHWHT

OByueHne BOCTPUHMAaeTCs Kak
TpyLHas, CKyyHas, HeakTyasnbHas
0653aHHOCTb

©)
‘TA

Ynop fenaeTcs Ha 3anpeTsl, a He Ha
NPYIMEPbI TOro, KaK Hy >KHO MOCTYynaTb

3HaHNg He 3aKpennioTCH

O

NS,

YnTaTb 1 CnywaTb OOBbACHEHNS — He
TaK adbPeKTNBHO, Kak y4acTBOBaTb
B MPaKTUYECKMX 3aHATUSAX

CKAYaHO ¢ —UERGUL L7 ele o

[lononHunTenbHasda
agMVHUCTpaTBHasdA
Harpyska

2

Kak paspaboTaTb nporpammy
nonpenennTb Lenu?

2

Kak ynpaBnsTe 3afaHrsMu B paMmkax
TPEeHWHra?

Kak KOHTPOMpOBaTh NPOrpecc oby4eHrs?

O
(i

Kak oobuTbCs 3anHTEepecoBaHHOCTM
COTPYLHWNKOB?

’
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SdPeKTUBHbIE TPEHUNHIN N NPOCTOE
ynpasneHne ons opraHn3aunin
noboro macwrtaba

MpencTasngem aBTOMaTU3VPOBAHHYIO MIaTGOPMY A1 MOBbLILLIEHNS OCBEAOMIEHHOCTY

0 KnM6ep6esonacHOCTH — KITKOUEBOW KOMIMOHEHT NMPOorpaMmMbl TeHWHoB Kaspersky Security
Awareness. PellieHie NpeacTasnsgeT cob0M OHNaNH-MHCTPYMEHT, Lefb KOTOPOro — B TeUYeHMe rofa
CcHOPMMPOBATL Y COTPYAHNKOB YBEPEHHbBIE MPaK TUYECKNE HaBbIKI KMBEePrvrieHbl, TEM Camblv
CoKpaLasi KONMYeCTBO KN6epUHLNAECHTOB, CBSI3aHHbIX C YesIoBe4YeCKNM paKTopom.

3anyck 1 1Cnonb3oBaHvie NnaThopMbl He TPEBYIOT CreLmasnbHbIX PeCYPCOB 1 MOArOTOBKM.
Ha kaxnom aTane oby4eHus, Lenb KOTOpOoro — GopMmnpoBaHrie 6e30nacHol KOprnopaTuBHO
Knbepcpeabl, y4alyMcs NTOMOratoT BCTPOEHHbIE MOACKa3KM.

[MonesHbI N copep>XaTesbHbIN KOHTEHT

OnvH 13 BaXKHENLLNX KPUTEPUEB OLLEHKM MPOrPaMMbl MOBLILLIEHVS OCBEAOMIEHHOCTH

0 knbepbesonacHoCcT — ee addekTBHOCTL. B cnydyae Kaspersky Automated Security Awareness
Platform addekTUBHOCTb 9BNAETCA HEOTBEMNEMON XapPaKTEPUCTIKOM Kak CaMOoro TPEHWHIa, Tak
1 cUCTeMbl ynpaBneHns nnatdopmMort. KOHTEHT nnatdopMbl 6asmpyeTcs Ha MOAENN KOMIETEHLI,
BOGpaBLLeli B cebs Gonee yem 25-neTHuiA onbiT paboTbl «JlabopaTopuun Kacnepckoro»

B obnacTu kmbep6esonacHocTh. OTa MofESb Bk/toYaeT 6onee 350 Ba)kHeALLINX NPaKTUYECKNX
HaBbIKOB Kn6ep6e3onacHoCTH, KOTOPLIMU AOMKEH OBafAaTh Kaxabii COTPYAHVK.

O6yunTe BalMX COTPYOHMNKOB HaBblkaM Kn6ep6e3onacHoOCTU.
M3mMeHnTe ux NpuBbLIYKA U MOLENV NoBegeHna u sawutuTte IT-cTpykTypy Bawero 6usHeca.

OPPekTNBHOCTL OBYyHEHUNS

CuctemaTusnpoBaHHoOe cogepikaHmne

MpakTnyeckuin nogxon,
11 BOBJIEYEHHOCTb

Mo3nTMBHBIA HaCTPON

[MpocToe ynpaBneHne

MpocToTa ynpaBneHus

MpocTol KOHTPOSIb

MpocToTa 06y4eHus

— TwaTenbHO NPOAYMaHHbIA CTRYKTYPUPOBAHHbIA KOHTEHT

- V]HTepaKTI/IBHbIe YPOKW, MOCTOAHHOE 3aKpenneHne matepuana, TeCTtbl U UMTaunn
(DI/ILLII/IHFOBbIX aTak, KOTopble NOMOratoT NPUMEHATb Ha NPaKTUKe NoJTly4YeHHble 3HaHA

MaTepwiarnbl TOEHNHIOB U X CTRYKTYPa OpPraHnM30BaHbl C y4eTOM CrOCOBHOCTY yCBanBaTh
N COXPaHATb MHbOPMAaLMIO 1 APYTX OCOBEHHOCTEN YeNoBeYECKOn NaMsTy.

— MNpsiMoe OTHOLLEHWE K MOBCEOAHEBHOW paboTe y4aCTHIKOB
— HaBblku, KOTOPbIE MOXHO HEMELNEHHO MPUMEHUTb

MprMepbl peanbHbIX CUTYaLNIA, B KOTOPbIX COTPYAHVKIN MOFYT y3HaTb Ce6s, MOBbILLAOT
BOBJIEYEHHOCTb YYaCTHMKOB B MPOLLECC MPOXOXAEHWS TPEHVHIA 1 MOMOratoT 3anOMUHaTh
MHdOPMaLMIO.

— OB6bsICHEHWE NpaBun 6€30MacHOCTY NAET NPOaKTUBHO.

-B npouecce TpeHrHra BMeCTO YCTaHOBJIEHVS 3arpeToB AatoTCA OTBETbl Ha BOMPOChI «3a4eM»
N «Kak»

MNepensBeITOK MPaBWs 1 OrPaHNYEHU BbI3bIBAET OTTOPXKEHWE, B TO BPEMS KaK Pa3bsiCHEHMIS
N yBEXAEHWIS, KOTOPbIE BEICTPOEHbI C YYETOM OCOBEHHOCTEN YETOBEUYECKOTO MbILLSIEHWS,
MOMOraloT MPUHSTL HOBYIO MOLE/b MOBEAEHWS.

— MNONHOCTBIO aBTOMaTU3MPOBAHHOE YNpaBneHe NO3BONSET KaXA0MY COTPYAHNKY
OBaOEeTb HaBblkamMy Knbepbe3onacHOCTY B COOTBETCTBUN C ro Mpoduiem puckos 6e3
BMeLaTenbCcTBa agMUHUCTPaTopa NNaTGopMmbl

— CuHxpoHusaums ¢ AD (Active Directory), ncnonb3oBaHne TEXHONOrnmM eanHoro Bxoga SSO
(Single Sign-0On), B3anmMogencTamne Co CTOPOHHVMY CepBrcamMmu ¢ momoLLbio Open AP,
a Tak>xe OHNalH-NoMOLLb MNpY NepBOM Bxoae, pasaen FAQ 1 noackasky AenatoT ynpasnieHme
nnaTdopMon YAOOHbIM 1 9DDEKTNBHBIM

EnvHas naHenb 1 akTyasbHble OTHEeThI:
— OTYEeTbl O MPOXOXAEHVN YPOKOB

— OTYEeTbl O MPOXOXAEHN TECTOB 1 VMUTaLUIA d)I/IUJI/IHI'OBbIX aTak

HﬂaTCDOpMa aBTOMaTKn4yeCKn paccbiiaeT npurnalleHnd, HanoMnHaHns N OTHEThI OGy‘«IaIOLLLI/IMCﬂ
N aIMUHNCTOATOPaM.

CKAYaHO ¢ —UELGYULeL 7 elee
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BapuaHTbl nocTaBku

Kaspersky ASAP MOXeT NOCTaBAgTLCS B TREX PA3NYHBIX BApPUaHTaX, B 3aBUCYMOCTY OT BaLLIX

NPEANOYTEHUI:

« lMonHocTblo OHNaliH o6navHoe peLueHue. [pr SToM 06paboTka NONb30BATENBCKMX AaHHBIX
OCYLLECTBNSAETCS B MOMHOM COOTBETCTBIN C AEMCTBYIOLLVM 3aKOHOAATENLCTBOM, B 3aB/ICMMOCTM
OT BbI6PaHHOIO MECTOTONOXEHWS CepBepa. Hanpumep, ecnv Bbl BeiIGepeTe Pocciuio, Balm aanHble
BynyT xpaHnTbCs B Poccuiickoin ®enepaummn (Mocksa). Bce oxpaHsemble 3akOHOM AaHHble By oy T
06pabaTbiBaTbCs B COOTBETCTBIM C 3aKOHOAATENbCTBOM Poccuiickorn Penepauini.

+ YyebHble mopynun B nakete SCORM. bnarofaps 3To onumn Mogy v MOXHO UHTErpupoBaTh
C Ballei cobcTBerHOM LMS (crucTemoit ynpasneHns obydyerriem). Ho obpatute BHUMaHe,
YTO 3TOT BaPUaHT HE BKIOYAET TECThI Y CUMYNALMNIO GULLVHIOBLIX aTak.

+  On-premise (pa3BepTbiBaHNS MPOAYKTa B NEPUMETPE CETY OpraHn3aLmm). 3ToT
BapVaHT NpefHa3HayYeH Ang KNMEHTOB, KOTOPbLIM HEOHX0AMM MaKCMabHbIN YPOBEHb
KOHbUASHUMAaNbHOCTY. [1n5 Ipeanpud T, CBA3aHHbBIX TOW A MHOM GOPMON HOPMAaTUBHOMO
KOHTPONS, NOKanbHOE pa3BepThiBaHVe obecneyrBaeT cobnoaeHne TpeboBaHui,

YTO NO3BONUT N3BEXaTb KPYMHbIX LUTPadOB 1 cCaHKUMiA. Pa3BopayrBas nnatdhopmMy obyyeHms

B COBCTBEHHOW CETW, Bbl MEETE MOMHbIN KOHTPOSb Ha A, CepBEPHbLIM O60PYAOBaHNEM,
6€30MaCHOCTBIO AaHHbIX Y KOHGUrypaLmelt. MNonb3oBaTeny Mory T nomyYaTs AOCTYM K OOyYatoLLM
MaTepranam naxe 6e3 NoaKMOUYEHNS K UHTEPHETY.

YnpasneHue nnatdopmon Kaspersky
ASAP: npocToTa 6narogaps nosHOW
aBTOMaTM3aUNN

3anyck nporpamMmsbl B 4 iara

) <
N

Hob6asbTe . PazpennTte nonb3oBaTenei 3anycTtuTe obyyvatowuii ABTOMaTU3NPOBAHHOE
nonb3oBaTtenen Ha rpynnbl KypcC ynpasneHue obyyeHnem
ocCyllecTBNgeTCH
Monb3osaTenein MoXHO PasnenvTe nonbsosatenel PaspenvTe nonbsosatenei nnatdopmoinn ASAP
L06aBNsTh, UCMOMNbL3YS Ha rpynnbl BRYYHYO 1n Ha rpynnbl BRYUHYO 1n MnaTtdopma ASAP cocTasnseT
CUHXpoHu3aLmio ¢ AD aBTOMaTWNYECK/ B COOTBETCTBIM aBTOMaTVNYEeCK/ B COOTBETCTBIM pacncaHne Ans Kaxaomn rpynsi,
(Active Directory), 3arpyavs C LIeNeBbIM YPOBHEM 3HaHWIA. C LleNneBbIM YPOBHEM 3HaHWIA a TaKxke rpaduk OTMPaBKM
dalin xIsx nnm B py4HoMm v onpedennTe naty Haqana npUrnaLleHnii, HanoMUHaHNIA
pexvive. 3aHATUI N9 KaX QO rpy b, 1 NPourX yBeaomneHnn. Bee

Ha rnaBHoli cTpaHu1ue nopTana ong
aOMVHCTPAaToOpa ECTb BCE, UTO HY>KHO
0N Havana paboTbl: MTOMOLL NpK
NMepBOM BXOLE B CUCTEMY, MOJIE3HbIE
pekomMmeHgaunn, pasgen FAQ n gemo-
POSIVIKM MO UCTIONb30BaHMIO M1aTHOpPMbI
C TOUKM 3peHNs adMUHCTPaTopa 1
nosb3oBaTess.

Pexomesnauume

Q Macro anqnanes

*  [TonHbI CAMCOK TEeM 1 NOHATUI ULINTE

““CKabaHo ¢

NPONCXOONT aBTOMaTUNYECKN.

HoBelnwwnin ycoBepLLeHCTBOBAHHbIN NOAX0M, K OBYyUYEeHnto

Mnatdopma Kaspersky ASAP npenfiaraeT HOBbI CNOCO6 MNPEAOCTAaBNEHNS YHEOHBIX MaTep1anos
o knbepbesonacHOCTU. MOXHO NMM60 HasHauMTb COTPYAHUKaM 6a30BbIN 3KCMpecc-Kypc, KOTOPbIN
MOMOXET BbICTPO BbIMOSTHUTH HOPMATUBHbIE TPEBOBaHIS K 0By YEHMIO KNBEP6E30NacHOCTI UK
OCBEXWTb VX 3HAHWS, NGB0 BbIGPAaTh OCHOBHOI KYPC, pa3buTbill Ha HECKOBbKO YPOBHEN COXHOCTW.

Tembl TPEHVHIOB

Tembl TPEHNHIoB

dxenpece-kype

OneKkTpoHHas noyTa OneKkTpoHHas noyTa

Maponu n yyeTHble 3anvcu Maponu n yuyeTHble 3anmcu
Be6-cainiTbl U NHTEPHET Beb-caliTbl U MHTEPHET
CouumanbHble CeTU U MECCEHAXEPbI 3almTa MOBUNbHBIX YCTPOWCTB
BesonacHocTb KommMbloTepa CoumarnbHble Meava

Mo6unbHble ycTpolicTBa Mol komnbtoTep

3BawuTa KoHPUAEHUManbHbIX JaHHbIX 3almTa KoHdUAEHUMaNbHBIX AaHHbBIX
JlnyHble paHHble LoKCUHr

O6LWwuin pernameHT Mo 3awmTe gaHHbiX (GDPR)  BesonacHOCTb KpUNTOKOLLENbKOB

VHPopMaLMOHHas 6e30MacHOCTb YaaneHHbIX
pabounx mect

®epnepanbHbIi 3akoH "O 3alwmTe
nepcoHanbHbIX AaHHbIX" N2 152-D3

(ans Poccuiickon ®epepalim)
depepanbHblii 3akoH “O 6e3onacHOCTH
KPUTNYECKOWN MHDOPMAaLNOHHOM
MHbpacTpykTypbl Poccuiickon Gepepaumn”
N2 187-03

MpombiwneHHas kKnb6epbe3onacHOCTb

Be3onacHOCTb NnaTeXHbIX KapT U cTaHAapT
6e3onacHocTn PCIDSS

®dusnyeckas 6e30MacHOCTb AaHHbIX

=XK/TIOYN. P
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TeMbl pasaeneHbl Ha 60sbLUVe 60KW, BKOUAKOLLIME MHOXECTBO NOHATUIN 13 chepsb I T-
B6esonacHocTnX

#Maponu #OuwnHr #KopnopaTnBHbIe yueTHble 3anncy #OnacHble COO6LLEHNS
#baHkoBckme KapTbl #[porpammbl-BbiMoratenu #CounanbHas NHXeHepuns
#0nacHble paninbl #PaboTa B 6paysepax #KopnopaTneHas aTuka #AHTUBMPYCHOE
MO #BpepoHocHoe MO #MpunoxeHuns #bpaysep #KoHduaeHunanbHasa nHdopmaums
#XpaHeHue nipopmaunm #OTnpaska uHGopmauum #JInyHoie gaHHble #AHTepHeT n
3aKkoHopaTenbcTBO #3akoHopaTenbcTBo EBpocoio3a #bnsHec#OnacHble CCblnikun
#MoppenbHble Be6cainThl #caliTbl C NporpaMmMamMu-BbeiMoratenaMmu#PesepBHoe
KonnpoBaHue #MobunbHble paHHble #LUndpposaHme #O6nayHbie cepBuUChHI
#lNpomblwneHHbIn WnuoHax #CtanpapT PCI DSS #[ByxdakTopHas ayTeHTuduKaums
#Lnodposoli cnepn #ToppeHTol #KaTdnwmHr #Lenesas ataka #XawmnpoBaHune #TOKeHbI
#LLla6noHbl 6MOKMPOBKU aKpaHa #MaliHMHT #PoauTenbCcKkuii KOHTPOb

KaOag TeMa COCTOUT U3 HECKOSbKIIX YPOBHE, MOCBSLLIEHHbBIX OMPeaeeHHbIM HaBbIKaMm
KnBep6es3onacHOCTU. YPOBHY COOTBETCTBYIOT Yrpo3am pasHol CTeneHmn onacHocTu. Hanpumep,
MepBOro ypOBHA OCTATOUHO AJ1S 3aLUMThI OT MPOCTENLWNX U MACCOBbIX aTak. [1ng 3aLmnTsl OT
HavBonee N30LLPEHHbIX U LIeNIeBbIX aTak HEOBXOAMMO OCBOUTL 60Mee NPOABNHY ThIE YPOBHMW.

Mpumep. HaBbiku, NnprobpeTaemblie Npn 06yyeHumn no Teme «Beb-caintbl n IHTEpHET»

HauvanbHbi ypoBeHb

Ba3oBbIi1 ypoBeHb
3aluTa oT MaccoBbiX

3almTa oT MaccoBbiX aTak
onpepaeneHHoro npopung

CpepHuin ypoBeHb
3alumTa oT XOpoLLOo
NOAroToOBJ/IEHHbIX LeNieBbIX
aTak

MpoaBVHYTbIN YPOBEHbL*
3awuTa oT LeneBbix aTak

(meLueBbIX U NPOCTbIX) aTak

23 HaBbIKa, BKJIO4as:

— PacnosaHaBaHve noaaenbHbix
BCM/bIBAIOLLVIX OKOH

— BbisBnenve
nepeHanpaBnStoLLX CChIOK

— OnpegneneHvie pasnuynmn
Mexay NoOJNHHBIMI 1
NoALAENbHBIMU CChlKamu 4Ns
cKa4vBaHNs

— PacnosHaBaHve
VICNONHsEeMbIX hainnos,
HaOEHHbIX B UHTEPHETE

— YMeHve onpenenntb
MOOJIHHOCTb PaCLUMPEHNS
6pay3sepa

Sauwmra anHBIX
AaHHwix: Brenpece

SWENOHWPOBAHHA SALLMTA

34 HaBblKa, BKtOYas:

— BBOA A@HHbIX TONBKO Ha
calTax c gencTaytowmm SSL-
cepTudumKkaToM

- Vicnonb3oBaHvie pasHbix
naponel Ans pasHbiX y4eTHbIX
3anucen

- PacnosHaBaHue noaaenbHbix
CalToB Mo psay NPU3HaKoB

— OTka3s oT nepexona no
YMCNOBBLIM CChIIKam

— PacnosHasarve
HeLelCTBUTENbHbIX a1pecoB
CeTeBbIX CChINIOK MO
noanensHbIM NoaaoMeHam

+ BakpenneHvie 6a3oBblx
HaBbIKOB

12 HaBbIKOB, BK/tOYas:

— [poBepka cchinoK Ans
nepenayn Gannos nepeq
OTNPaBKOWA

— lcnonb3oBaHve nporpamm
L0719 TOPPEHTOB TOJBKO
OT MPOBEPEHHbIX
npoussoauTenei

— 3arpyska Cc TOPPEHTOB TOMbKO
neranbHOro KOHTEeHTa

— PerynsipHoe ynaneHve
dalinos cookie 6payaepa

+ BakpenneHve paHee
MOJTyYeHHbIX HABbIKOB

13 HaBbIKOB, BK/lOYas:

— YMeHune pacnosHasaTb
CNOXHble nogaenbHble
CCbINKM (BKSKOUAs CChIKW,
NMoxoXue Ha afpeca caiToB
KOMMaH1n, 1 CChIKN C
nepeHanpasneHnem)

- [poBepka calToB C NOMOLLbIO
cneunanbHbIX yTUanT

- BbisiBneHe cnyyaes, koraa
Bpay3ep 3aHMaeTCs
MalHUHIOM

- OTka3 oT nepexona Ha CanThl
C YepHbIM SEO

+ BakpenneHue paHee
MOSyYeHHbIX HABbIKOB

Okcnpecc-kypc Kaspersky Automated Security
Awareness Platform

KpaTkas Bepcus TpeHvHra B ayano v Buaeo dopmaTte. Kaxaast Tema COCTOUT U3 HECKOMbKIX
KOPOTKMX YPOKOB, HarnpaBfieHHbIX Ha OCBOEHME 6a30BbIX HAaBBIKOB KN6ep6e30MacHOCTU.

NHTepaKTVBHas TeopeTnyeckas YacTb

Bungeo
TecTsl

CKayaHo ¢

T=EXK/1I04YN.pch

PasHble BUAb KOHTEHTa

o Kaxapln y4ebHbI MOAYb BKOYaET MHTEPaKTUBHLIN YPOK, YNPaXXHEHNs Ha 3akpenneHmne
HaBbIKOB 11 MPOBEPKY 3HaHWI (TECT N UMUTaLINS GULLIMHIOBOW aTaku, eCin 3T0 TpebyeTcs).

o Bce 3TV anemMeHTbl HanpaBneHbl Ha Pa3BUTNE KOHKPETHOIO HaBblka, KOTOPOMY MOCBSLLEH
MOAY b, TO3TOMY HOBbIE 3HAHNS XOPOLLO YCBaNBaIOTCS 1 CTAHOBATCS HYaCTbiO HOBOW
MOZEeNN NoBEAeHNS.

MMUTaLMS GULLINHFOBBIX aTak HE BXOAWT B KYPC TPEHVHIa, HO MOXET BbITb Ha3HaueHa
aOMVIHVCTPATOPOM AOMNONHUTENBHO.

OcHoBHom Kypc Kaspersky Automated Security
Awareness Platform

STOT KypcC paspaboTaH C y4eToM cneunduky HenoBeyYeckom namsaTu.
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Kpusasg 966uHraysa
(«<kpurBasi 3a6biBaHNS»)

OsHakomnenvte MosTopeHue

{ 1 1

100%

3anomun-
Hawne  80%

(%)

70%

S~

TIPOROMKTENLHOCTS 3aNOMHAHNS! (B AHSIX)

MMBKNA yuebHbllh NnaH

Ceptudukar

" romsend o B8 Yorncecns Samesans My
B ey

Rodion Raskdél'nikov

MHTepBanbHoe NpoXoXAeHVe Kypca

o OTOenbHblE 3MEMEHTHI TPEHVIHa CNeaytoT APYT 3a APYrOM C OnpefefieHHbIMU HTepBanamu,
YTO NPefOTBPaLLaeT BbICTPOE NPONNCTLIBaHME YPOKOB 1 yNyyllaeT 3anoMuHaHue.
HTepBarbl paccunTaHbl C y4eTOM «KPUBOV 3a6biBaHVs» O66MHraysa.

o [oBTOPEHVE NO3BONSET BbIPAaBOTaTh NPVBbLIYKM 6E30MaCHOrO NOBEAEHNS
1 NpenoTBpaLLaeT 3abbiBaHuE.

C6anaHCc1pOoBaHHbIV CTPYKTYPUPOBAHHLIN KOHTEHT, HAMPSIMYHO CBS3aHHbIV C MOBCELHEBHOM

paboToW, Kak 3anor 9PPeKTUBHOCTH TPEHUHra

o MaTepuansl BKNoYatoT MHOXECTBO peasbHbIX MPYMEPOB, MOAYEPKMBAIOLLMX BaXKHOCTb
cobntofeHns Npasun KnoepbesonacHOCTH ANS Kaxaoro.

o OCHOBHOE BH/MaHWe yaenseTcs oTpaboTke HaBblkOB, @ HE MPOCTO NPefOCTaBNEHMIO
3HaHWIN, NO3TOMY B OCHOBE KaX AOro MOAYNS NexaT NpakTUYecKme ynpaxHeHns 1 3agaudn
LN COTPYLHVIKOB.

[MB6KOCTbL NPOorpamMmmbl 06yyeHUs

B nnatdopme peannaosaH rmékmii NOAX0A K TOEHWHTY, IPOLECCOM NOCIeA0BaTebHO
1 aBTOMaTV3NPOBaHHO ynpaBnaeT cama nnatdopma. [1ns kax 4o y4eBHO rpynmbl MOXHO
BbIGpaTh:

OCHOBHOW KypPC, 3KCMPECC-KyPC UM X KOMBUHALMNIO;
TeMbl 419 N3yYEeHNs B rpynne B paMkax OCHOBHOIO Kypca 1 9KCrpecc-Kypca;
LeneBol ypoBeHb 3HaHWI MO Kax oW BbIGpaHHOM TemMe OCHOBHOMO Kypca.

Ha ocHoBe aToro Boibopa nnaTdopmMa aBTOMaTUYECKM BLICTPOUT yYeBHbIV MPOLIECC A9 Kax 4o
rpynbl.

YnpaBnamTe TPEHNHIOM C MOMOLLbIO YOO0OHOI NaHenn
ynpaBneHus

MonyynTb BCE HEOBXOAMMOE NS YMPAaBNEHVS TPEHNUHIOM — CTAaTUCTUKY, OTHYETHI O AENCTBUSX
1 NpOrpecce y4aCTHVKOB, MHPOPMAaLIMIO O AOCTYMHbIX CNOTaX, FPynMnoBbIX 3aHITUSX,
NPELNOXEHS MO YNYULLEHWIO PE3YbTAaTOB — MOXHO Yepes EANHYIO NaHeb yNpaBaeHus.
OTyYeTbl 3arpyXaloTCs OAHVUM LLENYKOM MBILLN. YaCTOTY NONYyYEHMs OTYETOB Tak>Ke MOXHO
HacTPOUT®.

HezaBuncumoe obyueHmne

COoTPYAHWKN MOTY T MPOXOANTL TPEHWHM B Nt060e YOOBHOE BPeMs 1 Ha NIo6OM yCTPOCTBe,
nockonbky nnatdopma Kaspersky ASAP aganTupoBaHa Ans MOBUbHBIX YCTPOMCTB. DTO
fenaeT 0b6yyeHre NPOCTLIM 1 YAOBHBIM.

Monb3oBaTeny NonyyatoT AOCTYN K y4eBHOM NnaTdopme Yepes NepcoHarnbHyo CChKY,
NONYYEHHYIO B MPUrNaLLEHN Ha TREHWHT, AN Yepes OBLLLYIO CCbIKY, CN aAMUHNCTPaTOP
HacTpowun eanHbin Bxog SSO (Single Sign-On).

[ ononHNTENbHbIE HACTPONKN

ALMUHUCTPATOP MOXET NIErKO MOMEHSITb BHELLHWIA BUA NAaTdOPMBI:

3aMeHUTb NoroTun «J/labopaTopun Kacnepckoro» Ha NoroTumn CBOel KOMNaH1 Ha naHenm
aaMUHNCTPATOPAa, Ha y4eBHOM nopTane 1 B LWabnoHe aNeKTPOHHbBIX NMUCEM:;
nepcoHanM3npoBaTb CEPTUDKKATLI;

006aBNSTb NEPCOHANN3NPOBaHHDBIN KOHTEHT B NIOG0M YPOK.

Mnatdopma Kaspersky ASAP moxeT 6bITb UHTErpupoBaHa ¢ nnatdpopmamm Kaspersky Unified Monitoring and
Analysis (KUMA) n Extended Detection and Response (XDR).

— AAMUHMCTpPaTOp MOXET yBuaeTb cobbiTne B XDR 1 npeanpuHSTL COOTBETCTBYIOWME MEPhI, B TOM Yncne
HanpaBWTb COTPYAHVKA Ha TPEHNHI Ha nnaTtdopmy ASAP.
— B kapTOuKy UHUMAEHTa MOXHO aBTOMaTNYeCcKn [,o6aBnsaTb UHGopMaLuio 06 YpoBHE KN6eprpaMoTHOCTH

COTPpYyAHMKA, NnoAgBeprierocyd atake.

MonHbI CIMCOK NOAAEPXKMBAEMbIX S3bIKOB ULLKTE
Ha k-asap.com

eI [=XK/1I04YU.PD
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WNHTerpauuns

C nomoLubio Open APl mnatdopmMa MOXET B3aMMOLENCTBOBaTbL CO CTOPOHHUMI CEPBUCAMN.
Open APl paboTaeT yepes npotokon HTTP 1 npepnaraet Habop MeETOAOB 3anpoca/oTeeTa.

JNokanunsauug

Kaspersky ASAP nopoepxvisaeT 25 a3bikoB*. Jlokannaaums nnatdopMbl BEIXOANT 3@ PaMKU/
0BbIYHOrO Nepesoda. TeKCT 1 N306paxeHNs He MPOCTO NepeBEAEHb Ha Pa3HbIe A3bIKK, OHI
afanTypPOBaHbl K MECTHBIM KYSbTYpam 1 peanusm.

NMmunTtaumm punMHroBbix atak

DULLINHrOBbIE KaMMNaHW LONONHIIOT OCHOBHYO NPOrpaMmmMy TReHMHra. OHY NO3BONIIOT

Mpumep penakTUpyemoro
MPOBEPUTL, HACKOMBKO XOPOLLO COTPYLHUKM YMEIOT Pacno3HaBaTh GULLWHE, Y MOMOratoT

¢umHrosoro coobLueHNs Ans VNHCTPYKTOPam BbICTPO HalT NPO6ebl B 3HaHKSIX NONb30BaTeNe 1 MOTUBUPOBATL UX Ha
cnMmynaunm atakm h oteeTHaga Bonee rny6okoe n3yyeHne npobnemMHbix TeM. PULLHIOBbIE KaMMaHW — 3TO NMPEBOCXOLHbIN
peakuung VHCTPYMEHT AN 0By4YeHNs COTPYAHVIKOB HaBblkaM pacno3dHaBaHVs NOTEHLManbHO ONacHbIX
CUTYyaUnin N NPUMEHEHWIO 3TUX HaBbIKOB Ha NPaKTUIKE.
MnaTtdopma COAEPXKNT roTOBbIE WabNOHbI PULLMHIOBBLIX MMCEM Ha BCEX NoAAePXBaeMbIX
% g3blkax. DTV WabNOHbl PErynsapHO OGHOBASIOTCS 1 LOBaBNSAOTCS HOBbIE. TakXe MOXHO CO3aaBaTb
Your Logo Here COBCTBEHHbIE NMCbMa Ha OCHOBE MEIOLLMXCS LLIaBIOHOB.

ANGARLTEC, TXUKAMYICTA, € HOBMMM BOINCIHIOCTRAN, FTORME
] ne a nporpausa

Bbl NONANKCE

HA ©UIIWHIOBOE NUCLMO!

MonpoByiiTe CbIMUTPOBAaTL GULLMHIOBYIO aTaky elle A0 Havana TPeHVHra u NocCMoTpuTe,
CMpaBaTCs I COTPYAHUKN. DTO YNpaXKHeHWe HarnaaHO NPOAEMOHCTPUPYET NoNb3y
0ByuYeHns Kak CaMUM COTPYAHMUKaM, Tak 1 PyKOBOACTBY.

COTpYAHVKN MOTY T MPOAEMOHCTPUPOBATH CBOE MOHNMMAaHWE TEMbI, HE MOMABLUMCL Ha UMUTALINIO
aTaku 1 COOBLLVB O GULLMHIOBbIX MCbMAaX C MOMOLLbIO MHCTPYMEHTa «CooBLLMTE O GULLIHFEY.

NHCTpyMeHT «CoobwnTb 0 GULINHIEe» yaansieT MMCbMO 13 nanku «Bxogame» 1 oTnpasnseT
YBEOOMJIIEHVE HE TOMbKO aAMNHNCTPAaTOPY NNaTdhOpPMbI, HO 1 COTPYAHMKaM | T- n IB-oTaenos.
Taknm 06pas3oM COTPYLAHVK NOATBEPXAAET BLICOKMNI YPOBEHb CBOE KN6EprpaMOTHOCTY,

a opraH13aLs NoBbILLAET YPOBEHb OB6HAPY XeHVS GULLVHIOBBIX YTPO3 1 pearmpoBaHs Ha HIX.

Kaspersky ASAP onsa naptHepoB MSP/MSSP nnun
KOMMNaHWA C TeppuTopuanbHoO-pacnpeneneHHom
CTPYKTYypoWu

MnaTdopma No3BONSET BaM PasBepTLIBATL M YNPaBIaTb OByUEHEM B HECKOSBKIX KOMMaHSIX
cpasy 113-Mop OAHOrO akKayHTa, C €AMHOV KOHCOSM, FTOTOBOI K MHOrOMOb30BaTEbCKON patoTe,
6e3 HeoBXoAMMOCTU NCMONB30BaHMS LOMOMHUTENBHOMO MPOrPaMMHOrO O6eCreYeHIs.

Xopotuve HosocTu! B Kaspersky ASAP eCTb GyHKLMS yMPaBAeHs MynoM LEH3NIN, KOTOpas MO3BONIET
HasHa4aTb KBOTY NMLIEH3MI 419 KaX,A0M KOMMaH!M C onpeaeneHHbIM COOKOM AECTBIS.

Tak>ke MOXHO [OBaBVTb AOMOMHUTENBHbIX 30MVHNCTPATOPOB A5 KaX A0 KOMMaHUN U Ha3HaUMTb VM
pasHbIE PO

CkayaHo ¢ —ERGULLZNeles
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Kaspersky Security Awareness — HOBbI MOAX04 K OCBOEHMNIO
HaBblkoB T-6e3onacHoOCTU

KnioueBble oco6eHHOCTUN Kaspersky ASAP — knto4yeBoi anemMeHT nporpamMmbl TReHNHros Kaspersky Security Awareness.
nporpamMmmbl

EavHoe rmbkoe obyuatoLee pelueHne gns Bcex

Komnnekc TpeHuHros Kaspersky Security Awareness — 3To npoBepeHHoe 1 9 dekTUBHOE
peLleHne, KOTOPOoe AaBHO 1 YCMELLHO 3apekoMeHaoBano cebs B Mype. lNpeanpudaTig pasHoro
pa3vepa 6onee yem B 75 cTpaHax Mypa y)ke BOCNosib30Banucb 3TUM peLueHuem ans
o6yueHus 6onee MUNIMOHA CBOUX COTPYAHNKOB. B 3TOM peLLleHnn COeanHNNCS bonee Yem
25-neTHWin onbIT «JlabopaTtopuin Kacnepckoro» B o6nactu Knubep6e3onacHOCTY ¢ GoraTeiiunm
onbiTom Kaspersky Academy B o6nacTu obyyeHus.

Komnnekc cocTonT 13 yBnekaTenbHbIX yue6Hb|>< KYPCOB, KOTOPbIE MOMOTYT NMOBbICUTb

Fny6Gokue sHaHms B oGnacTu KN6eprpamMoTHOCTb COTPYAHMKOB MIOBOrO YPOBHS U YCUMUTB VX POJib B OBLLEN CTPYKTYpE
kn6ep6esonacHocTi KMBep6e30NacHOCTI MPEAnPUATUS.

3a 6onee yem 25 netT paboThl B 06nacTu

KnbepbesonacHOCT Mbl chopmupoBany Mockonbky ANs GOPMUPOBaHNUS YCTONUYMBOro KnbepbesonacHoro noseaeHvs TpebyeTcs Bpems,
Habop HaBLIKOB, KOTOPbIN Ner B OCHOBY Halll MOAXOA NOAPAa3yMeBaET HEMPEPbIBHLIN | MHOrOKOMMOHEHTHbIV LK/ NOMYYEHUS 3HaHWNI
HaWnX NPOAyKTOB. 1 HaBbIKOB. MirpoBast @opMa 06yUeHNs MoMoraeT 3auHTEPECOBAaTbL BbICLUMEE PYKOBOACTBO

KOMMaHWN 1 MPEeBPaTUTb 1X B FIABHBIX CTOPOHHUKOB 1 MHNLLMETOPOB GOPMUPOBaHNS KYSETYPbI

knbepbesonacHoro noseneHns. OLieHKa pesynsTaToB Urpbl MO3BOMSIET BbISBUTL NPOGenb

B 3HaHVISIX COTPYLHVKOB Y MOTUBMPOBATb WX K AarbHENLLEMY 0BYyUYEHMIO, @ OHNaH-NIaTHopMbl
z ] o 1 CYMYNSTOPbI MOMOTaloT UM MPUOBPETaTh U COBEPLLEHCTBOBATb HEOBXOANMBIE HABbIKY.

PykoBogure,

—\

O6yueHue, MeHsoLee NoBeAeEHNE
COTPYAHMKOB BCeX AOMKHOCTeN

B KOMMaHnn 48.9@
VirpoBoe oby4yeHne obecneynsaeT
BOBJIEYEHVE U MOTUBALLMIO, @ yYebHble /(Oq@/y
nNaTHopPMbl MOMOratoT YyCBOUTb ”5%;79%
Habop HaBbIKOB KMBep6e30MacHOCTH %,
N rapaHTUPYIOT, YTO CO BDEMEHEM oBneYeHyg KN
MosTyYeHHbIE HaBbIKY He 3a6yayTCS. /y% ‘{%
2
Bonee
300 HaBbIKOB
B cpepe kubep-
6es3onacHocTN

CKAYaHo ¢ —UELGYULeL 7 elee

Bee COTPYAHUKA
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BecnnaTHas npo6Has Bepcus nnatdpopmbl: k-asap.ru

PelweHuns anga 3awmTbl KpynHbIX NpeanpuaTui: www.kaspersky.ru/enterprise
Kaspersky Security Awareness: www.kaspersky.ru/awareness

HoBocTn IT-6e3onacHocTu: business.kaspersky.ru

www.kaspersky.ru

AKTUBUPYI

kaspersl
CkayaHo ¢

T=XK/IH0YMN. pa
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