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AHHOTALMS

B 1okymeHTe conep)karcs CBEICHHS O Ha3HAYeHWH, OOJaCTH NpPUMEHEHHUS,
(GYHKIIMOHATBHBIX BO3MOXKHOCTSIX M3Menust « MexXceTeBOM IKpaH U cucTeMa OOHApYKEHUS
BropxkeHuit  «PyOukon»  HIIEIL.465614.005  (manee — «Pybukon»,  uzmemnue),
MPEJICTaBICHBI METOJIbI pa0OTHI C TIOJIB30BATEIBCKUM UHTEp(hEHcoM, HACTPOUKH (yHKITUH
0€30MacHOCTH.

Odopmienne  mporpaMMHOro  JokyMeHTa  «PyKOBOACTBO  IOJb30BaTEs»
npousBeneHo no tpedosanusm ECIT/:

1) F'OCT 19.101-77 ECIIA. Buas! nporpamMm U pOrpaMMHBIX TOKYMEHTOB;

2) 'OCT 19.103-77 ECII . O603Ha4eHre NporpaMM U MPOrpaMMHBIX JIOKYMEHTOB;

3) I'OCT 19.104-78 ECII/I. OcHOBHBIE HA/AITUCH;

4) TOCT 19.105-78 ECII. O61ue TpeOoBaHUs K IPOrPAMMHBIM JIOKYMEHTaM;

5) 'OCT 19.106-78 ECITJI. OOmume TpeOoBaHMsS K MPOTPAMMHBIM JIOKYMEHTaM,

BBIIIOJTHEHHBIM IT€YaTHBIM CITOCOOOM.
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1. OBLIME CBEJIEHUS

1.1. Ha3nauenue u 06J1aCTh MPUMEHEHUS

Wz nenue npeacrasiser coO0M MporpaMMHO-aNNapaTHbIA KOMIUIEKC, pEaIU3yOMUi
GYHKIIMM MEXKCETEeBOrO JSKpaHa THIA «A» BTOPOTO Kiacca 3allUThl U CHCTEMBI
oOHapyXeHHsI BTOPKEHUI ypOBHS CETU BTOPOIO Kjlacca 3alUThl, UCIOJIb3YEMBIE B LIETAX
oOecrniedeHus 3aliThl (HEeKpUnTorpaguuecKuMu MeToAaMu) MHPOpPMAIUH, COJepKaliei
CBEJICHUS, COCTAaBJSIOIIME TOCYJapCTBEHHYIO TallHy, M HMHOW HH(OpMauuu
OTPAaHUYEHHOTO JOCTyNa U  OO0ECHEeUMBaKOIIME 3aLUTYy OT MPEIHAMEPEHHOTO
HECAaHKIIMOHHUPOBAHHOTO JOCTyNa WM CHEUUaIbHBIX BO3JACHCTBUA Ha WH(OpMAIUIO
(HocuTenun wWHGOpPMALMU) CO CTOPOHBI BHEIIHUX HapyLIUTENeH, JIeHCTBYIOIIHUX
13 UTHPOPMALIMOHHO-TEJIEKOMMYHHKAIIMOHHBIX CETEN, B TOM YUCJIE CETEH MEXKIYHAPOIHOTO

MH(}OPMAITMOHHOTO OOMEHa.

1.2. ®yHKIMOHATBEHBIE BO3MOYKHOCTH

«PyOuKoH» peanusyer cienyroiiie OCHOBHbIC (DYHKIIMOHATBHBIE BO3MOKHOCTH:

1) BO3MOXHOCTb OCYIIECTBIATh (UIBTPAIMIO CETEBOTO Tpaduka ISl OTIPaBUTENEH
uHbOpMaIH, MoyydaTesiel nH(OpMalui U BCEX OIepaluid mepenayu, KOHTPOIUPYEMOM
«PybOukon» napopMarum K y3iaM HHGOPMAIIMOHHON CHCTEMBI U OT HUX;

2) BO3MOYKHOCTH OCYIIECTBIISITh (PHIIBTPAIINIO ISl BCEX OTEpallvii IepeMeIIeHus yepe3
MEKCETEBOM IKPaH MHPOPMAIIHH K y3JIaM HHPOPMAIIMOHHON CUCTEMBI B OT HUX;

3) BO3MOXHOCTb OCYIIECTBIATH (IIBTPAIMIO, OCHOBAHHYIO Ha CIICAYIOIIMX THUIAX
aTpuOyTOB 0E30MaCHOCTH CYOBEKTOB: CETEBOM apec y3Jia OTIPABUTEIS;, CETEBOU ajjpec y3ia
mojyyatens; W HUHOOpMAIMU:  CETeBOM  MPOTOKOJN,  KOTOPBIM  HCIIONB3YeTCs
TSl B3aUMOJICUCTBHUSI, HHTEp(Eeiic MeXKCEeTEBOrO SKpaHa (Ha YpOBHE CETEBOTO aJipeca), Yyepe3

KOTOPBIN MPOXOIUT MaKeT; HHTEPPEiic MEKCETEBOrO IKpaHa (Ha (PU3UIECKOM YPOBHE);
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4) BO3MOYKHOCTb OCYILECTBIISTh (DMIIBTPALIIO, OCHOBAaHHYIO HA CIEAYIOIIMX THUIAX
arpuOyToB 0e30macHOCTH HH(GOpPMAIUU: CETEeBOW MPOTOKOJ, KOTOPBIA HCIIONIB3YETCS
JUISL B3aUMO/ICHUCTBHUS; aTpHOYThI, YKa3bIBalOIIKE Ha ()parMEHTALINIO TAKETOB; TPAHCIIOPTHBIN
IIPOTOKOJ, KOTOPBIA HCIIOJIL3YETCS ISl B3aUMOJICHCTBHSI, MMOPTHl UICTOYHMKA WU MOTy4aTelis
B pamKax ceaHca (ceccun); pa3peIcHAbIC/3aNPeITICHHBIC KOMaH/Ibl,
pa3pelleHHbII/3apeleHHbII MOOMIIBHBIA KOJ; MapaMeTpbl KOMaH[; IMOCJIEA0BaTEIbHOCTU
UCTIOJIb3YEeMbIX KOMaH/I; pa3pelieHHbIe/3alpelIeHHbIC TPOTOKOJIbI MPUKIIATHOTO YPOBHS,

5) BOBMOXKHOCTh ~ SIBHO ~ paspemiatb  MH(OPMAIMOHHBIM  MOTOK,  0a3upysch
Ha YCTaHaBJIMBAacMOM aaMUHHCTpaTopoM «PyOukon» Habope mnpaBuia QUIBTpaIUH,
OCHOBaHHOM Ha UJICHTU(UIIMPOBAHHBIX aTpUOyTAX;

6) BO3MO>XHOCTh 3arperarb UH(POPMAaLIMOHHBIN IIOTOK, 0azupysch
Ha YCTaHABJIMBAEMOM aJIMUHUCTpaTopoM «PyOukoH» Habope mpaBwil QUIbTpaLuy,
OCHOBaHHOM Ha UJICHTU(UIIMPOBAHHBIX aTPUOYTAX;

7) BOBMOXKHOCTH OJIOKUPOBaHUSI BCeX MH(DOPMAITMOHHBIX MIOTOKOB, MPOXOISIINX Yepe3
He(YHKIMOHUPYIOMINN WK (PYHKIIMOHUPYIOIUN HEKOPPEKTHO «PyOuKOH»;

8) BO3MOXKHOCTb ~ OCYIIECTBIISITH  MOJUTUKY (QUIBTpAMM MAKeTOB C Y4YEeTOM
YIPABJISIOMIMX KOMaH]T OT B3aUMOJICHCTBYIOIIUX ¢ «PyOMKOH» CpeAcTB 3aiuThl HH(pOpMaluu
APYTHX BHUJIOB;

9) BO3MOXHOCTb OCYILECTBIISITh MPOBEPKY KaXJOro MakeTa Mo TabJUIe COCTOSHUIM
JUISL ONIPEJENIEHUS] TOTO, HE IPOTUBOPEUHT JIM COCTOSIHHUE (CTATyC, THIT) MAKETa 0XKUJAEMOMY
COCTOSIHUIO;

10) BOBMOKHOCTh ~ OCYIIECTBJISITh ~ MPOBEPKY  HCIIOJIb30BAHUS — TOJIb30BATEISIMU
OTHENIbHBIX ~KOMaHJA, JUIsl KOTOPBIX aAMHHUCTpAaTopoM «PyOMKOH»  yCTaHOBJICHBI
pa3pelmnTeNnbHbIe WK 3alpETUTENIbHBIE aTPUOYTh 0€301MaCHOCTH;

11) BO3MOXXHOCTh ~ OCYILECTBJIATH  MPOBEPKY  MCIOJIB30BAaHUS  MOJIb30BATEISIMU
OTHENIbHBIX KOMaHJ  (TOCNENOBATENbHOCTEH  OTNENbHBIX KOMaHa), M  KOTOPbIX
aIMUHHUCTpAaTOpoM «PyOHMKOH» YCTaHOBIICHBI pa3pelIMTeNbHbIE WM 3alpeTUTENbHbIC

aTpuOyThl 6€30M1aCHOCTH;
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12) BO3MOXKHOCTh OCYIIECTBJIATH IPOBEPKY HCIIOIB30BAHUSI CETEBBIX PECYPCOB,
COZIepIKaIMX MOOWJIBHBIA KO/, JJIs1 KOTOPOrO aJIMUHHUCTPATOPOM «PyOMKOH» yCTaHOBJICHBI
pa3pelMTeIbHbIC WU 3alPETUTEIbHbBIE aTPUOYThI O€301MaCHOCTH;

13) BO3MOXXHOCTb ~ OCYILECTBJIATH  MPOBEPKY  HCIIOJIB30BAaHUS — MOJIb30BATEISIMU
MIPUKJIAAHOTO IPOrpaMMHOr0 o0ecnieueHus (MPUIIOKEHUH ), U1 KOTOPhIX aMUHHCTPATOPOM
«PyOHKOH» yCTaHOBIIEHBI PA3pEIIUTENbHbIE WM 3alIPETUTENIbHBIE aTPUOYThI O€30IIaCHOCTH;

14) BO3BMOKHOCTH pa3peliaTh HH(HOPMAIMOHHBINA TTOTOK, OCHOBBIBAsICH HA PE3yJIbTaTax
IIPOBEPOK;

15) BOo3MOXKHOCTh ~ 3ampemiaTh  MHMOPMAIMOHHBIA  IOTOK, OCHOBBIBASICH
Ha pe3yJibTaTax MpOBEPOK;

16) BOBMOKHOCTh OCYIIECTBIISATh (DUIBTPALMIO MAKETOB C YYETOM YIPABIISAIOIINX
KOMaH]1 OT B3aUMOJIEUCTBYIOIIUX C «PyOMKOH» CpelICTB 3alUThl MH(OPMAUK APYTUX BUJIOB,
OCHOBaHHYIO Ha aTpuOyTax, YyKa3blBAIOIIMX HA MPHU3HAKKM HapylIeHUs Oe30MacHOCTU
B MH(OpMAIIMU CETEBOTO TpaduKa,

17) BO3MOXHOCTh pa3pemiarh MH(QOPMAIMOHHBIA MOTOK, €CJIA 3HAYEHHs] aTpuOyTOB
0€30MacCHOCTH, YCTaHOBJICHHbIE B3aMMOJICHCTBYIOIIMMH CPEACTBAMH 3allUThl HH(pOpMALIUU
JUIE  KOHTPOJHMPYEMOI'O CETEeBOro TpaduKa, YKa3blBalOT Ha OTCYTCTBHE HapylICHUI
0e301macHOCTH HH(OpMaIH;

18) BO3MOXKHOCTh 3ampemnath MHPOPMAIMOHHBIN TIOTOK, €CIM 3HA4YEHUs aTpUOyTOB
0€30IMaCHOCTH, YCTAHOBJICHHbIE B3aUMOJICHCTBYIOUIMMH CPEACTBAMHU 3aILUTHl MHPOpMALUU
ISl KOHTPOJIMPYEMOT'O CETEBOTO TparKa, yKa3bIBaIOT Ha HATMYKME HapyIIEHUH 0€3011acHOCTH
uHGOpMAITIH;

19) BOBMOKHOCTb ~ OCYIIECTBIATh  (DUIBTpalMI0 TpU  UMIIOpTe  (IIepexBare)
nHGOpPMAITH CETEBOTO TpaduKa u3-3a MpeaesioB «PyOukony;

20) BOBMOXKHOCTh ~ OCYUIECTBJISITh  Mepenadyy  MHPOPMAIMOHHBIX  [OTOKOB
C IIepeHa3HauE€HUEM CETEBBIX a/IPECOB OTIPABUTENS U (WJTK) MOTyqaTesis (TpaHCIALUs apecoB
U TIOCPEAHUYECTBO B Iepenaue), GUIbTpaIMIo MPH 3KCIopTe (Iepenadye 0T CBOEr0 MMEHH)

UH(pOpMaIIMK CETEBOTO TpaduKa 3a MpeJIeNibl MEKCETEBOI0 IKpaHa;
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21) BO3MOXKHOCTb 3KCHOPTUPOBaTh (TE€peaBaTh OT CBOETO HMMEHH) HH(DOpMAIHIO
CEeTeBOro TpaduKa Mpy MOJOKUTEIBHBIX pe3yibTaTaX (GUIBTPAIMU U JPYTUX TPOBEPOK;

22) BO3MOXKHOCTb OCYILLECTBIISITh TOCPETHUUYECTBO B Mepeaaue NHPOPMAIH CETEBOTO
Tpaduka, OCHOBAaHHOE Ha THIIE CETEBOT0 TpaduKa;

23) BO3MOXXKHOCTh MacKUpoBaHMs Hanmuuusi «PyOukon» crocobamu, 3aTpyIHSIOMIIMU
HApYLIUTENSAM €TO BBISBIICHUE;

24) BOBMOKHOCTh ~ OCYLIECTBISITH MPOBEPKY MApaMETpOB OTHEIbHBIX KOMAaH],
JUIS1 KOTOPBIX aJIMUHUCTPATOPOM «PyOMKOH» yCTaHOBJIEHBI JOITyCTUMBIE WA HEJIOITyCTUMbIE
3HAUYEHUsI IapaMETPOB;

25) BO3MOYKHOCTh OCYILECTBIISITh MPOBEPKY TMOCIEIOBATENBHOCTEH HCIIOIb3YEMBIX
OTAETBbHBIX KOMaHJ, Ul KOTOPBIX aJIMHUHUCTPAaTOpoM «PyOHMKOH» yCTaHOBJIEHBI IpPU3HAKU
JOMYCTUMBIX Y (WJIM) HEIOMYCTUMBIX MTOCIIEA0BATEILHOCTEH;

26) BO3MO>KHOCTB PETHCTPAIINH U YUE€Ta BBITIOHEHHSI IPOBEPOK HHPOPMAITUH CETEBOTO
Tpaduka;

2'7) BOBMOKHOCTh 4UTaTh HMH(MOPMALMIO M3 3alucell ayauTa yHOJIHOMOYEHHBIM
aIMUHHUCTPATOPAM;

28) BOBMOYKHOCTh BBIOOpAa COBOKYITHOCTM COOBITHI, TMOJBEPraloOIIUXCsS ayuTy,
13 COBOKYITHOCTH COOBITHM, B OTHOIIIEHUU KOTOPBIX BO3MOXHO OCYILIECTBIICHUE Ay /INTa;

29) BO3MOXKHOCTb OMOBEIIEHHSI YITOJTHOMOYEHHBIX JIUL O KPUTUYHBIX BUIAX COOBITHI
0€3011aCHOCTH, B TOM YHMCJIE€ — CUTHAIM3ALIMSA O MIOTMBITKaX HapyleHus npasuil «Pyoukon;

30) BO3MOXKHOCTh BBIOOPOYHOTO TPOCMOTpPA MAHHBIX ayAuTa (TIOWCK, COPTHPOBKA,
YHOPAI0YCHUE JJAHHBIX ayIUTa);

31) BO3MOXKHOCTh PErMCTPAllUM BO3HUKHOBEHMS COOBITHII, KOTOPbIE B COOTBETCTBHU
¢ HanmoHATBLHBIM cTaHnapToM Poccuiickoit @enepariu 'OCT P UICO/MOBK 15408-2-2013
«adopMarimonHasl TexHoJoTHsA. MeTtoabl W cpeiacTBa oOecriedeHusi 0e30MacHOCTH.
Kputepun  omenku  6e3omacHOCTH  MHGOPMAIMOHHBIX  TexHosmorud.  Yacts 2.
OyHKIIMOHAIBHBIE KOMIIOHEHTBI 0€30MaCHOCTI BKJIIOUEHBI B JIETAJIM3UPOBAHHBIA YPOBEHb

ayJInTa,;
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32) BOBMOKHOCTh HWJAECHTHU(PUKALUHU aJAMUHHCTpaTopa «PyOuMKOH» 10 pasperieHus
mo0oro JehcTBUSL (MO0  aJIMUHHCTPUPOBAHUIO), BBINNOJHIEMOIO TIPU TOCPETHUYECTBE
«PyOuKOH» OT UMEHHU 3TOTO aIMUHHUCTPATOPA;

33) BOBMOXKHOCTh ayTeHTH(PUKAIMN aAMUHUCTpaTopa «PyOMKOH» 10 paspelieHus
mo0oro JeHcTBUSL (MO0  aJAMUHHCTPUPOBAHUIO), BBIIIOJHIEMOIO TIPU TOCPETHUYECTBE
«PyOrKOH» OT UMEHHU 3TOTO aIMUHHUCTPATOPA;

34) BO3MOXKHOCTb ~ OCYIIECTBICHUSI HUJCHTU(DHUKAIMKA CYOBEKTOB  MEXKCETEBOTO
B3aUMOJIEUCTBUSL A0 nepenaun «PyOnKon» HHPOPMAIMOHHOIO OTOKA MOIYYaTeto;

35) BO3BMOXKHOCTb ~ OCYLIECTBJICHUS] AyTEHTH(HKALUM CYOBEKTOB MEXKCETEBOTO
B3aUMOJIEUCTBUS 10 niepenaun «PyOnkon» nHGOPMAIMOHHOTO OTOKA MOJTy4YaTelto;

36) noaepKKy OIpeaeSICHHBIX poJiei o yIipaBieHuto «PyOuKony;

37) BO3MOKHOCTb CO CTOPOHBI aJMUHHUCTPATOPOB YIIPABIISATH PEKUMOM BBITOTHEHHS
(byHK1Mi 6e3omacHoCcTH «PyOUKOH»;

38) BOBMOKHOCTb CO CTOPOHBI aJIMUHUCTPATOPOB YIPABIATH JaHHBIMU «PyOukon»,
UCMOJIb3yEeMbIMH (DYHKIUSMH 0€30MmacHOCTH «PyOuKoH»;

39) BOBMOXKHOCTH  CO  CTOPOHBI  JMHUHHUCTPATOPOB  YIIPABISATH  aTpUOyTamMu
0C30ITacCHOCTH;

40) BO3MOKHOCTb MOJJIEPKKHU CIIMCKA TUIIOB CETEBOrO Tpaduka Jjsi OCYIIECTBICHUS
MOCPETHUYECTBA B Iiepeiade, MpelyCMaTpUBAIOILETO pa3ieieHle TpaduKa 110 THUIIaM;

41) accounanuio TUIOB CETEBOr0 TpaduKa U3 CIUCKA C KOHKPETHBIM CETEBBIM
TpaduKOM JIJIs1 OCYIIIECTBIICHHUS IIOCPETHIUYECTBA B Iepeiaye 1 00pabOTKH COOTBETCTBYIOIINX
THUIOB CETEBOI0 TpauKa MpOKCH-areHTaMH;

42) BO3MOKHOCTb U3MEHEHUS 00J1aCTH 3HAYEHHUI HHPOPMALIUK COCTOSIHUS COEIMHEHUS
CO CTOPOHBI aIMUHUCTPATOPOB «PyOnkon»;

43) BOBMOXKHOCTb TMPHUCBOEHUS MH(POpPMAIMA COCTOSHHUSI COEAMHEHUS JOIMYCTUMBIX
3HAYEHUM, TAKUX KaK YCTAHOBJICHUE COCIMHEHMS, UCTIOJIb30BAaHUE COEAMHEHUS, 3aBEPILICHUE
COEIMHEHUS U JIPYTHX;

44) BOSMOXKHOCTb ~ BEIEHUSI Ul KaXJOr0 COCOUHEHUS TaOJMuIbl COCTOSHM,

OCHOBAHHOU Ha MH(POPMAIIMU COCTOSIHUS COSMHCHUS;
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45) npenocraBieHue BO3MOKHOCTU aAMUHUCTpaTopaM «PyOukoH» Moau(puIupoBars,
YAAIATh  pa3peliuTenbHble U (WIM)  3ampeTuTeNibHble  aTpuOyThl  0€30MacHOCTH
JUISL MCTIOJIBb3YEMBIX MOJIb30BaTESIMA OTAEIBHBIX KOMaH[ Ul OCylIecTBiIeHUs «PyOukon»
bunpTpanmy;

46) npenocTaBieHue BO3MOKHOCTH aIMUHUCTpaTopaM «PyOukon» MoaudpuIupoBars,
YT Pa3peLUTEIbHbIE U (WIIN) 3alIpETUTENbHbBIE aTPUOYThI 0€3011aCHOCTH NCIOJIBb30BaHUs
CETEBBIX PECYPCOB, COAEPIKALINX OTIEIbHBIE THUIBI MOOMIIBHOTO KOJA, /Ul OCYIIECTBICHUS
«PyOuxon» punbTparmmy,

47) npenocraBieHue BO3MOKHOCTH aIMUHUCTpaTopaM «PyOukoH» MOIu(pHUIMPOBATS,
yAQIATh aTpUOyThl OE30MAaCHOCTH, OMPEACIISIONINE JOMYCTUMbIE W (WJIM) HEIOMYCTUMBIC
3HAUYEHUs TapaMETPOB UCHOJIB3YEMbIX OT/ENbHBIX KOMAH/, Ul OCylecTBIeHUs «PyOuKkon»
(bunbTpanuy;

48) npenocTaBieHUEe BO3MOXHOCTH aIMUHUCTpaTopaM «PyOUKOH» MOIU(pUIIMPOBATH,
yaanate  atpuOyThl  O€30MAacCHOCTH,  ONpENENAIoUe  NpPU3HAKKM  JOMYCTHUMBIX
U (MIM) HEAONMYCTUMBIX IOCIEAOBATEIIbHOCTEM HCMHONb3YEMBIX OTHENBHBIX KOMAaH],
JUIs1 ocytecTBieHus: « Pyoukony dunbrparmu;

49) BO3MOKHOCTb MIEPEX0/Ia B PEKUM aBAPUHHON MOAJIEPIKKU, KOTOPbII MPEA0CTaBIISET
BO3MOKHOCTb BO3BpaTa «PyOHMKOH» K IITATHOMY (DYHKIIMOHUPOBAHUIO;

50) BO3MOKHOCTh T€HEpalMi HaJEeKHBIX METOK BPEMEHM NpHU NPOBEICHUU ayJIuTa
0C30ITacCHOCTH;

51) BO3MOXHOCTh TECTUPOBaHUS (caMoTecTUpoBaHMs) (yHKIMI Oe30macHOCTH
«PyOukoH» (KOHTPOJIb LIETTOCTHOCTH MCIIOTHIEMOT0 Ko/ia «PyOrKOH»);

52) BO3MOXHOCTh ~ COXpAaHEHHsI  IUTAaTHOrO  (YHKIMOHUpOBaHUsS  «PyOuKOH»
NPY HEKPUTUYHBIX TUIIAX COOEB;

53) BO3MOXHOCTh  COTJIACOBAaHHO WHTEPIPETUPOBATh  YHPABISIONIME KOMAaHJBI,
aTpuOyThl CeTeBOro Tpaduka M MHBIE JAaHHBIE, IOJy4aeMble OT B3aUMOJCHCTBYIOIIMX
¢ «PyOHMKOH» Cpe/CTB 3alUThl MHPOPMALIMH JPYTUX BUJIOB,

54) nonnepxky paBuil UHTEpIIpETaLN JAHHBIX, HOJTy4aeMbIX

OT B3aMMOJICHCTBYIOMUX ¢ «PyOMKOH» CpeACTB 3a1uThl HH(GOPMALIUU IPYTHUX BUIOB;
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55) BO3MOXKHOCTh 3aBepIlIeHUsI paObOThl UJIM BOCCTAHOBIICHUS (IS TIPEyCMOTPEHHBIX
ClIeHapueB cOOEB) MITATHOTO (DYHKIIMOHUPOBaHUS «PyOuKoH»;

56) BO3MOXHOCTh TECTUPOBAHUS CPEACTB 3alUThl MHGPOPMAIMHM JPYTHX BHUJIOB,
B3aUMOJICUCTBYIOUMX ¢ «PyOHKOH», W yHpaBISIONIME KOMAaHIbI KOTOPBIX HCIIOIB3YET
«PyOukon» 114 yripaBiaeHus: MOTOKaMH HHPOPMaLIUY;

57) BO3MOXHOCTh TpHU OINpPENEICHHBIX THUIAX COOEB/pephIBAaHUNA O0OCITYKMBAHUS
aBTOMAaTU4ECKOTO Bo3BpaTa «PyOUKOH» K IITaTHOMY (DyHKIIMOHUPOBAHUIO;

58) BO3MOKHOCTb KJactepuzaiuu «Pyoukon»;

59) BOBMOKHOCTb ~ NPUOPUTH3ALMK  KOHTpOJII U (UIbTpallMd  pa3HbIX
MHPOPMAIIMOHHBIX TIOTOKOB, @ TAaK)K€ BBIACICHUS PECYpCOB, MOCTYIHBIX ISl Pa3HBIX
MH(POPMALMOHHBIX TOTOKOB, 00pabaThIBAEMbIX OJHOBPEMEHHO (B TEUEHUE ONPENEIEHHOIO
MepHoJia BPEMEHN);

60) BO3MOXHOCTB cOOpa HH(OPMALIMU O CETEBOM Tpa(UKe;

61) BO3MOXHOCTh BBITIOJTHEHUSI aHaM3a COOPAHHBIX JaHHBIX «PyOMKOH» O CeTeBOM
Tpaduke B pexxrmMe, OJIM3KOM K pealbHOMY MacluTa0y BPEMEHH, U MO pe3yJibTaTaM aHaIu3a
¢ukcupoBaTh WHGOPMAIMIO O JaTe M BPEMEHHU, pe3yJbTare aHajan3a, HACHTH(PHUKATOpE
MCTOYHUKA JJAHHBIX, TPOTOKOJIE, UCIIOIB3yEMOM JIJIsl TPOBEICHHS BTOP)KEHHUS,

62) BO3MOXHOCTh BBITIOJIHEHUSI aHAJIN3a COOPAaHHBIX JAHHBIX C LEJIbI0 OOHAPYKEHHS
BTOPKEHHI C NCTOJIb30BaHUEM CUTHATYPHOT'O U 3BPUCTHUECKUX METOJIOB;

63) BO3MOXHOCTh BBITIOJIHEHUSI aHAJIM3a COOPAHHBIX JAHHBIX C LEJbI0 OOHAPYKEHHUS
BTOP)KEHUI C HCMOJb30BaHUEM OHBPUCTHYECKUX METOJOB, OCHOBAHHBIX Ha METOJax
BBISIBJICHUSI aHOMAJIMIA CETEBOr0O Tpaduka Ha 3aJJaHHOM YPOBHE SBPUCTHUECKOTO aHAIIN3A;

64) BO3MOXXHOCTh OOHApY>KEHUsI BTOPKEHM Ha OCHOBE aHallu3a CIyXeOHOM
MH(pOpPMaIUK MPOTOKOJIOB CETEBOTO YPOBHSA 0a30BOM 3TAJIOHHOM MOJENM B3aUMOCBSI3U
OTKPBITBIX CHCTEM;

65) BO3MOXHOCTh (puKcalu (pakTa OOHApPYX EHHS BTOPKEHHM WM HapylIeHUN
0€30MacHOCTH B )KypHaJlaX ayauTa;

66) BO3MOXHOCTb 3aJIaHUs PaBWJ1 GUIIBTPALIUU TaHHBIX «PyOUKOH» C BOZMOKHOCTBIO

COXpaHeHus! OTPUILTPOBAHHOMN MH(OPMALIMH B OTAETBHBIX (haiiax;
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67) BO3MOXXHOCTh ~ OJIOKUpPOBAaHUSI BTOPXKEHUM W  HapylIeHWH 0e30MacHOCTH,
B TOM YHCJIE€ ITyTEM BbIJ]aud YIPABJISIONIUX CUTHAIOB «PyOuKOHY;

68) yBenomiieHre aaMuHHUCTparopa «PyOukoH» 00 OOHapy>KEHHBIX BTOPXKEHUSIX
M0 OTHOIICHUIO K KOHTPOJHMPYEMBIM Y3i1aM wuHpopMalmonHol cucreme (nanee — MC)
U HapyUICHUSX OE30MacHOCTH C MOMOIIBI0 OTOOPaKEHHS COOTBETCTBYIOIIETO COOOIIECHUS
Ha KOHCOJIU YIIPABJICHHUSI, OTCHIJIKU COOOIICHUMN SJICKTPOHHOM MOYTHI;

69) BOBMO>KHOCTh ABTOMATHU3UPOBAHHOTO OOHOBJIEHMSI 0a3bl PEIIAIONINX MPaBUII
(manee — BPII);

70) Bo3MOKHOCTh  Bepudukaimu 1enoctHoctd  BPIT  cucrembl  oOHapyskeHus
Bropkenuit (naee — COB);

71) BOBMOKHOCTh ~MAaCKUpOBaHWS Hanuuusa jJarunka «PyOwkoH» B cocTaBe
KoHTposmpyemoit UC, mpOTUBOAEHCTBUE BBISIBJIEHUIO €0 HA CETEBOM YPOBHE CTaHAAPTHBIMU
Cpe/ICTBaMH OlepartioHHoM cucteMsl (aee — OC);

72) BOBMOXKHOCTh CO CTOPOHBI  YIIOJIHOMOYEHHBIX aIMUHHCTPATOPOB  (poJieit)
YIOPABJIATh PEKUMOM BBINOIHEHUST (PYHKIMIA 0€3011acHOCTH «PyOuKoH»;

73) BO3MOXKHOCTh CO CTOPOHBI ~ YIIOJIHOMOYEHHBIX aJMUHHCTPATOPOB  (poJieit)
YOPaBJIATh JaHHBIMU «PyOHMKOH» (YCTaHOBJIEHHWE W KOHTPOJb OTPaHUYECHUN U 3HAUCHUIL,
BHECEHMs HOBBIX ITpaBuil KoHTposid B bPIT COB);

74) mognep KKy ompeAesieHHbIX poyied s «PyOMKOH» W HMX  acCOIMAIlvio
C KOHKPETHBIMU aIMAHHACTpATOpaMu 1 nosis3oBaressimu 1C;

75) BO3MOKHOCTB JIOKAJILHOTO U YJAIIEHHOTO aJIMUHUCTPUPOBaHUS «PyOuKon»;

76) nanmume rpadudeckoro untepderica arMuHUCTpUpOBaHUs «PyOrKony;

77) BOBMOXXHOCTb TEHEpalliu 3amucedl ayauTa JUIsl  COOBITHMM, TMOTEHIIUAIBHO
MO/IBEpracMbIX aAyAUTY;

78) BOBMOXXHOCTb aCCOLMAIlMM KaXJI0r0 COOBITUS ayauTa ¢ HWIACHTHU(PUKATOPOM
CyObEKTa, €ro MHUIIMUPOBABILIETO;

79) BO3MOKHOCTB UNTATh MH(OPMAITUIO U3 3AIMUCEH ayaNTa;

80) orpaHuyeHue TOCTyNa K YTEHUIO 3aIUCel ayInuTa;

8 1) mouck, COpTUPOBKY, YIOPSAIOUCHUE JAHHBIX ayIUTA.
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1.3. YPOBGHL IIOATOTOBKH ITOJIB30BaTCJIA

[Tonb3oBaTenb U3AEAUs JOJKEH 00JaaTh YPOBHEM 3HAHWI M HABBIKOB B 00JAacTH
uHpopmanmonHoi 6e3omacuoct He HUKEe CISSP (Certified Information Security Systems
Professional — cepTuduiupoBaHblii CHSHHAINCT MO0 HHPOPMAIMOHHON O€30IaCHOCTH),
OMBITOM pEaNu3allMy TMOJUTUK O€30MacHOCTH HH(POPMAIIMOHHBIX CHCTEM, MPOUTH
aBTopuzoBanHoe oOydyenne B AQO «HIIO «Dmenon» Mo HCMONBb30BAHUIO TMPOTYKTOB

«PyOukon».

1.4. IlepeueHp KCILTyaTallMOHHON JOKYMEHTAIIMU, HEOOXOIMMOM K 03HAKOMIICHHIO

[lepeueHp  SKCIUTyaTallMOHHBIX  JOKYMEHTOB, C  KOTOPBIMH  HEOOXOIWMO
O3HAKOMMTHCS MIepe]l HauajloM paboThl C U3EIHUEM:

1) maHHBIA JOKYMEHT «MeXCEeTeBOil AKpaH M cUCTeMa OOHapyXEHHs BTOPKEHUU
«PybOukon». PykoBoacteo nonb3oBatess» HITEIIL.465614.005PI1;

2) «MexceTeBoli DKpaH W CHCTeMa OOHapy>KeHUsi BTOpKeHU «PyOukon».
PykoBoactBo anmunuctparopa» HIIEIIL.465614.005PA;

3) «MexceTeBoi JKpaH U cucTeMa OOHapy>KeHHsl BTOp)KeHHH «PyOuKon».
PykoBoznctBO 1O  aKcmiryaTauumuw» (B COOTBETCTBMM C  BapUaHTOM  HCIOJHEHUS
AKCILTyaTupyeMoro uzaenus «Pyoukon»);

4) «MexxceTeBoli KpaH U cucTeMa 0OHapy)eHUs BTOp)KeHUH «PyOukon». @opmyspy»

(B COOTBETCTBUHU C BAPUAHTOM HCTIOTHEHHUSI SKCILTYaTUPYeMOTo u3eivs «PyOukon»).

CKAYaHO ¢ —UELGYULeL 7N el
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2. HABHAYEHUE U1 YCJIIOBUA ITPUMEHEHUA

2.1. HazHnauenue usnenus

[TporpaMMHo-amnmapaTHbIil KOMILIEKC « MexXCceTeBOM dKpaH U CUCTEMa OOHAPYKEHHUS
BTOpKeHUH «PyOuKOH» MpeHa3HaueH IS 3aIIUThl HH(GOPMAIIMU OTPAaHUYEHHOTO JJOCTyTa
B JIOKQJIbHBIX BBIYMCIUTENBHBIX CETAX OT BHEIIHUX POTrPaMMHO-AINIAaPATHBIX BO3IEHCTBUI
nyTeM (UIBTpallMd TOTOKOB HMH(POpPMAIMM MEXKIY 3alllUIIaeMONl CETbI0 M BHEUIHEH
HE3aIlUIIEHHON CEeThIO, a TakKe ISl OOHapyKEHUs U OJOKUPOBAHUS aTaK Ha PECYpPChI

3aIUIIaeMON CETH.

2.2. Peanuzyembie pyHKIINN OE30MTACHOCTH

[IporpammHo-annapaTHbIil KOMIUIEKC «MeXCeTEeBOM 3KpaH U cUcTeMa OOHAPYKEHUS
BTOpKeHUI «PyOuKkon» peanusyer cienyromue GyHKIUU 0€30MaCHOCTH:

1) KOHTPOJIb U PUITBTPALUS;

2) uneHTUQUKAIMS U ayTeHTU(UKALKS;

3) pasrpaHuueHHe AOCTYyNA K YIPABICHUIO U3/IEIHEM;

4) peructpauusi COObITHI O€30MacHOCTH (ayIUT);

5) obecnieuenue GecriepeOOHOrO (PYHKIIMOHUPOBAHMUS M BOCCTAHOBIICHUE,

6) TECTUPOBAHUE U KOHTPOJIb LIETIOCTHOCTH;

7) npeoOpa3oBaHUE CETEBBIX APECOB;

8) MacKUpOBaHMUE;

9) npuoputHzanys THPOPMALIMOHHBIX TOTOKOB;

10) ynpasnienue (aAIMUHUCTPUPOBAHUE);

11) B3aumoieiicTBHE C IPYTUMHU CPEACTBAMU 3aIUTHI HHGOPMAITHIH;

12) ynpaBiieHue napaMmeTpaMy CUCTEMbl 0OHAPYKEHUSI BTOP>KEHU;

13) ynpasnenue ycranoBkoit ooHoBieHuit (aktyanm3amnuu) bPIT COB;

14) aHanu3 1aHHBIX CUCTEMbI OOHAPYKEHUSI BTOPKEHUIA;

15) cOop maHHBIX O COOBITUSIX W AKTUBHOCTH B KOHTPOJIMPYEMOI MH(POPMAIIMOHHOM

CHCTEME;

CKAYaHO ¢ —UELGYULeL 7N el
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16) pearnpoBaHue cUCTEMbI OOHAPY>KEHUSI BTOP>KEHUI.

2.3. Pexxumbl paboThI

W3 nenue mpemycMaTpuBaeT CIEIYIONNE PEKUMBI PAOOTHI:

1) pabounii  peXUM — IpeaycMaTpUBaeT  IITaTHOE  BBINOJHEHHE  (PyHKUUH
0€30IacHOCTH;

2) CEpBUCHBI PEXUM — IIPEyCMAaTPUBAET IUTATHOE OOHOBIIEHUE IPOrPAMMHOIO
obecrieuenus (manee — [10);

3) aBapuiiHBIN PEXHUM — IPEAYCMATPUBACT TMPEKPAIICHUE WM HEOMpPEACTICHHOCTh

BBITIOJTHEHUST (PYHKIMNA O€30MTaCHOCTH.

2.4. ITpunHIMIIBI 6€30T1acHOM pabOTHI CpeICTBA

besomnacHas paboTta u3genus 00ecrieunBaeTCsl peain3aeil ciaeayonX OCHOBHBIX
MIPUHIIAIIOB:

1) peryiaMeHTUPOBAaHHEM 3alpeTa JIOCTyNa HENPUBHUICTHPOBAHHBIX IOJIH30BATEICH
W3 BHEIIHEH CETH B 3alllUIIaeMbIe CETH IO BCEM THIIAM IPOTOKOJIOB, 3a HMCKIIFOUYCHHEM
CIeIUAILHO CO3aHHOM JIJIsl TAKOTO JIOCTYTIA IEMITUTAPH30BAHHOMN CETH;

2) obecrieyeHreM (U3NIECKON COXPAHHOCTH TEXHUYECKUX CPENCTB (MEXKCETEBOTO
DKpaHa, CPECTBA BEIYUCIUTEIIEHON TEXHUKH, HAa KOTOPOM OH (DYHKITHOHUPYET U TEPMHUHAIIOB,
C KOTOPBIX BBIMIOJHSAETCS €ro YIpPaBICHHE) W HCKIIOYEHHWE BO3MOXKHOCTU JIOCTYTIA
K HUM TIOCTOPOHHHUX JIMII;

3) obecrieueHneM YCTaHOBKH, KOHGUTYpUpOBaHUS U ympaBiieHus: «PyOukon»

B COOTBETCTBUU C IKCIUTYyaTALIMIOHHOW JOKYMEHTAIUEN.

[IpencraBneHHbIC MPUHIIUIIBI peanu3yTcs MOCPEICTBOM MIPUHSATUA
OpPraHU3aIMOHHBIX U TEXHUYECKUX MEpP, MPEAYCMOTPEHHBIX IMOJIUTHKON O€30MacHOCTH

3amuIaeMoi "HOOPMAIIMOHHONW CUCTEMBI.

CKAYaHO ¢ —UELGYULeL 7N el
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3. IOAT'OTOBKA K PABOTE

3.1. IlepBbrii 3amyck U3AETUSL

[IepBblii 3aITyCK U3AENHS TPOU3BOIUTCS B CIEAYIOIIEM MOPSIIKE:

1) mocneaoBaTeNbHO BBINIOJHUTH JEMCTBUS, YKa3aHHble B nonapaszzaene «lloaroroska
M3JIENHS K UCTIOJIB30BAHUIO» PYKOBOJICTBA MO IKCIUTyaTallii HA U3/IENNE;

2) MOCIEN0BATENIBHO BBIIOJIHUTH ACUCTBUS, YKa3aHHbIe B ioapasene «lloakmoyenne
W3JIENVSD» PYKOBOJICTBA IO SKCIUTyaTalliy Ha U3JICIIHE;

3) mocneaoBaTeNbHO BBITIONHUTH JICHCTBUA, yKa3aHHbIC B mojpasjeie «BximoueHue
W3JIENVSD» PYKOBOJICTBA IO SKCIUTyaTalliy Ha U3JICIINE;

HpI/IMC‘IaHI/IC. I[J'ISI ABTOpU3alliuH, KaK aAMHUHUCTPATODP, HeO6XOI[I/IMO BBCCTHU JIOTHH U I1ApPOJIb.
[To ymomuanuto sorud —admin. ITapons — radmin. B ciyuae BeImOSHEHHS TPEX HEYCIEUIHBIX MOMBITOK

BBO/Ia JIOTWHA U AP0 — TOCTyT K «PyOukon» Oynet 3a6nokupoBan. Ciryctsi S MUHYT MOXKHO MTOBTOPUTH

IIOIIBITKY BXOJA.

4) npu TIepBOM TMOJKIIOYSHUU K aJIMUHUCTPATUBHOMY MHTEpQEiCy, 1 obecreueHus
0€30IMacHOCTH, TMapoJib IO YMOJYAaHHIO HEOOXOJUMO HW3MEHUTb B  MOJpA3lene
«ITonb3oBatenm» pazaena «CuctemMa» B IIIaBHOM MEHIO BeO-uHTepderica u3ienus;

5) mocne BBINOJIHEHUS] YKa3aHHBIX BBIIIE IIAroB IOJb30BaTENb C IOJHOMOUYHUSMU
aJIMUHUCTpaTopa Oe3omacHOoCTH OyAeT mnepeHamnpasieH B pazaen «Cucrema», moapasien

«Hauanoy (cTtapToBas CTpaHHIIa).

3.2. Hacrpoiika ¢hyHKIH 6€30MacHOCTH

Hactpoiika ¢yHKIui 0€30MaCHOCTH M3JIeNUs OCYIIECTBISETCS B COOTBETCTBUU

C OJIMTUKON MH(POpMAITMOHHOM O6e30macHoCTH, 3amuiiaemoit UC.

3.3. YcraHoBka usaenus

[To 3aBepreHWI0 HACTPOWKU (GYHKIUNA OE30MaCHOCTH W3JCIHUE JOJDKHO OBITh
YCTAaHOBJICHO M TIOJKIIOYCHO COTJIACHO MOHTQXXHBIM CXEMaM M CXeMaM IOJKIFOUCHUN

zarquiaemon MC.

CKAYaHO ¢ —UELGYULeL 7N el


Пишущая машинка
Скачано с

Штамп


16
HIIEII.465614.005P11

3.4. IIpoBepka 11e10CTHOCTH ycTaHoBIeHHOTo [10

[Tepen HauaaoM 3KCIUTyaTalM HEOOXOJIMMO BBIIOJHUTH MPOBEPKY KOHTPOJIBHBIX
cyMM ycTaHoBJieHHOTO 110 «PyOukoH-A».

B  wu3genuum  mpenycMOTpeHa  BO3MOYKHOCTh — BEpU(HKAIMM  IEJIOCTHOCTH
UCTIONHSIEMBIX (haiiiioB U (PailyioB KOHPUTypaluyd aAMHUHHCTPATOPOM IOCJE YCHEIIHOTO
MIPOXOXKACHUS UM TIPOLEAYPhl aBTOPU3AIIUH.

KonTponbs wnenoctHocTH uUCHOMHSAEMBIX (aiioB U (ailioB  KOH(PUTypauuu
MPOBOANTCS ABTOMATHYECKU C TEPHUOJUYHOCTHIO | Yyac W JOMOJHUTENBHO TIO 3alpocy

noJib30BaTels (aaMuHucTpaTopa) (cMm. 1. 4.3.8 HaCTOAIIEro PYKOBOJICTBA).

3.5. [IpoBepka paboTOCIIOCOOHOCTH

[IpoBepka pabOTOCIIOCOOHOCTH CUMTAETCS  BBIMOJHEHHOM MpPH  YCHEITHOM
3aBEpIICHUU TMPOLEAYp TMEPBOT0 3alyCcka U KOPPEKTHBIX pe3ysibTaTaX MNPOBEPKHU
KOHTPOJIbHBIX cyMM KOMMOHEHTOB [1O «PyOukoH-A», yCTaHOBJICHHBIX Ha ammapaTHOU

matdopme «PyOorKon».

CKAYaHO ¢ —UELGYULeL 7N el
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4. OIIMCAHUE UHTEP®EVCA

4.1. Onucanue BUIOB U (PyHKIIMOHAIBHBIX BO3MOXKHOCTEH HHTEpdeiica MeHIo
4.1.1. HaBuraioHHOE MEHIO

Hapurammmonnoe MeHro wusznenus oToOpaxkaeTcsi B BeO-Opaysepe, pacriojaracetcs
BBEPXY OKpaHa U CIYXHUT i1 OBICTPOTO TMEPEKIIOYCHHS] MEXIy pasaeiaMu
1 BCIIOMOTaTeJIbHBIMH OKHAMU.

Hapuranmonnoe MeHIO U3JIEIUS  COACPKHUT  DJIEMEHTHI, IIPEJCTaBIICHHBIC

B TaOmIe 1.

Ta6Jmua 1 — Onmcanue >JIeMEeHTOB HaBUI'allMOHHOI'O MCHIO

DeMeHT Omnucanue

- Knonka «OTKpBITE pa3BEpHYTOE MEHIO PAa3ACIOB)

PYBUKOH Kuomnka «Ilepeiiti B moapasaen «Hauano» (ctapToBasi cTpaHHIA)»

Knormnka «3akpbITh pa3BepHYTOE MEHIO pa3/IEIOB»

n Knomnka «OTKpBITH BCIUIBIBAIOIIEE OKHO YBEIOMIICHHIN

E Knornka «IlepeiiT B MOJIHOSKPAHHBIN PEXKUM)

4.1.2. CoxkparnieHHOE (DYHKIIMOHATLHOE MEHIO

CokpamienHoe MeH0 (cM. puc. 1)  oToOpakaeTcss Tpu HaBEICHUH Kypcopa

Ha KHOIIKY «-» U TIPEJICTaBIISIET COOOM KOJIOHKY CUMBOJIOB Pa3/IeJIOB OCHOBHOTO MEHIO.

VeI [=XK/1I04YU.ph
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COKpaHICHHOC q)YHKHI/IOHaJIBHOC MCHIO U3ACIINA

Puc. 1

COKpaHICHHOC MCHIO COACPIKUT 3JICMCHTBI, YKa3aHHBIC B Ta6JII/IHC 2.

eI [ =XK/1I04YU.pgh
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Tabnuma 2 — Onucanue 3J1€MEHTOB COKPAIIEHHOTO MEHIO

DeMEeHT Onucanue

Knomnka Be6opa paznena «Cucremay

Knonka Beibopa pazgena «CoctossHuE»

Knormka Bei6opa pasaena «CeTtb»

Knormka Beibopa paznena «CiayxOb1»

Knomnka Be16opa paznena «Cucrema OGHapyskeHust BropxeHnin»

Knomnka Be160pa pazaena «MexceTeBoil aKpaH»

Knormka Beibopa pazaena «VPNy»

Knornka Be16opa pazaena «KypHanby

Knomnka ((3aerHI/ITB Pa3BEpHYTOC MCHIO HA SKPAHCH

Knonka «CHATH 3aKPCIUICHUEC PA3BEPHYTOT'O MCHIO Ha S3KPAaHE»

Kuomnka BbIXOJa 13 TCKYH_ICﬁ yquHOﬁ 3aliucu

[Tpu HaXxaTHH Ha COKpPAIIECHHOE MEHIO OTKPOETCS pa3BEpHYTOE MEHIO.
4.1.3. Pa3zBepHyTO€ (PYHKIIMOHAIBHOE MEHIO

PazBepryroe  MeHIO  (CM. pHC.2)  COAEPKHUT  CHMBOJBI  OTOOpa)KeHUS,

Ha3BaHUWA pasaciioOB U IIOApa3acioB.

VeI [=XK/1I04YU.ph
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Pa3zBepHyTOe hyHKIIMOHATBEHOE MEHIO

#  Cucrema

Hauano

WHTeptheich

MouTta

Monb2oBaTenw

PesepeHoe KonMpoBaH1e

MakeTwl

HacTtpo#ika MeHo

ABTOMETHYECKOS BOCCTAHOBNEHNE

BuiknioueHwe

O nporpamme

Puc. 2

Hactpoiika oTOOpakeHHMsI TIYHKTOB HABWUTAI[MAOHHOTO MEHIO IPOM3BOAUTCS

¢ momoIiko noapasaena «Hacrpoitka MeHto» (cM. 1. 4.2.7 HACTOSIIETO PYKOBOJICTBA).

VeI [=XK/1I04YU.ph
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Pa3BepHyTOE MEHIO COACPKUT AJIEMEHTBI, YKa3aHHbIE B TaOnuIle 3.

Tabnuma 3 — Onucanue 37€MEHTOB Pa3BEPHYTOTO MEHIO

OneMeHT Omnucanue
. Knomnka «Pa3BepHyTh CIIMCOK ITOAPA3/1EI0B MEHIO»
. Knonka «CBepHYTb CIIMCOK MOJPA3/AETI0B MEHIO»

4.1.4. BerisiBaroliiee OKHO « Y BEIOMIICHUS

BcembiBatommee OKHO — «YBEIOMIJICHHS» OTOOpakaeT IEPEUCHb IMOJYyUYCHHBIX
YBEIOMJICHHM.

[Ipu Haxkatum Ha KHOMKY «OTKpBITh BCIUIBIBAIOIICE OKHO YBEIOMJICHUW» Oyner
0TOOpaXkKeH MepeueHb MOTYUYSHHBIX MT0JIb30BaTENIEM YBEIOMJICHNUN B (POpME BCILIBIBAIOIIICTO

okHa (cMm. puc. 3).

BCHJ’IBIBB.IOHICC OKHO YBGI[OMJIGHI/If/'I N3 CINA

YBenomneHua

2022/05/12 14:59:22 FW Alert
[11827 122870] local ANY ACCEPT eth0
192.168.1.11 > 192 168 1.1

2022/05/12 14:59:23 FW Alert
[11828.123235] local ANY ACCEPT eth0

JamMesa | 193 168.1.11-> 192.168.1.1 EHe
3ameyatue 2022/05/12 14:59:24 FW Alert
[11829.124902] local ANY ACCEPT eth0 e
192.168.1.11 -> 192.168.1.1
2022/0512 14:59:25 FW Alert
. [11830 126900] local ANY ACCEPT eth0
192.168.1.11 -> 192.168.1.1 v
2022/0512 14:59:26 FW Alert
3ameua  [11831128768] local ANY ACCEPT eth0 Bue
1921681 11 - 192 16811
3ameyanue BuHe
OYUCTUTH CMIMCOK COOBUIEHWIA
Puc. 3

VeI [=XK/1I04YU.ph
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I[JBI OYHNCTKH IICPCHHA IIOJYUYCHHBIX II0JIB30BATCICM }’BGILOMJIGHI/Iﬁ HCO6XOI[I/IMO

HaXXaTh KHOMKY «OYUCTHUTH CIIUCOK COOOIIEHUIN.

4.2. Paznen «Cucremay

Paznen «Cucremay cofepKUT ciaelyIoue Moapa3ebl:
1) «Hagamnoy;

2) «uTtepdericeny;

3) «Iloutay;

4) «Ilonb3oBaTenny;

5) «Pe3epBHOE KOMTUPOBAHUEY;

6) «IlakeTs;

7) «Hactpoiika MEHIO»;

8) «ABTOMaTHYECKOE BOCCTAaHOBJICHUEY;

9) «BbIkmroueHUEY;

10) «O mporpammey.
4.2.1. Tlogpaznen «Hauao»

[Togpasnen «Hawano» sBigeTcs CTapTOBOM CTpPaHULEH W MPEACTABICH B BUJE

nuH(pOopMaIMOHHOTO OKHa (CM. puc. 4).

[Tonpaznen «Havano» (ctapToBasi cTpaHuUIIa)
rubicon

CTaTYC: HOpPpPEeKTHO
17:25:28 up 1:48, 1 user, load average: 0.05, 0.13, 0.09

Puc. 4

[Tonpasnen «Hauano» oToOpaskaer ciaeayrollyo HHPOpMaIuIo:

1) Teky1iee KaeHAAPHOE BPEMSI;

VeI [=XK/1I04YU.ph
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2) IIUTENbHOCTh HEMPEPBIBHOM pabOThI cepBepa;

3) KOJIMYECTBO MOJIb30BATENEN HA CEPBEPE;

4) «load average» — cpeqiHIE 3HAUECHHUSI HATPY3KH;

5) o0beM Tpaduka Ha «KpacHBIX» HHTep(eiicax (MpU HATWYUK aKTHUBHBIX YE€KOOKCOB
«[loncuér tpaduka BkmoueH» U «OToOpaxaTh MOACYMTAHHBIN Tpauk Ha CTApPTOBOM
crpanuie» (cm. puc.5) B pasgene «CocrosHuHe» — mepedditn B moxpaszaen «[loacuer
Tpadukay — 1o Ha)KaTUIO KHOIIKA «Konduryparus roJicyera

TpadurKa» — OTKPOETCs CTpaHuIa «K MOHUTOP TpauKay);

[Ipumeuanue. Ha crapToBoil cTpaHulle U3A€IMs NPEAyCMOTPEHA BO3MOXKHOCTh OTOOpaKEHUs
uHpopMaluu 0 nojcueTe Tpaduka 1o ciaeIyrnuM KpUTepusm:

— o0BeM Tpaduka 1o KpacHbIM WHTEpdeiicaM 3a HEeIo;

— 00beM Tpaduka 1o KpacHbIM HHTepdeiicam 3a Mecs1l.

Crpanuna «MoHutop tpaduka

PYBEUKOH

KoHMrypauna nogc4éTa Tpadmka:
¥ MoacuBT TpaduKa BRIYEH
| OToGpakaTe NOACYMTAHHEIA TPAMHK HA CTAPTOEOH CTPaHHLE

CoXpaHWTh ‘ | CGpoc ‘

Puc. 5

6) ctaTyC ~ CaMOTECTHpPOBAaHMS  cepBepa  (COCTOSHUM  KOHTPOJBHBIX  CyMM
¢dynkuunonupyromiero IO «PyOoukoH-A» 1o pesysibrataM MepPUOJUYECKUX aBTOMATHUYECKUX

NIEPECYETOB YKAa3aHHBIX KOHTPOJIBHBIX CYMM (3aruch: «CTaryc: KOPPEKTHOR).

B cnydyae  u3MeHeHMM — KOHTPOJBHBIX  CYMM  BBIJIa€TCAd  COOOIIEHUE

00 omuoOke (cM. puc. 6).

VeI [=XK/1I04YU.ph


Пишущая машинка
Скачано с

Штамп


24
HIIEII.465614.005P11

Coo01iieHre 06 ommoke B C1yyae M3BMEHEHUM KOHTPOJIbHBIX CYMM

rubicon
OwubKu
1. /fusr/bin/http-gw Wrong checksum
17:26:41 up 1:49, 1 user, load average: 0.22, 0.15, 0.10
Puc. 6

[Ipu Hamuuuu OJHOTO M OOJiee «KpacHBIX» UHTEepdeiicoB B moapazaene «Hauamno»

0TOOpakaroTCs (PyHKIIMOHATBHBIC KHOIIKU (CM. puc. 7).

[Ipumeuanune. JlocTynmHbIe [UIS W3JETUS LBETOBBIC IOJIMTUKA HHTEP(ENWCOB MpPEICTABICHBI
noapoobHo B moapazgene «HacTpoiika MexceTeBOro 9SKpaHa» PYKOBOJCTBA —aJMUHHUCTpaTOpa

HIIENI.465614.005PA.

OTtoOpaxkeHne PyHKIMOHAIBHBIX KHONIOK Nojpasnena «Hauamno»

rubicon
Coe,:uH,nbc.c\ | OTcoeauHnTECA | OBHOBUTH
OxugaHue
CraTyc: KOPPEKTHO
18:37:26 up 17 min, 1 user, load average: 0.00, 0.05, 0.13

BxopswwunhcxonawminBceero

¥ nn
\

M 3a Hezento (MB) 0.00

o
y O

)ObeM TpaduKa Nno KpacHeIM UHTEpdencam 3a mecal (MB): 0.00 0.00 0.00

Puc. 7

B noapazgene «Havano» MOryT OTOOpakaThCs CIEAYIOIIUE KHOIKH, UMEIOIIUE
OTHOIIEHUE K «KpacHBIM» UHTEpdencam:

1) xHomka «COEeqUHUTBCS» TMpeNIHA3HAYEeHA /ISl BKIIIOYECHHUS MPOXOXKIEHUS Tpaduka
yepe3 «KpacHbli» uHTepdeiic. KHomka MOXXET MPUMEHSTHCS, €ClIM MPeIBAPUTEIHLHO ObLIa

Ha>XaTa KHOIIKa «OTCOCI[I/IHI/ITBCH));

CKayaHo ¢ —IRELGULeE/Nole o)
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2) kHonKa «OTCOEIMHUTHC MpeTHA3HAYECHA [T OTKJIFOUEHHUS TPOXOKIEHUS Tpaduka
yepe3 «KpacHbI» UHTEpdEiic;

3) kHonka «OOHOBUTEY» IpeJHA3HAYEHA JJISI TPOBEPKHM BO3MOXKHOCTH 3aIlycKa
«KpacHBIX» WMHTEP(ENcoB, HAIIPUMEpP, B CIydae BOCCTAHOBICHHS (DAMJIOB ¢ KOPPEKTHBIMU

KOHTPOJILHBIMUA CYMMaMH.
4.2.2. Tloppaznen «uTepdenco»

[Moapaznen «uTepdeiice» (cM. puc. 8) mpemHasHadYeH I HACTPOWKH CETEBBIX

uHTepGEnCcoB.

[Moapaznen «uTepdeiicei» pazaena «Cucremar

PYBWKOH

Hrrepdeiics:
3eneniit wiTepdeiic

WnTepdieic etho
Aages 1005222
Macea cemn 255.255.256.0
1 MAG EESIEEERER 4 w
MU 1500
Hepadapunesii pexoan
Omeiouzso
Vurepdeiic st
Aagec 182.188:2.1
Maces cetw 2552552550
2 MAC detD:adtatnz RS
MTU 1500
Hepadapunesii pexoan
Omeiouzso

urepdeic eth2

Aapee 18218831
Macea ceT 2552552550
3 MAC det0:adta el EEGILIL
MTU 1500
HepasBopunssiii pexm
Omemioneso

KpacHeiit uiTepdeiic

Murepdieiic ethd
Aapec 192.183.4.1
Maces cemn 255.255.255.0
: anpes nozueH T
Mac de:0:ad1afbd
MTU 1500

HepasGopumssii pexmm

Mepamuniii DNS

COXPAHUTB
Bropmssi DNS

AO "HNO "3wenon”

Puc. 8

eI [ =XK/1I04YU.pgh
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B ta6nurie 4 npuBeAeHO onmucaHue JIeMEHTOB nojpasaeia « utepdeicon.

Tabnuma 4 — Onucanue 3neMeHTOB noapaszzaena «Murepdeiicsn

DeMEHT Onucanue

Wutepodeiicot

HNupopmannonnoe noiue .
(opman HazBanue u Tun untepdeiica

«HnuTepdeiicy
[Tone «Anpec» [Tone nnst BBoga IP-angpeca unTepdeiica
TTone «Macka cetn» ITone nyst BBO@ Macku cetn nHTEp(deiica

[Tose iyt BBOJIA 3aMEHBI CETEBOT'O ajpeca Ha MAaCKUPYIOLIHMH apec

[Tone «ampec moMEHBI» 9
(mosicTaBHOM aapec)

[Tone «MAC» [Tone nns BBoga MAC-anpeca o6opynoBanus nntepdeiica
[Tone myis BBOIa MaKCUMAJILHOTO pa3Mepa MakeTa, NepeaaBaeMoro mo
[Tone «MTU» a A p P - TTepeaL
CEeTsIM
Yexboke [TpennaznaueH 1S BKIIOYCHHS PEKUMA ITPHEMa BCEX CETEBBIX
o MAKETOB, MOSBISIOLIUXCS HA CETEBOM aJIalTepe HE3aBUCUMO OT
«Hepaz0opumBBIi PeKUM)»
Ha3HAYCHUS
YekOoke «OTKIIIOUECHOY OrtkimroueHne uaTEpdeiica
Knomnka «Coxpanutb» [TpennazHaueHa JUIsl COXpaHEHUs! BBEJICHHONW HH(GOPMAITUU M HACTPOECK

DNS

[Tone «IlepBuunsiit DNS» | [Tone ans BBoaa IP-aapeca mepBuunoro DNS-cepBepa

[Tone «Bropuunsiit DNS» | ITone ans BBona IP-agpeca sBropuunoro DNS-cepsepa

4.2.3. Tlogpaznen «IToura»

[Toppazmen «llouta» (cm.puc.9) mnpeaHazHayeH JIS HACTPOMKU MPOIEAYP

OTMPABKHU YBEJAOMJICHUH Ha 3aJJaHHBIE aJIpeca 3JIEKTPOHHOU MOYTHI.

[Tonpaznen «Ilouta» paznena «Cucremar

PYBEMKOH

HacTpoiika OTNPaBKK COBLITHIA NO ANEKTPOHHOH NOYTLI::
BrNIOYEHO

AZIpeC YAANEHHOTo CEPBEPA ANEKTPOHHOM NONTI

TMopT yAaneHHoro cepsepa 3MeKTPOHHOM NoYTH

3NEKTPOHHBIN aApeC oTnpasuTens (From:)

3NeKTpOHHBIN aapec nonyyarens (To:)

OTnpasnTens

Taponk oT yAaneHHoro cepsepa ANEeKTPOHHOI NoYTh

OTnpaenTL TECTOBOE MUCEMO H CoxpaHuTe

Puc. 9
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B tabmuiie 5 nmpuBeeHO OMMCaHKE AIEMEHTOB nojpasaena «[lodray.

Tabnuma 5 — Onucanue 3nemMeHTOB noapaszzena «lloura»

DeMeHT Onucaunue

UekOOKC BKIFOUEHHUS/OTKIIOYEHHSI OTIPABKH YBEIOMJICHUHN Ha

Yexkookc «BKIHOUEHO) N o
3aJIaHHBI TOYTOBBIN aapec

[Tone «Anpec yaaneHHOro
cepBepa IEKTPOHHOM MOYTHI»
[Tone «ITopt ymanennoro
cepBepa JIEKTPOHHOM MOYTHI»
ITose «2neKTpOHHBIN afpec
ornpasutesns (From:)»
ITose «2neKTpOHHBIN afpec
nosyyatess (To:)»

[Tosne BBOaA /uIs1 ajpeca cepBepa JACKTPOHHOM MOYTHI OTIIPABUTEIS

[Tosie BBO#a [y1st mopTa cepBepa 3JIEKTPOHHOM MOYTHI OTIIPABUTEIIS

Ilone BBOJa JIA aApeca BHGKTpOHHOﬁ IMOYTHI OTIIPABUTEIIA

Ilone BBOJa 1A aApeca BHGKTpOHHOﬁ IMOYTHI TOJIYUaTEeIsd

[Tone ((OTHpaBI/ITCJ'IB» Ilone BBOJa JI1 UMCHU OTHPABUTCIIA

[Tone «Ilaposb OT ynaneHHOTO
cepBepa JIEKTPOHHOM MOYTHD
Knonka «OtnpaButs
TECTOBOE TUCHMO»

Ilone BBOma s apoJd OTIIPAaBUTECIIA

Hpe):[HasHaqua AJI OTIIPAaBKU TCCTOBOT'O IMUCbMa

4.2.4. Tlompaznen «Ilonp3oBaTenny»

[Tonpazmen «llomp3oBarenu» (cm. puc. 10) mnpegHazHaueH I yIpaBiICHUS
YYETHBIMU 3aMUCSIMU TOJI30BATENICH U MTO3BOJISET:

1) co3maTh HOBOTO TIOJIH30BATETIS,;

2) penakTUpOBaTh YYETHYIO 3aIMCh MOJIL30BATEIIS;

3) yAanuTh YYETHYO 3aIIUCh MOJIb30BaTEIS.

[Tonpasznen «Ilons3oBarenn»

PYEUKOH

Monb3oBaTent

MUHWCTDATO v
Pone ARl parop

]
Naporns

MoatsepxaeHne

COXPAHWUTE OTMEHA
CnMCoK none3oBartenen
Hma Ponb
rescue rescue WM3MEHUTb
adamin AAHMHHETDBTOL) W3MEHWUTb
Puc. 10
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JI1sl y4eTHBIX 3alMCEN MOJIb30BATENEH PELyCMOTPEHBI CIEAYIOIINE POJIH:

1) «KAAMHHHCTpaTOp» — y4eTHasl  3aluChb  JJI1  [EPBOHAYAJIBHOM  YCTAHOBKH,
pasBepTeiBaHusd M HacTpoiiku IIO. AnMuHuCTpaTtOop HMeEET JOCTYIlI K IHPOCMOTPY
BeO-uHTepdetica u HacTpolike «PyOukony;

2) «AynuTop» —UMEeT JOCTyll K CTapTOBOM cTpaHuue, pasaenaM «CoCTOSHHUE»
1 «KypHaib 0e3 BO3MOKHOCTH BHECEHHS] H3MEHEeHU M B HACTpOkH «PyOukon»;

3) «llomp30Barens» — He MMeeT AOCTYNAa K MPOCMOTPY BeOd-mHTepdeiica (Kkpome
CTapTOBOM CTpaHUIIbI) U CTpaHMILIbI YCTaHOBKH COCIVHEHUS

«https://<ip-address>:8443/cgi-bin/connect.cgi».

[locne ayrentuduxkauuu «Pybukon» ¢ukcupyer IP-anpec mnonb3oBarens
U IIPENOCTaBIAET COOTBETCTBYIOIIME MpasBuia. llomb3oBarens BKIIOYAeT IIpaBUIIA
Ha)KaTUEM KHOIKH «3alyCK MpaBHD» Ha CTAPTOBOM cTpaHule «PyOnKoH».

[Ipumeuanue. Ilpu Bo3MoxkHOoM wu3MeHeHuu I[P-anpeca mnosb3oBaTens ceccus Oyner
MPUHYAUTENBHO 3akpbiTa. JlJis mpomomkeHus: paboTel OyaeT HeoOXoaWMma TIOBTOpHAs MpoIexypa
IOAKJIFOUYCHUS ITOJIB30BATCIIA K U3CIIUIO.

[Tpu HeoOxoaumocTH OOecnedyeHrUss MOHUTOPUHIA COCTOSHUS (DYHKIMOHUPOBAHMUS
«PyOuKOH» creyeT UCIoJib30BaTh poiib « AyauTopy. Eciu npu 3KCITyaTaluu U3aeaus
HEO0OXOJMMO BHOCUTh U3MEHEHHS B HACTPOUKH, UCIIOJIb3YHTE POJIb «AJIMUHUCTPATOPY.

B tabmuiie 6 mpuBeaeHO onMcaHKe AIEMEHTOB nojpasaeia «Ilonp3oBaTernnby.

Tabmuma 6 — Onucanne >aemMeHToB noapasaena «Ilonp3oBaTennby

DneMeHT Ormnucanue

Tlonp3oBarenn

Brinagaromuii cniucok BeIOOpa pouiv U1t HOBOM y4eTHOM 3amucH Uitn
IIPU PEIAKTUPOBAHUM CYLIECTBYIOLIEH YUYETHOM 3aIIUCH.

Brimagaromnmii cnucok «Poiby
JlocTymiHBI 171 BBIOOpA POJU: aIMUHUCTPATOP, Ay TUTOP WIIN

M0Jb30BaTEIb
Ilone «MMms» Ilone nng BBOJa UMeHU
[Tone «ITaposb» [Tone nys BBOa mapons
[Tone «IloarBepxaeHue» [Tone st BBOIA MOATBEPKACHUS MAPOJIS
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DeMeHT Onucaunue

COucox 1moyib30Bareiiei

Komnonka «ma» OToOpakaeT CIUCOK UMEH B KOJIOHKE TAOJIUIIBI

Kononka «Poib» OToOpakaeT CIUCOK POJIeH B KOJIOHKE TaOJIUIIbI

[IpennasHaueHa /Ui peJaKTHPOBAHUS YYETHOM 3allMCH B BEHIOPAHHOM
ctpoke «mst»/«Poiby

[IpennasHaueHa /i yJaJleHUs] YI€THOW 3alTUCH B BEIOPAHHOM CTPOKE
«mst»/«Poiby.

VY nanenue poiu Mpou3BOAUTCS 6€3 BOZMOKHOCTH BOCCTAHOBIICHHUS.
Hepoctynssl as yianeHus poiu: «resCue» u «AJIMUHUCTPATOP»

Kuonka «3mMeHuTs)»

Kuonka «Y naaute»

4.2.5. Tlogpaznen «Pe3epBHOE KOTUPOBAHUE)

[Togpaznen «Pe3epBHOE KOIUPOBAHHE (cm. puc. 11) MpeaHa3HAYeH
TUTSI YIIPaBJICHUS PE3EPBHBIMY KOTIHSIMHU.

®aiin pezepBHOI Komuu uMmeeT Buj «rubicon-2021-11-10_10-11-47.dat».

[Tonpaznen «Pe3epBHOE KOIMUPOBAHUE)

PE‘SEPEHOQ KOMHpOBaHWe

Texyumit HocuTens: MecTini guck ceobogro: 334 M

CospaTh HORYH pE3EPEHYH) KOTIHID
Hactpoiika pezepeHOA KONHK

Onucatue ‘ || Co3AaTs HOBYHO PEIEPEHYHD KOTMID

Wmnopr daiina (.dat) pezepeHoi

ﬂOnDﬂHI’ITeﬂthIE onuyJu
KONHK:

Dain HaMeHeHUA KOHUIYpaLnK:
aiin ve exipan
SRR toin e aubpan g,

Kowdmrypaumn napameTpoe zameHs!

Kondpmrypaums ucknioueHmi

WMmnopt o He obrsaTensHo K 3anonHenuio

PesepBHbIe KonuM:
Onucauue NeidcTene
2022-05-24 15:08:20 | initbk O B uf

Puc. 11
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B T3.6J'II/IH€ 7 IMPUBCACHO OIMMCAaHNC DJICMCHTOB I1IOApa3aciia «PGSCPBHOGD KOIIMPOBAHHUCH.

Tabmuua 7 — Onucanue 37eMeHTOB nojipasaena «PesepBHoe KonupoBaHUEe»

DeMeHT Onucaunue

PesepBHOE KONMpOBaHKE

HudopmanmonHoe noie OmnucaHue TeKyIero HOCUTENs ¢ yKa3aHUEM OCTaBILErocs
«Texkyuuii HocuTenb» CBOOOJHOI'O MecTa JiIsl XPaHEHHs! pe3epBHbIX KOMUU

Hactpoiika pe3epBHOI KOITHU

ITone o BBOAA onyMcaHus pGSCpBHOﬁ xonuu. Ha3zpanue MoxeT

COCTOSITh TOJILKO U3 CHMBOJIOB JIATUHCKOI0 aji(paBuTa U HUP.
[Tone «Onucanue»
[Ipumeuanue. Mcnonp3oBaHne KUPUIUINLB, TPOOETIOB U CHELUATBHBIX

CHMBOJIOB HE JIONycKaeTcs!

Knonka «Co3nats HOBYIO [Ipenna3zHaueHa It CO31aHKsI HOBOW pe3epBHOM KOIIHH C
PE3EPBHYIO KOIIHIO» BBEJICHHBIM OIIMCAaHUEM

Wmnopt ¢aiina (.dat) pesepBHO KomMn

[IpennasHaueHa i BBIOOpA pe3epPBHOM KOIMU, XpaHSIIEHCS

Knomnka «Bwibepute daiin»
Ha paboyeM MecTe aIMUHHCTPATOpa

YekoOokc «Daiin mamenenus: | [IpeanasnaveH i BKIFOUYEHUs QyHKIIMU TIpeoOpa3zoBaHus ¢aiiia

KOH(pUTYpaImm» PEe3epBHOI KoMK
[Ipenna3nauen ais BbIOOpa COOTBETCTBYIOIIETO Ccriocoda
Brimanaromuii cicox npeoOpa3oBaHus, 3aBUCSIINN OT Bepcuu uzzenus «PyOoukon».
«Bepcus» JlocTyITHBIE PEKUMBI CO3JaHuUs KOIIUU CIIEAYET YTOUHATD y

NpCANPUATUA-TIPOU3BOAUTCIIA

[IpennaznaueHo /i yka3anusi coorBeTcTBus uMeH 1 MAC-anpecos,
COJIEp KALIMXCS B PE3€PBHOM KOIMUU U B TEKYIIEH KOHPUTypaLHH.
O6mas uapopmanus: <C yero mensiem> <Ha uro mensiem> [<flag>]
®opmar npouecca: <Mms untepdeiical > <Mms nunrtepdeiica 2>
interface. Ilpumep: ethl lan-1 interface

®opwmar npouecca: <MAC-agpec 1> <MAC-anpec 2>.

Ipumep: 11:22:33:44:55:66 66:55:44:33:22:11

[Tone «Konduryparnus
rapaMeTpoB 3aMEHBI»

He o6s3atenbHoe none. [lpeanasnadeHo Juist 3aoyiHeHus B ciIydae
HE0OXOIUMOCTH UCKITIOYEHHSI YACTH 3JIEMEHTOB KOH(UTYpaIUH U3

[Tone «Konduryparus . N
(aiina pe3epBHOI KOIUU.

UCKIIFOUCHUID .
He Tpedyercst npu mratHoii padore. [Ipu ncnosib3oBanun
HE00X0MMAa KOHCYJIbTALHUS ¢ NPeANPUATHEM-U3TrOTOBHTEIEM
Knonka «Mmmopt» [IpennaznaueHna s UMIOPTa BBIOPaHHOM pe3epBHOM KoMuu
Pe3epBHbIC KOTTMK
WndopmanmonHoe mnone OTtob6paxxenue cTond1a HHPOPMALUU O UIMEIOLIUXCS B CUCTEME
«Onucanuey pEe3epBHBIX KOMUIX B hopMaTe «aaTa/BpemMst/onrcaHue)
) Knomnka «IIpuMeHUTh BEIOPaHHYIO PE3EPBHYIO KOITUIOY.
BoccTranaBnuBaeT HaCTpOIKK U3 BEIOpAaHHOW pe3epBHOM KOMHUH
= Knomnka «CoxpaHuTh BHIOPaHHYIO PE3EPBHYIO KOMHIO Ha pabouee
MECTO aIMUHHUCTPATOpa»
] Knonka «Y nanuth pe3epBHYIO0 KOIHIO»
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biok  2nemMeHTOB  ympaBileHHs  «/[ONOJHUTENBHBIE ONUMKW»  IIPEAHA3HAYEH
U TIpeoOpa3oBaHusl COJIEPKUMOTO (aiiia pe3epBHON KOMHUU, MEPEHECEHHBIX C JIPYTHX
uzzienuil «PyOukon», B ToM yuciie 6ojiee CTapbIX BEPCUM, a TAKKe MPU OTIMYAIOIIUXCS
aIrapaTHbIX HACTPOMKAX M3/EIIHMN.

Oco0eHHOCTH UCTIOIB30BAHUS:

1) ¢ moMoupto KHONIKU «Bribepure ¢ailimy» craHIapTHBIM CIIOCOOOM MPOU3BOAUTCS

BBIOOp (paiina pe3epBHOM KOMUU, TIPU YEM:

—— MOT'YT HCHOJB30BAThCS (ailibl pe3epBHOM KOMHUHM TEKYyLIEH BEPCHH

uzaenus («Pexxum co3znanus konuu 1»);

—— MOT'YT HUCHOJIb30BaThCs (ailyibl pe3epBHOM KOMHUU MPEIbIIYIINX BEPCHIA

N3 0CTIN (pe)KI/IMBI Tpe6yeTc51 YTO4YHATB Y HpeIIHpI/IﬂTI/IH-HBFOTOBI/ITeJIH).

[Ipumeuanue. Ilpu HCHONB30BAaHMM PE3CPBHBIX KOMHMHA OT TPEABLAYIIAX  BEPCH
(mpu 3HAUUTETHHOM OTJIMYMU B KOH(UTypaIuu), MOXKET OBbITh HapyllleHa paboTa cucTeMbl (Tpedyercs

KOHCYJ'II)TaIII/Iﬂ C Hpe}]HpI/IflTI/IeM'I/ISFOTOBI/ITeJ'IeM).
4.2.6. Tlompaznen «ITakeTbn»

[Togpazmen  «Ilakets»  (cm. puc.12)  npenHasHaueH  JJIsi  YCTaHOBKHU
JIOTIOJTHUTEIIBHBIX TTAKETOB U OOHOBJICHUH, TPeOyeMbIX I (DYHKIIMOHUPOBAHUS W3ICITHUS

W BOBMOKHOTO UCIIPABJICHUA HaﬁI[CHHBIX OIITHOOK.

[Toapaznen «IlakeTo»

MNakeTel

Maket ViMA Bepcus MNpennaraeman BEpPCHA CocTofHHe | LelcTBreE

BribepuTe aiin | ®aiin He sbibpaH 3arpy3anTb HOBLIW NAKET

Puc. 12

CKAYaHO ¢ —UELGYULeL 7N el
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[Tonb3oBaTenb MOXKET BBIOpaTh HEOOXOAUMBIN (Daili OOHOBIIEHUS U3 JIOKAIHHOTO
KaTajora ¢ MOMOIIbI0 HaXaTHs KHOTIKH «Br1oepute ¢aitn», 3aTeM, OCYIIECTBUTD 3arpy3Ky
BBIOPAHHOTO MaKeTa B (pailioByI0 CUCTEMY U3/EJIUS C TOMOIIBI0 KHOTIKU «3arpy3uTh HOBBIN
naket». [logpoOHee mporecc yCTaHOBKM TMAaKeTOB UM OOHOBIEHHUH MpeacTaBlieH
B mnoxapasnene «llponexypsl OOHOBICHHSI U3AENUA» PYKOBOJACTBA aJIMHUHHUCTpATOpa
HITEIIL.465614.005PA.

OnucaHue akTUBHBIX 3JEMEHTOB mojapasfena «llakersl»  mpeacTtaBieHO

B Ta0mILE 8.

Ta6Jmua 8 — Omnmcanue >JIEeMEHTOB moapasaciia «IlakeThb»

DIeMEHT Onucanue

HpeLLHa3Haqua JJIA OTO6pa)KeHI/I$I " YCTAHOBKHU 3aIrpy’KCHHBIX

Tabmauua «I[lakeTsn»
IIaKETOB

Knonka «Ycranouts». [IpegHazHaueHa 1yt yCTaHOBKU

Knoma « » 3arpy’KCHHOI'0 ITaKE€Ta B U3ACJINC

ITpenna3znaueHa asst BbIOOpa MakeTa U3 JIOKAIbHOIO KaTaiora

Knomnka «Beibepute daiim»
pabouero Mecta aIMHUHHUCTpaTOpa

Knornka «3arpy3uth HOBBII

KTy [Ipenna3znauena jyist 3arpy3Kd BEHIOPAHHOTO TTaKeTa B U3/IEITHE

4.2.7. Tlompaznen «Hactpoiika MeHIO»

[Togpaznen  «Hactpoitka ~ meHoo»  pazgena  «Cucreman (cm. puc. 13
u puc. 14) npegHazHaueH JUisl BKIIOYEHUS U OTKIIOYEHHUS OTOOpaKEHHWs pa3esioB

" ImoAapas3aciioB B HABUI'AIIMOHHOM MCHIO.

CKAYaHO ¢ —UELGYULeL 7N el
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[Tongpaznen «Hactpoiika meHto». Hacts 1

PYBWKOH

HacTpoika MeHo

Cucrema v
Hawano v
MHTEpGEeACH [+
Moyta [+
Monb3oBaTENM [+
CoeguHeHHe v
Maponu 4
PesepBHOE KONWPOBAHWE v
MNakeTsl [+
ABTOMaTMYECKDE BOCCTAHOBMEHHE td
BLIKNYEeHHe v
O nporpamme [+
CocToAHKe v
COCTOAHHE CMCTEMBI [+
MHdopMaUWA o CHCTEME [+
COCTOAHHWE CETH v
MoacyéT Tpaduka [+
CoegnHeHuA [+
CoCTOAHWE UHTEphERCOoB It
HacTpoiiku IPTables [+
KOHTpONbHbIE CYyMMbI [+
CeTb v
MceenoHUME I
MopAvYee pesepeMpoEaHie CARP (VRRP¥
HacTpoika ananTepos v
MapLwpyTsl [+
KoHdurypauwa ARP |+
OSPF v
BGP v
VLANS v
O6veauHeHne UHTepdeRcos |+
Puc. 13

CKayaHo ¢ —IRELGULeE/Nole o)
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[Tonpaznen «Hactpoiika meHIO». YacTh 2

PYBUKOH

Crny#Bwl v
Mpokck 5
Cepeep DHCP %
3a1aTh MMEHA XOCTOR v
Cepeep EpeMeHH %
Orpanndenne Tpaduka [
Mpoeepka [OCTYNHOCTW Yanoe o

Cuctema ObHapy:xenua BropxeHui W

Hactpoiika npaeun COB %
Hactpoiika obHapy:#eHWA cKaHUpoBaHWA ¥
OBHapy#eHre ATak %
MesxceTeBoi SkpaH 4

<

HacTpo#ku mexceTeB0M0 3KpaHa
Hoctyn k CuHemy wHTepdeicy
Cny#0kl

Mpynnit cnyxb

Anpeca

Mpynnel anpecos

<

AN EEE

MHTepdelicel no ymomuaHu

<

I'IpaEn-ma MEXCETEBOrD 3KpaHa

£y

VPN

Hactpoika IPSec
Hacrpoiika VPN

GRE

Buinyck ceptudmeaToe

& B EE

LY

AHypHank
HacTpo#eu #ypHanvpoBaHua
ypHan mesceTeBoro sKpaHa

& ® ®

ypHan obHapyxeHuA atak
CucTemHbIA NpoTokon

COXPAHUTL

Puc. 14

eI [ =XK/1I04YU.pgh
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IToxpasnen «Hactpoiika  meHIO» COIEPXUT  DJIEMEHTHI, yKa3aHHbIC

B Ta0mIze 9.

Ta6muma 9 — Onucanue 371eMeHTOB nojipasnena «Hacrpoiika MmeH0»

DeMeHT Onucanue

[Ipenna3HaueHa s 0TOOpaskeHUs pa3AeioB U MOAPA3/ICTIOB
MEHIO

YekOokc [Ipennasnauen 1t BbIOOpa 0TOOPA3UTh (TIPU aKTUBAIIUH) WIIN
«AKTHBUPOBATH/ ICAKTUBUPOBATE» | CKPBITH (IIPH CHATOM (IIKKE) pas3iell/moapa3aes MEHIO

Ta6muma «Hactpoiika MeHIO»

IIpumeuanue. JloONOTHUTENBPHOE PACIIMPEHUE MEHIO TaKXKe MIPEyCMOTPEHO B paszaene «MexceTeBon
9KpaH», TOCPEACTBOM BhIOOpa uekOokca «PacimpeHHbIi pexxum» B moiie «Hactpoiiku» moxpasnena
«HacTpoliku MeXCETEBOr0 3KpaHay.

4.2.8. Ilogpaznen «ABTOMaTHYECKOE BOCCTAHOBJICHUEC)

[lompaznen «ABTOMaTHYECKOE BOCCTAHOBJIEHUE» (cM. puc. 15) mnpegHazHaueH
TS HACTPOMKM aBTOMATHUYECKUX JIEHCTBUH MPU BOZHUKHOBEHUH YKa3aHHBIX B TIOJpa3ieiie

HCHCHpaBHOCTeﬁ.

[Toxpazngen « ABTOMaTHYECKOE BOCCTAHOBIICHUE)»

PYBEWKOH 7aN i

ABTOMaTHYECKOE BOCCTAHOBMEHUE

HeucnpasHocTH
#  HencnpaeHoCcTh OeiicTame

1 HeBepHble KOHTPOMNbHLIE CYMMbI BuIKMo4YeHHE ~

2 ®aiinoean CUCTEMA 3aN0NMHeHa McnpasnTs v

3 He 3anyckaeTcA seg-cepeep Tonbko 3anHCE & KypHan -

4 He 3anyckaetca COB TonbKo 33NHCH B HypHaN -

f .
5  He 3anyckaeTca hitp-npokcy Tonbko 3anHCE & KypHan -

6  He 3anyckaeTca fip-npokcu TonbKo 3anHCs B HypHan -

COXPAHUTb

Puc. 15

VeI [=XK/1I04YU.ph
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IIpy BOBHUKHOBCHHUHA ,HaHHOﬁ HCUCIIPABHOCTH.

CooTBeTCTBHE THIIA HCUCIIPABHOCTHU W AOOCTYIIHBIX JJIA BBI60pa ABTOMAaTH4YCCKUX

NEUCTBUI NIPEACTABIEHBI B TAOIUIIE .

Tab6muma 10 — CooTBeTcTBHE

aBTOMATHYCCKHUX JCUCTBUI

TUIIOB HCUCIIPABHOCTH W  OOCTYIIHBIX  JIA BBI60pa

HeucnpaBHocTh

JlocTymHBIC BapHAHTHI BBIOOPA B BBINAIAIOIIEM CITHCKE
«JlericTBHEY

HeBepHHe KOHTPOJIBHBIC CYMMBI

— TOJIBKO 3aIUCh B KYypHAI U OJTOKHUPOBKA «MH(POPMAIIMOHHBIX
IIOTOKOBY;

— BBIKJIFOYCHUE;

— BOCCTAHOBHTb IOCJIEAHIOK PE3EPBHYIO KONUIO HACTPOEK

®daiinoBag cuctemMa 3amnoJIHEHA

— BBIKJIIOUYCHUE;
— UCIIPAaBUTh

He 3amyckaetcs BeO-cepBep

— TOJIBKO 3aIliCh B XKXYPHAJI;

— BBIKJIIFOUCHHC,

— HCIIPABUTH;

— BOCCTAHOBHUTD MOCIICAHIOK PE3CPBHYIO KON HACTPOCK

He 3anyckaercs COB

— TOJIBKO 3aIUCh B JKypHAJ;

— BBIKJIFOYEHUE;

— UCIIPABUTH;

— BOCCTAaHOBHTH MOCIEAHIOK PE3EPBHYIO KOIIMIO HACTPOEK

He 3amyckaercs http-npoxcu

— TOJIBKO 3aIliCh B XKXYPHAJI;

— BBIKJIIFOYCHHUC,

— HCIIPABUTH;

— BOCCTAHOBUTD MMOCIICAHIOK PE3CPBHYIO KOIINIO HACTPOCK

He 3amyckaercs ftp-npoxcu

— TOJIBKO 3aIUCh B KYpPHAI;

— BBIKJIIOYCHUE;

— UCIIPABUTH;

— BOCCTAHOBHTBH MOCJIEAHIOK PE3EPBHYIO KOO HACTPOEK

[Ipumeuanue. Ilocne HacTpoliku/CMEHBI BEIOOpa aBTOMaTHYECKOTO Habopa JieiicTBUi HE0OX0AUMO
COXpaHHUTh U3MEHEHHsI, HaXaB KHOTIKY « COXpaHUTHY.

4.2.9. Tlompaznen «BoikiroueHne»

[Tonpaznen «Boikmouenue» (cm. puc. 16) mnpenHasHaueH sl MPOrPaMMHOTO

BBIKJIFOYCHUS WIH IIEPE3ATrPy3KU annapaTHOﬁ HaCTH U3ACTIHNAA.

CKAYaHO ¢ —UELGYULeL 7N el



Пишущая машинка
Скачано с

Штамп


37
HIIEII.465614.005P11

[Tonpaznen «BBIKITFOUEHUEY

PYBEWMKOH Q L3

BbiknoyeHne

| repesarpyauts H BLIKMIOYUTE |

Puc. 16

[Tonpaznen «BoIKiTt0OueHHE» COMIEPIKUT IIEMEHTHI, Yka3aHHbIe B Ta0wie 11 Tabmmia 9.

Ta6Jmua 11 — Onncanme >JeMEHTOB nmoapasaciia «BpIKITIOUCHHE»

DaeMeHT Onucanue
Knonka «Ilepe3arpy3utb» [Ipenna3znauena juist nepe3arpy3ku U31eaus
Knonka «BrikmroueHne) IIpenna3zHaueHa 11 BBIKIIOUCHUS U3ACIHS

4.2.10. [Toapazaen «O mporpamMmer

[Mogpasznen «O mporpamme» (cMm. puc. 17) mnpeaHazHadeH Uil OTOOpaKCHUS

ocHoBHOM nH(popmarnuu o I10.

[Tonpaznen «O mporpamme»

PYBWKOH Q Hi

0 nporpamme

MesxceTeBoi 3KpaH W cucTeMa 00HapyXeHNs BTOPXeHWIA "PybukoH"
AO "HIMO "3wenon’
TexHuueckan nogaepx«a: support.rubikon@cnpo.ru

Bepe

MpoayKT YacTUYHO UC yeT IPCop Bepcun 2.1.9

Puc. 17

eI [ =XK/1I04YU.pgh
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B nanHoM nonpaszaene orodpaxaercs cienyromas uHpopmanus:
1) monHOE Ha3BaHUE NMPOrPAMMBI;

2) npeanpusTHE-U3rOTOBUTEIID;

3) 2MEeKTpOHHAs OYTa TEXHUUECKOM MOIIEPHKKY;

4) Bepcus MPOrpaMMBl;

5) BCPCHUA UCITOJIb3YCMBIX IIJIArHHOB.

4.3. Paznen «Cocrostauey

Paznen «CocTosiHUE» CONEPKUT CHAEAYIOINE OAPA3IECIIBL:
1) noapazaen «CoCTOSIHUE CUCTEMBDY;

2) noapaznen «upopmanus o cucremer;

3) noapazaen «CocTossHUE CEeTH»;

4) nompaznaen «Iloacuer Tpadukay;

5) nonpaznen «CoenuHEHUsD;

6) nonpaznaen «CocrosiHre uHTEPHECOBY;

7) nonpaznen «NFTablesy;

8) moapasznen «KoHTpOIBHBIE CyMMBD».
4.3.1. ITogpazaen «CoCcTOSTHUE CUCTEMBI»

[Tonpasnen «CocrosiHue CUCTEMBI» (cm. puc. 18) NpeaHa3HaYeH

JUIsL OTOOpaKeHUs MOJTHON MH(OPMALIMKM O COCTOSTHUU U3CITHS.

VeI [=XK/1I04YU.ph
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[Tonpaznen «CocTosiHuE CUCTEMBI»

Cyeilies | NasArs | Hononuaoasssss guod | Wcnonsaoaasss cTpyTyp inods | Bpess palian W nonuaaatent | Beposa aapa | Myoean

B2EME  SATLEH

TEIME  BAMYINEH
OLTAHOBNEH
OCTAHOENEH

SAMLER
OLTAHOENEH
OLTAHOENER
OLTAHOBNEH

DOME  BAMYULEH
OCTAHOENEH
OCTAHOENEH
OLTAHOENER
OLTAHOENEH

3751 ME 3,89 GE 1%

Elpann pataTL M HNL3OEATENM:

14:20068 up 23008, 1 eee, lood airage: @35, 9.16, 8.1
LEER T Flr WGME  IDLE  JOPU P kAT
echilon tiyt uels  23:1% @B B3 Jask

2020-06-07

CTATHOTAIR EYAHAROE

TR KInesaTE POTHEOSEHHX EYRHARE
r 2

Puc. 18
Jlns  ymoOcTBa HaBUTAMK IO TOJApA3[eily BBEpXy CTpaHuibl (cM. puc. 19)

MPEAYCMOTPEHBI CCHUTKHM Ha OJIOKH.

Ccpuiku Ha 6510ku noapaszaena « COCTOSIHUE CHUCTEMBD»

PYBUKOH

Cnyx0sl | MamMaTh | MCNONb30BaHKUE MCKE | MICNONb30BaHKUE CTPYKTYP inode | Bpema paboThl U NONb30BATENM | Bepcua Aapa | ypHans!

Puc. 19

[Monmpaznen «CocTosiHIE CUCTEMBD» COACPIKUT CICAYIONIHE OJIOKH:

1) 610K «Ciry>XObD»;

eI [ =XK/1I04YU.pgh
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2) 6nok «ITamsTey;

3) 6mok «Vcronp30BaHuE TUCKAY;

4) 610k «/cnonb3oBanue CTPyKTYyp inodey;
5) 6mok «Bpemst paboThI U MOJIB30BATENNY;
6) 610k «Bepcus siapay;

7) 650k «KypHanb.
4.3.1.1. brok «Cimyx0b1»

B 6noke «Cmyx0b1» (cm. puc. 20) oroOpaxaeTcss mnepedeHb Cciyxk0, o0beM
UCIIOJIb3yeMO  UMHU  omeparuBHOM  mamsatu, ux craryc («OCTAHOBJIEH»

wim «SAITYIIEH»).

Bxnanka «Coyx0Ob1»

Cnyw6el:

(=]
o
(==]
53]

SAMYUIEH
SANMYLEH
OCTAHOBNEH
OCTAHOBNEH
19.50 MB SANYUWEH
OCTAHOBNEH
OCTAHOBNEH
OCTAHOBNEH
57.09 MB SAMYLEH
( (GREEN-1) . OCTAHOBNEH
X (GREEN-2) . OCTAHOBNEH
( (GREEN-3) . OCTAHOBNEH
 (GREEN-4) . OCTAHOBNEH

-

5
en
%)
m

Puc. 20

4.3.1.2. brnok «[TamsaTe»

B Onoke «Ilamste» (cMm. puc. 21) oroOpakaercs WH(OpMaIMs O BCEX BHJAX

namMsiTHu B U3ACJINH.

biok «IlaMATe»

NamATe:
Tun Pasmep MCNonb3yeTca CBOBOAHO MpOLEHTD OOWurin 21.03 MB
RAM 1.95 GB 589.73 MB 10% Oyidepbl 1.16 GB
MNonkayka 659.00 MB 0.00 KB £59.00 MB 0% K3llIMpOBaH 1.55 GB
Puc. 21

VeI [=XK/1I04YU.ph
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Nudopmaruss o mnamMsaTu TpeAcTaBiieHa B BHAE TaOJMUIBI CO CIEIYIOIMIUMHA
napaMeTpamu:

1) «Tum» — Tvn namsTy;

2) «Pazmep» — 00beM namsTy;

3) «cnoab3yeTcs» — KOJIMYECTBO 3a/1€HCTBOBAHHOMN MaMSITH;

4) «CB0OOHO» — KOJIMYECTBO CBOOOTHOM MTaMSITH;

5) «lIponeHThD) — IPOLEHT UCIIOIBb3YEMOM aMSITH Ha YCTPOUCTBE;

6) «O0wmiD — 00beM 00LIeH TaMSITH;

7) «bydepbn» — 00beM OydepHOl maMATy;

8) «KammpoBan» — 00beM K3UI-TAMSTH.

4.3.1.3. biok «Mcmonp30BaHne aucCKa»

B 06noke «Hcnonb3oBanue aucka» (cM. puc.22) otoOpaxkaercs uHOOpMAIUs

0 BCEX CI)I/ISI/I‘-ICCKI/IX H BUPTYaJIbHBIX TUCKaAX.

bnok «Mcnoap3oBaHue qJUCKa»

Puc. 22

Nudopmaruss o guckax TpeACTaBlieHa B BHUJE TaOJMUILI CO  CICAYIOIMIMMHU
napaMeTpamu:

1) «YcTpoiicTBO» — Ha3BaHUE YCTPONCTRA,

2) «CMOHTHPOBAH Ha» — aJpeC YCTPOMCTBA,;

3) «Pa3mep» — pa3mep aucka;

4) «Mcnonb3yercs» — UCIOIBb3yeMOE MECTO Ha JTUCKE;

5) «CB0o60AHO» — CBOOOIHOE MECTO HA JMCKE;

6) «lIponeHTbD) — MPOIIEHTHOE 3allOJTHEHHUE AUCKA.

CKAYaHO ¢ —UELGYULeL 7N el
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4.3.1.4. bnok «HMcnonp30Banue CTpyKTyp inodex»

B Onoke «Mcnonp3oBanue cCTpykTyp inode» (cwm. puc. 23) oToOpaxkaercs

uHdopmaius 00 UCTIONB30BAHUU CTPYKTYP C MHACKCHBIMH JIE€CKPUNITOPaAMHU.

bnox «Mcnonb3oBanue cTpykTyp inode»

Puc. 23

Nudopmanuss 00 HUCMONB30BAHUU CTPYKTYp C HMHACKCHBIMU JECKPUIITOPAMH
IpeJICTaBjlICHa B BUJIE TAOIUIIBI CO CIEIYIOIIMMHU MapaMeTpaMu:

1) «YcTpoiicTBO» — Ha3BaHUE YCTPONCTBA,

2) «CMOHTHPOBAH Ha» — aApeC YCTPOMCTBA;

3) «Inodes» — KOIMUYECTBO MHIEKCHBIX IECKPUIITOPOB;

4) «Mcnonb3yercsy — UCIOJB3YeTCs AECKPUIITOPOB;

5) «CB00OIHO» — CBOOOJIHO JECKPUIITOPOB;

6) «IIpoLeHTh» — MPOLEHTHOE COOTHOIIEHUE UCTIOIb3YEMbIX IECKPUIITOPOB.
4.3.1.5. brok «BpeMsi pabOThI U MOIB30BATETN

B Omoke «BpemMs paboTel W Tmonb3oBarenm» (CM. puc. 24) oroOpakaeTcs
uH(popMaIus 0 BpeMEHH OecrpepbIBHON pabOThl U3JIEIUs U KOJIMYECTBE MOJIb30BaTeNen

B CCTH.

CKAYaHO ¢ —UELGYULeL 7N el
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brox «BpeMms paboThl 1 OJIB30BATENNY

BpemAa pa6oTkl M NONL30EATENM:

14:29:08 up 23:280, 1 user, load average: .35, 8.16, 8.12

USER Y FROM LGGIN@ IDLE JCPL PCPU WHAT
echelon  ttyl - Tuels 23:15m @.8%9s @.83s -bash
Puc. 24

4.3.1.6. brok «Bepcus siapa»

B Omoke «Bepcus sapa» (cm. puc. 25) orobpaxkaercs uHOOpMAIUMsS O BEpCUU

saapa.
biok «Bepcus sanpa»
Bepcua Agpa:
GNU/Linux 4.19.0-9-amde4
#1 SMP Debian 4.19.118-2+deb10u1 (2020-06-07)

X866 64 unknown unknown

Puc. 25

4.3.1.7. bnok «CraTUCTHKA KypHAJIOB»

B Omoke «Cratuctuka sxypHajioB» (cM. puc. 26) oToOpakaercss wuHbopmaIus

0 KypHaJIax.

biok «Cratnctrka xypHaJIOB»

CTaTHCTHKA XYPHANOE

Tvn Pazmep Konu4ecTBo POTHPOBAHHEIX XY PHAnoE
CHCTEMHBIA 3ypHan 335.56 KB 2
Hypuan COB 0.00B 0
HypHan M3 348.00B 1
Puc. 26

VeI [=XK/1I04YU.ph
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Wudpopmanuss o KypHajax IMpeacTaBieHa B BUAEC TaOIULBI CO CIEAYIOLUIUMU
napameTpamu:

1) «Tum» — Tun xxypHana;

2) «Pa3zmep» — pa3mep KypHana;

3) «KonnuecTBO  pOTUPOBAHHBIX HKYPHAJIOB» — KOJMUYECTBO  (hakTOB  MepeHoca

aKTUBHOI'O KypHaJia B apXUBHYIO 00J1aCTh.
4.3.2. Tlogpaznen «Mapopmarus o cucteme»

[Monpaznen «MubopMmalys o cucTeMey NpeAHa3HaYeH A 0OTOOpaKEHUS MOAPOOHOM
uHpopManuu o GU3NIECKIX KOMIIOHEHTAX U3/EIHSI.
Jns ymnoOcTBa HaBUTAMK IO TIOApA3eNly BBEPXY CTpaHHILI (cM. puc. 27)

INpeaAyCMOTPCHBI CCBIJIIKH Ha 010KH.

Ccputky Ha 0510kH oapasaena «Mudopmanms o cucteMe»

PYBEWMKOH Jal ra

WHipopMaLus o npoleccope | VHdopmaLms o auckax | MHgopMalyma o PCl-ycTpolicTeax | MH(opMalusa o CeTeBbIX MHTepeiicax | MHGOopMAaLMA 0 HANUYMK NOAKNKYEHUA | MHpopMayus o USB-ycTpoicTeax |
MH(OopMALMA 0 NPepbIBAHUAX | MHOPMALIMA O CIMCKE NPOLECCOB | 3arpykeHHble MOYnu| CHCTEMHBIE NEPEMEHHbIE

Puc. 27

[Moapaznen «ubopmartius o cucteMe» CONEePKUT CICTYIONTNE OJIOKU:
1) 6ok «MHpopmanus o mporeccopey;

2) 6nox «Hpopmarus o Juckax»;

3) 6ok «Mudopmanus o PCI-ycTpoiicTBax»;

4) 610k «Mudopmaius o ceTeBbIX HHTEpdEcax»;

5) 6ok «MHbopMaltus 0 HATMYWHY TOAKITIOUCHUSD),;

6) 6ok «Mupopmanus o USB-ycTpoiicTBax»;

7) 6ok «MHpopmanus 0 mpepbIBaHUIX»;

8) 6mox «MHbopMaIms 0 CIIMCKE MPOIIECCOBY;

9) G110k «3arpyKeHHbIE MOIYIIH»;

10) 610Kk «CHCTeMHBIE IEPEMEHHBIEY.

VeI [=XK/1I04YU.ph
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4.3.2.1. brnok «udopmarus o nmporeccoper

B Omoke «Wudopmarus o mporeccope» (cm. puc. 28) oToOpaskaercsl TOTHAs

TeXHUYecKas nH(popmaIus o mporeccope.

brox «Mudopmanus o mporeccoper»

WHcpopmauMa o npoueccope:

processor =) a
vendor_id : | GenuineIntel
cpu family | 15
model ]
Puc. 28

4.3.2.2. bnok «MHpopmanus o TUCKax»»

B ©Onoke «Mudopmarmus o guckax» (cMm. puc. 29) oroOpaxkaeTrcs TeXHUYECKas

I/IH(l)OpMaI_II/IH O MMOAKIIOYCHHBIX (1)I/ISI/I“IGCKI/IX HOCUTCIIAX JaHHBIX.

Bxnanka «MHpOpMaIus o AuCKax»

WHpopMaLMA © ANCKAX:

sdal

ATA device with non-removable media

Standards:
Likely used: 1
Configuration:
Logical max current
cylinders 2 a
heads ] a
sectors/track @ a
Logical/Physical Sector size: 512 bytes
device size with M = le24%1e24: 8 MBytes

device size with M = 1ee0%180@: @ MBytes
cache/buffer size = unknown
Capabilities:

IORDY not likely

Cannot perform double-word IO

R/W multiple sector transfer: not supported

DMA: not supported

PIO: pio@

Puc. 29

VeI [=XK/1I04YU.ph
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Nudopmarus o kaxaoMy HOCUTEIIO TAHHBIX 0TOOpakaeTcsl B OT/ICILHOM MOJIE.

4.3.2.3. bnok «1udopmarus o PCI-yctpoiicTBax»

B ©Onoke «UWudpopmarmmst o PCl-ycrpoiictBax» (cm. puc. 30) oroOpaxkaetcs

uH(bOpMaIrs 0 MOAKIIOUEHHBIX ycTpoiicTBax K muHe PCIL.

bnox «Uudopmanus o PCI-yctpoiicTBax»

80:80.8 Host bridge [8688]: Intel Corporation 448FX - 82441FX PMC [Natoma] [8886:1237] (rev 82)

©8:01.0 ISA bridge [06@1]: Intel Corporation 8237158 PIIX3 ISA [Natoma/Triton I1] [8@86:7@0@]

©8:01.1 IDE interface [@101]: Intel Corporation 8237158 PIIX3 IDE [MNatoma/Triton II] [8@36:7210]

©8:01.2 USB controller [8c®3]: Intel Corporation 8237158 PIIX3 USB [Matoma/Triton II] [8886:7828] (rev @1)
@9:281.3 Bridge [8688]: Intel Corporation 82371AB/EB/MB PIIX4 ACPI [8886:7113] (rev 83)

99:82.0 VGA compatible controller [8388]: Device [1234:1111] (rev 82)

808:83.8 Unclassified device [88ff]: Red Hat Inc Virtio memory balloon [laf4:1882]

©9:05.0 SCS5I storage controller [81@@]: Red Hat Inc Virtio SCSI [1af4:1004]

©9:08.0 Communication controller [878@]: Red Hat Inc Virtio console [laf4:1@83]

©8:12.0 Ethernet controller [820@]: Intel Corporation 8254@EM Gigabit Ethernet Controller [8886:180e] (rev 83)
©8:13.0 Ethernet controller [820@]: Intel Corporation 8254@EM Gigabit Ethernet Controller [8886:180e] (rev 83)

Puc. 30

4.3.2.4. brnok «MHpopmaIms o ceTeBbIX HHTEpdEiicax»

B Onoke «Mupopmammst o cereBbix mHTepdeiicax» (cm. puc. 31) otobOpaskaercs

I/IH(l)OpMaI_II/IH 0 CCTCBBIX KOHTPOJIICpAX.

brox «Muadopmanus o ceTeBbix nHTEpPEiicax»

©9:12.0 Ethernet controller [8208]: Intel Corporation 82548EM Gigabit Ethernet Controller [8@86:1@@e] (rev 83)

9200: 8086:18@e (rev 83)

Subsystem: laf4:1166

Physical Slot: 18

Control: I/0+ Mem+ BusMaster+ SpecCycle- MemWINV- VGASnoop- ParErr- Stepping- SERR+ FastB2B- DisINTx-
Status: Cap- 66MHz- UDF- FastB2B- ParErr- DEVSEL=fast >TAbort- <TAbort- <MAbort- >SERR- <PERR- TNTx-
Latency: @

Interrupt: pin A routed to IRQ 1@

Region @: Memory at feb@ee@® (32-bit non-prefetchable) [size=128K]

Region 1: I/0 ports at e@c@ [size=64]

Kernel driver in use: el@ead
Kernel modules: el@@d

©9:13.0 Ethernet controller [8280@]: Intel Corporation B2548EM Gigabit Ethernet Controller [8@86:18@e] (rev 83)

CKayaHo ¢

9200: 8086:18@e (rev 83)
Subsystem: 1af4:118@

Puc. 31
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4.3.2.5. bnok «MHpopmaIus 0 HATMYUK TOIKITIOUYEHUS

B Onoke «MuHpopManmss 0 HaIWMUMUA TOAKITIOYCHUS» (CM. puc. 32) MpuBeIcHA

uHdOopMaIus 0 MOJKIIOYEHUH IO CETEBbIM UHTEp(deiicam.

brox «Mudopmarus 0 HATHIUHN TOIKITFOUCHUS

WHdcopMaLMA 0 HaNW4YWK NOGKNKDYEHWA:

CocToAHue coeguHeHua (MII):

erspan@: link status: unknown (MII not supported)
eth®: negotiated 1@e@8baseT-FD flow-control, link ok

ethl: negotiated 1@e@ebaseT-FD flow-control, link ok
eth2: negotiated 18@ebaseT-FD flow-control, link ok
eth3: negotiated 1@e@ebaseT-FD flow-control, link ok

gred: link status: unknown (MII not supported)
gretap@: link status: unknown (MII not supported)
ifb@: link status: unknown (MII not supported)
ifbl: link status: wunknown (MII not supported)
ifb2: link status: wunknown (MII not supported)
ifb3: link status: wunknown (MII not supported)

CocToAHue coeguHedHua (ethtool):

Settings for erspan@:

Settings for eth@:
Speed: leeaMb/s
Duplex: Full
Link detected: yes

Settings for ethi:
Speed: leeaMb/s
Duplex: Full
Link detected: yes

Settings for eth2:
Speed: 1808Mb/s

Puc. 32
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4.3.2.6. brok «udopmarus o USB-ycTpoiicTBax»

B Onoke

uHdopmaIus o nojkiIoueHusx no nopram USB.

«Uudopmarnms

(o)

USB-ycTpoiicTBax»

(cm. puc. 33) mpuBeneHa

bnox «Uudopmanus o USB ycrpoiicTBax»

WHbopMauus o USB-ycTpoicTBax:

Bus €01 Device @92: ID ©627:9001 Adomax Technology Co. Ltd
ID 1d6b:8881 Linux Foundation 1.1 root hub

Bus 881 Device

2al1:

Puc. 33

4.3.2.7. bnok «HpopMaIus o0 mpephIBAaHHUIX)

B  Omnoke

«udopmarus

uH(popMaIus 0 NpepbIBaHUSAX.

CKayaHo ¢

(0]

IIPCPBIBAHUAX)

(cm. puc. 34)

Bxrnanka «MHpopmanus 0 mpepbIBaHUIX

WHGOpMaLms O NpepbiBaHUAX:

CcPUa

a: 23
1: a
6: a
8: 1
9: a
18: 624486
11: 151
ilis 284
14: a
15: 2]
24: (]
25: a
26: a
27: 86320
28: a
29: a
38: 27
NMI: a
LOC: 3218478
SPU: 2]
PMI: 2]
IWI: 7
RTR: 2]
RES: 798379
CAL: 48128
TLB: 30008
TRM: a
THR: (]
DFR: a
MCE: a
MCP 287
HYP: a
HRE: a
HVS: 2]
ERR: a
MIS a
PIN: 2]
MPT: a
PIW: a

1932
132972

3202047
a

a

1

a
983882
46563
35917

I0-APIC
I0-APIC
I0-APIC
I0-APIC
I0-APIC
I0-APIC
I0-APIC
I0-APIC
I0-APIC
I0-APIC
PCI-MST
PCI-MST
PCI-MST
PCI-MST
PCI-MST
PCI-MST
PCI-MST

2-edge
1-sdge
6-edge
5-edge
9-fasteoi
1@-fasteol
11-fasteol
12-edge
14-edge
15-edge
8192@-edge
81921-edge
81922-edge
81923-edge
81924-edge
131672-edge
131673-edge

timer

18842

floppy

rtce

scpi

eth3 ethe

uhci_hed:usbl wvirtice ethl

ige42

ata_piix

ata_piix
virtiol-config
virtiol-control
virtiol-event
virtiol-request
virtiol-request
virtioz-config
virtio2-virtqueues

Non-maskable interrupts

Local timer interrupts

Spurious interrupts

Performance monitoring interrupts
IRQ work interrupts

APIC ICR read retries

Rescheduling interrupts
Function call interrupts
TLE shootdowns
Thermal event interrupts
Threshold APIC interrupts
Deferred Error APIC interrupts

Machine check exceptions

Machine

check polls

Hypervisor callback interrupts

Hyper-V reenlightenment interrupts

Hyper-V stimer® interrupts

Posted-interrupt notification event
Nested posted-interrupt event
Posted-interrupt wakeup event

Puc. 34

T=EXK/TIO4YN.ph
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4.3.2.8. bnok «MHpopmarus o CIMCKe MPOIECCOBY

B Omnoke «MuabopMammst o0 coucke mporeccoB» (CM. puc. 35) TPUBOIUTCS

I/IH(i)OpMaIII/IH 0 BCCX IIPOTpaMMHBIX IIPOLICCCAX, 3aAIlYIICHHBIX B U3ACIINH.

Bxnaaka «MabopManus 0 CiucKe MpoIiecCoBy

USER PID PPID ¥CPU ¥MEM VSZ RES TT STAT STARTED TIME COMMAMND
root 2 8 @.2e 0.9 a a? s May 24 @8:90:00 [kthreadd]
root 3 2 8.8 0.9 e a? I< May 24 @@:90:08 \_ [rcu_gp]
root 4 2 8.8 0.9 = 8 ? I< May 24 @@:98:88 \_ [rcu_par_gp]
root & 2 8.0 0.0 a a? I< May 24 @@:88:08 _ [kworker/@:8H-kblockd]
root 7 2 e.8 0.9 @ a? I May 24 @8:90:01 \_ [kworker/u4:®-events_unbound]
root 8 2 8.0 0.9 a a? I< May 24 @8:80:00 “_ [mm_percpu_wq]
root 9 2 8.0 0.0 a a? May 24 @@:88:03 \_ [ksoftirgd/e]
root 1a 2 8.8 0.0 a a:? I May 24 @8:80:19 \_ [rcu_sched]
Puc. 35

Nudopmarus o crmcke MporpaMMHBIX MPOIECCOB MPEACTaBiICHa B BUAC TaOJUIIBI
CO CIIEAYIOIIMMH MapaMeTpaMu:

1) «USER» — nonb30BaTep, 3aMyCTUBILMHI MPOLIECC;

2) «PID» — unentudukarop mpoiiecca;

3) «PPID» — unenTuduKaTop poauTeILCKOTO MPOIECCa;

4) «%CPU» — npoueHT UCHOIb30BaHUS MPOIIECCOPHON MOIIIHOCTH;

5) «%MEM)» — npo1eHT UCTIONIb30BaHMSI TTAMSITH;

6) «VSZ» — pa3mep BUPTYaIbHOMN MaMSATH;

7) «RSS» — pa3mep 3a/1eHiCTBOBaHHOM OTIEPATUBHOMN MaAMSITH;

8) «TT» —repmunan TTY;

9) «STAT» — Tekyliee cocTosIHUE TpoIIecca;

10) «STARTED» — Bpems Hagasna mpoiiecca;

11) «TIME» — Bpemst pabOThI TIpoliecca;

12) « COMMAND» — npedukc mporiecca.

VeI [=XK/1I04YU.ph
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4.3.2.9. brok «3arpy>KeHHbIE MOy

B Omnoke «3Barpyxennsie wMomyiau» (cM. puc. 36) mpuBoAWTCS WH(MOpMAaIUs

0 BCEX 3arpyKEHHBIX MOIYJISX.
biiok «3arpykeHHbIE MOJTyJIH»

3arpyxeHHkIe MOaynu:

7]

[ .
==
J

P33 D

L
=

L
La Ll =

3 o o o

- o o 00 tn P

e R e
f
1
[ TR e TR =

=
13
s,
Ly

= = o o o o

[}
[ E ]

16384

=
|
q

e

Puc. 36

Nudopmams o 3arpyX eHHBIX MOJYJISAX TMpPEACTaBI€HA B BUAC TaOIUIBI
CO CJIEAYIOLIMMHU MapaMeTpaMu:

1) «Module» — Ha3BaHuE MOIYJIS;

2) «Size» — pa3mep MOTyJIs;

3) «Used by» — ncnonb3yercsi ceTeBbIM HHTEpheiicom.
4.3.2.10. bnok «CucteMHbIe TEPEMEHHBIE)

B Onoke «Cucremuble nepeMeHHbIe» (CM. pHuC. 37) TPUBOIUTCS HHPOpMAIIUS

O CUCTEMHBIX [IEPEMEHHBIX.
Bxnanka «CucteMHble IEPEMEHHBIEY

CHCTEMHEIE NepeMeHHbIe:

net.ipv4.neigh.default.gc_thresh1 20458
efault.gc_thresh2 2048
efault.gc_thresh3 2048
ax_size 147483647

Puc. 37
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4.3.3. Ilogpaznen «CocTostHUE CETH»

[Mogpaznen «CocrosHME ceTW» NpeIHa3HA4YeH MJisi OTOoOpakeHus HH(opManuu

10 BCEM CETEBbIM UHTEpdeiicam.

Jns  ymoOcTBa HaBUTAMM MO0 TIOApA3eNly BBEpXy CTpaHuibl (cM. puc. 38)

MPEyCMOTPEHBI CCHUIKU Ha OJIOKH.

Ccbuiku Ha 6510ku noapasaena « COCTOSIHUE CeTH»

PYBUKOH

WHTepdechl | INeMeHTbl TAtnMUbl MapLUIpyTU3aLUmMM | ARP Tatnuuya

Puc. 38

[Monpaznen «CocTosiHUE CETH» COAECPIKUT CIEAYIONINE OJIOKH:
1) 6ok «uaTepdericny;

2) 610K «DMeMeHTHI TaOJIHIIBI MapIIPy TU3AIII,

3) 6110k «ARP Tabmuiay.

[Ipy HaxkaTUW Ha CCBUIKY, JKpaH NEPEHOCHUTCS Ha COOTBETCTBYIOMIMKA OJOK

¢ uHopManmei.
4.3.3.1. brok «uTepdeiiceny

B Onoke «MuaTepdeiicer» (cMm. puc. 39) mnpencraBieHa HWHPOpMAHMS O BCEX

CEeTeBBIX UHTEpeicax.

Nudopmanust mpuBOAUTCS MO KAKIOMY CETEBOMY UHTEpdeiicy.

eI [ =XK/1I04YU.pgh
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bnox «aTepdeiicrn»

WuTepdencsl:

erspand: flags=4898<BROADCAST,MULTICAST> mtu 1458
ether @8:00:00:00:80:82 txqueuslen 188@ (Ethernet)
RX packets @ bytes @ (8.8 B)
RX errors @ dropped 8 overruns @ frame 8
TX packets @ bytes @ (8.8 B)

TX errors @ dropped @ overruns @ carrier @ collisions @

eth®: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1586

inet 18.8.5.222 netmask 255.255.255.8 broadcast ©.8.8.8
ether de:1@:a4:1a:f9:b1 txqueuelen 1888 (Ethernet)

RX packets 418583 bytes 74545386 (71.8 MiB)
RX errors @ dropped @ overruns @ fTrame @
TX packets 248933 bytes 92145188 (87.8 MiB)

TX errors @ dropped @ overruns @ carrier @ collisions @

Puc. 39

4.3.3.2. briok «2neMeHThI TaOIUIBI MAPIIPYTU3AITHID

B Onoke «Onementsl Tabmuiel Mapmipytuzanuu» (cm. puc. 40) mnpuBeneHa

nH(OpMAITUS TT0 BCEM TabJIMIIaM MapIIPyTH3AIHH.
briok «2nemMeHThI TabJIUIIbl MAPUIPYTU3ALIUID)

3NeMeHTEl TA6NULUEl MApLWPYTH3ALWK:

&: from all lookup local
32766: from all loockup main
32767: Trom all lookup default

default via 18.8.5.1 dev ethe

18.8.5.8/24 dev eth® proto kernel scope link src 18.8.5.222
192.168.2.8/24 dev ethl proto kernel scope link src 192.168.2.1
192.168.3.8/24 dev eth2 proto kernel scope link src 192.188.3.1
192.1658.4.8/24 dev eth3 proto kernel scope link src 192.168.4.1

broadcast 18.8.5.8 dev eth® table local proto kernel scope link src 18.8.5.222

Puc. 40
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4.3.3.3. biioxk «ARP Tabauia»

B  G6moke «ARP  tabGmuma»  (cMm. puc.4l) mpuBeseHa — uHpOpMaIuUs

o BceM MAC-anpecam, npuBsizaHHbIM K [P-anpecam.

brnok «ARP Ttabnuia»

ARP TaGnuua:

Address Hiitype HWaddress Flags Mask Iface
16.8.5.1 ether 9@:8d:78:4a3:03:680 C ethe

Puc. 41

Nudopmarus o ARP tabnuiiax npeacraBiieHa B BUAE TAOJMIBI CO CICAYIOIMIMMU
napameTpamu:

1) «Address» — IP-anpec yctpoiicTsa;

2) «HWtype» — tum ycTpoiicTsa;

3) «HWaddress» — MAC-aapec ycTpoiicTBa;

4) «Flags Mask» — tun 3anucu;

5) «Iface» — Ha3BaHue unTepdeiica.
4.3.4. Tlogpaznen «Ilomcuer Tpaduka

[Tonpaznen «Iloacuer Tpaduka» (cM. puc.42) npeaHasHayeH IJIsi OTOOpakKeHUs

KoJInuecTBa Tpaduka B JeTaNM3alMM 110 amlmapaTHBIM CETeBBIM HHTepdeiicam

3a ONPEAEIICHHBIN IEPUOJ] BPEMEHU.
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[Tonpaznen «Iloacuer Tpadukar

= PYBWKOH

BriGepuTe 0030p UCNONL30BAHUA CETH: \ Ma# v | \ 2022 v | Kondurypayua nogcyéra Tpaduka |
0630p HCNOMNBIOBAHKA:
eth0
Oata Bxoaswmn Wexopswmi
2022-05-24 0.00 0.00
Beero 0.00 MB 0.00 ME
eth1
Oata Bxoaawmi Wexoaswnin
2022-05-24 0.00 0.00
Bcero 0.00 MB 0.00 MB
eth2
Oata Bxogawmi Wexopawnii
2022-05-24 0.00 0.00
Bcero 0.00 MB 0.00 MB
ethd
Data BxogAwmi Wexopawnii
2022-05-24 0.00 0.00
Beero 0.00 MB 0.00 MB
Puc. 42

B Ttabmumne 12 mpuBeneHo ommcaHWe dJaeMEHTOB mozpazaena  «llomcuer

TpaduKay.

Tabmuma 12 — Onucanue sneMeHToB nojapaszaena «Ilogcuer Tpadukar

DIeMEHT OmnucaHue
Brmagaromumii cnucok [Ipennaznauen amns BbIOOpa HEOOXOJUMOTO ISl OTOOPAKEHUS
«Mecsm» MecsIa

Brmagarommii criucok «omg» | [IpeaHa3HaveH 11 BEIOOpa HEOOXOIMMOTO JIJIsl OTOOpaskeHUs Tojia

[Ipenna3nauena s npUMeHEHUs! BBIOpaHHBIX BPEMEHHBIX

Kuomnka «O6HOBIEHHE MapaMeTpoOB BHITIAAAOIINX CIICKOB M OOHOBJICHUH WH(OPMAIIUY B
Ta0JIUIE BBIBOJIA MOZICUeTa TpaduKa

[IpenHazHaueHa A7 OTKPHITHS CTPAHUIIBI KOHPUTYpaIliX TOJICUETa

Tpaduka:
— mojcYeT Tpaduka MPOU3BOAUTCS MIPH AKTHBHOM YEKOOKCE
Knomnka «Konduryparus «ITomcuér Tpaduka BKIIOUEHY,;
nojcyera Tpaguka — IpU aKTUBHOM uekOokce «OToOpakaTh MOJACYMTaHHBIN TpaduK Ha

CTapTOBOMW CTPAaHUIIE» HA CTAPTOBOM CTpaHUIIE OTOOPaXKAETCs
nH(bOpMaIIUS O TOACUUTAHHOM TPAPHKE TOJIBKO IJIs1 KKPACHBIX)
unrepdeiico (cm. puc. Su 7)

Knomnka «Ilepexon k pacmmpeHHON KOHPUTYPAITAN.

[IpennasHaueHa /Ui OTKPBITUSL CTPAHULIBI PACITUPEHHON
Krorka « » KOH(HUTypaIuu nojacuera Tpapuka
Tabmuua «O630p [Ipennasnauena it oroOpaskeHust UH(GOPMAIMU O TTOJICYUTAHHOM
MCTIOJIb30BAHMSDY Tpaduke

VeI [=XK/1I04YU.ph
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Nudopmamuss mno moacuery Tpaduka mpeAcTaBieHa B BUAEC  TaOJMIBI
CO CJEIYIONIMMHU MapaMeTpaMu:

1) «/laTta» — nata, Ha KOTOPYIO IPOU3BEACH MOJCUET TpaduKa;

2) «Bxoasmmii» — KOMMYeCTBO BXOAAIIETO TpaduKa;

3) «Mcxomsmminy — KOJTMYECTBO UCXOISIIETO Tpaduka.

OTtoOpaxenue UHGOpPMAIIUU O MOJCYUTAHHOM TpaPuKe MOKET ObITh MPEJICTABICHO
B CJIEIYIOIINX UHTEpBaax:
1) exxeTHEBHOE OTOOpAKEHHUE 3a MEPHUOJ B OJIMH MECALL (110 YMOTYAHHUIO — TEKYIIUH);

2) eXXeHEBHOE OTOOpAKEHUE 32 BHIOpAHHBIA MHTEPBAJl BpEMEHHU.
4.3.5. Tlompaznen «CoequHeHUD

[Tonpaznen «Coenunenusr» (cMm. puc. 43) mnpenHa3HaueH IS OTOOpaKeHHs

nH(popmanuu 00 aKTUBHBIX COEIMHEHUSX.

[Tonpaznen «CoenrHeHUs»

Tpaccuposka cBAau no NFTables
Otobpaxars | Tragpmk v
| Coxpatmrs |

HexoaHbii HexoaHblii

MpoToKon MakeTwl / BaiTbl

tcp 9/1678
tcp
tcp
tcp
tep
tep
tcp
tcp
tcp
tcp
tcp
tep

9/1045
97

Nerenpa: U HHTEPHET BecnpoBonHan ceTb NemunutapuaoBaHHan 3oHa (DMZ) IPCop  IPsec OpenVPN

Puc. 43

NupopmaninoHHbI# 6JIOK MOApa3/iesia MOXKET OTPaXKaTh OJIHY U3 CIEAYIOIIUX TaOHII:
1) Tabmuna «Tpaduk» (0 yMOTYaHUIO);

2) tabnuua «CocTostHUEY .

CKayaHo ¢ —IRELGULeE/Nole o)
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Jlnis mepexioueHust Mex 1y TabiaumnaMu HeoOxoaumo B 61oke « TpaccupoBka cBs3u
no NFTables» BbiOpaTh Ha3zBaHue TaOMUIBI B BbIMagaromeM croucke «OToOpaxkaTby
U HaXKaTh KHONIKY «CoxpaHuTh». CTpaHula OyAeT aBTOMaTHYECKH OOHOBIJIEHA U OTOOPa3UT

BBIOPAHHYIO paHee TabIuIry.
4.3.5.1. Tabnuua «Tpadpuk»

Ta6nuna «Tpadux» (cM. puc. 44) MoaCYUTHIBACT KOJIMYECTBO MEPEJaHHbBIX MMaKETOB

B I[GI\/’ICTBYIOH_II/IX COCANHCHUAX.

Tabnuua «Tpadux»

Hexopmbiin HexoaHeni
IP-anpec:opT HCTOUHMKA

Mpotokon

14250
A3 /1740

tep
tcp
tep
tcp
tep
tep
tep
tep
tep 168.56.101

tep 168.56.101

tep 56.101

tep 2.168.56.101 :36882

Nerenpa: nBC WHTEPHET BecnpoBopHan ceTh JlemunurapusosanHan 3oHa (DMZ) IPCop  IPsec OpenVPN

Puc. 44

Nudopmarust mo coequHEeHUAM TMpeJCTaBieHa B BUIE TAOJHUIBI CO CIEAYIOIMIUMHU
napaMeTpamu:

1) «IIpoTokom» — Ha3BaHHE MPOTOKOJIA COCTUHEHHUS;

2) «Ucxonnsrit IP-anpec: [TopT nctouHnka — 3arpoc Ha aApec U MOPT UCTOYHHKA,

3) «Ucxonusiii IP-aapec: IlopT HazHaueHus» — uHbopMmalms, coaepxamias [P-aapec
Y TIOPT CETEBOT0 COEAMHEHUS-3aIPOCa,;

4) «IlakeTsl / BalTbD) — KOJIMYECTBO MEPEIAHHBIX MMAKETOB B OaiiTax;

5) «OtBer [P-agpec: ITopT ucTOUHMKa» — OTBET HA aJIpeC U MOPT UCTOUHHUKA;

6) «OtBer IP-anpec: [lopt HazHauenus» — undopmarus, conepxkarias [P-agpec u mopt
CETEBOI'0 COC/IMHEHUSI-OTBETA,

7) «Ilaketsl / BalThD» — KOMWYECTBO MEepeIaHHBIX TAKETOB B OalTaXx.

[Ton Tabnuiieil mpencraBieHa JIET€HJA I[BETOBOM IMOJUTHUKU HACTPOUKH CETEBBIX

uHTEep(dEicoB.

VeI [=XK/1I04YU.ph
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4.3.5.2. Tadmura «CocTogaue»

Tabmuma «CoctostHaue»  (cM. puc. 45) oToOpakaeT aKTyaJbHOE COCTOSHUE

JNIEUCTBYIOIIUX COCIMHECHUH.

Tabmnia «Cocrossaue)

3anpoc 3anpoc Oteer Otger Hcrexaer .
Mpotokon CocTofHuHe BoigeneHHslit  McnonssosaHo
IP-anpec:MopT HCTOUYHHKA IP-agpec:MopT Ha: - IP-anpec:MopT HasHaueHUA (CexyHabl)

tcp 1
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

Nerenna: P MHTEPHET BecnpoBonHan cetb JlemunurapusoBaHHanA 3oHa (DMZ) IPCop IPsec OpenVPN

Puc. 45

Nudopmarust mo coequHEHUsM MpeCcTaBieHa B BUJE TAOJIHUIBI CO CIEAYIOIMIUMHU
napamMeTpamu:

1) «IIpoTokom» — Ha3BaHHE MPOTOKOJIA COCTUHEHHUS;

2) «3amnpoc IP-agpec: ITopT ncTouHnKka» — 3anpoc Ha aapec U MOPT UCTOYHUKA;

3) «3ampoc IP-anpec: [TopT HazHaueHus» — uHpopMmars, conepxaiasa [P-anpec u nopt
CETEBOT0 COCIMHEHUSI-3aIIPOCa,;

4) «Otset [P-anpec: ITopT ncTouHMKa» — OTBET Ha aAPEC U MOPT UCTOYHUKA;

5) «OtBer |IP-anpec: [lopt HazHauenus» — undopmarus, conepskaiias [P-agpec u nopt
CETEBOT'0 COEIMHEHUS-OTBETA,;

6) «Mcrekaer (CekyHpl)» — BpeMst 10 KOHIIA CECCUU;

7) «CocTostHME)» — COCTOSIHAE COSTMHEHUS;

8) «BblaeneHHbI» — MPUHAJIEKHOCTD K BBIJICJICHHBIM KaHAJIaM;

9) «Mcnonp30BaH0» — UCTIOIH30BAHO HA JTAHHBIM MOMEHT.

[Ton Tabnuieil mpeacTaBieHa JIETEHAA IIBETOBOM TMOJIMTUKH HACTPONKU CETEBBIX

uHTEep(deicon.

CKayaHo ¢ —IRELGULeE/Nole o)
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4.3.6. Tlompaznen «CocrosiHue uHTEPPEHCOB

[Togpa3nen «CocrosHue uHTepdericony (cMm. puc. 46) MpeIHa3HAYEH

JUTsl OTOOpaXKEHUsI TEKYIIETO COCTOSIHUS CETEBBIX UHTEp(eiicoB.

[Toapaznen «CocTostHre HHTEPDHEHCOBY

PYEWKOH o
Cocroanue uHTepdeicor
eth(
Mpuém 0.007 (Mbit/s)
MNepenava 0.014 (Mbit/s)
eth1
Mpuém 0.000 (Mbit/s)
Mepepaua 0.000 (Mbit/s)
eth2
Mpuém 0.000 (Mbit/s)
Mepenaua 0.000 (Mbit/s)
eth3
Mpuém 0.000 (Mbit/s)
lNepenaua 0.000 (Mbit/s)
Puc. 46

Jlmst kaxmoro cereBoro uHTepdeiica oroOpakaercs CKopocTh mpuema (Mbit/s)

1 CKOpocTh nepenaun (Mbit/s).
4.3.7. Ilogpaznen «NFTables»

[Tonpazmen  «NFTablesy (cm. puc. 47) mpenHasHadeH Uisi  OTOOpaKeHHS

undopmaruu o NFTables.

[Tonpazmen «NFTables»

NF Tables:

Tabnuua: filter v
Lenoyka: @ |

@ 370 None MOMET ObITh NYCTHIM. ODHOBUTE

table ip filter {
chain input {
type filter hook input priority @; policy accept;

Puc. 47
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Jns  u3MeHeHHWs Tuma TaOJUIBl HEOOXOJAMMO BBIOpATh COOTBETCTBYIOIIUI

THUII B HACTIAJIAIOIIEM CITUCKe (CM. puc. 48) u HakaTh KHOMKY «OOHOBUTHY.
Br16op tuna tabnuuel «NFTables»

NF Tables:

Tabnuua: filter v

Puc. 48

4.3.7.1. Bunpl 10CTyIHBIX K OTOOPaKEHHUIO TaOJIUIT

Tabmuibl MOTYT OBITh CIICTYIONTUX THUITOB:
1) «filter» — Tabnuia, mnpeaHa3HaueHa Ui OTOOPAKEHUS TMpaBWiI (PUIBTPALIUU

T0 pa3JIMYHBIM MOJISIM CETEBOro makera (cM. puc. 49);

Tadomuma «filter»

NFTables:

Tabnuua: filter v
Llenoyka: @

© OTO NONE MOKET BbiTb NyGTbIM. OGHOBHTL

table ip filter {
chain input {
type filter hook input priority @; policy accept;

chain foruard {
type filter hook forward priority ©; policy accept;

chain output {
type filter hook output priority 8; policy accept;

chain prerouting {
type filter hook prerouting priority -425; policy accept;

Puc. 49

2) «mangle» — Tabnuiia, NpeAHa3HaueHa Ui OTOOpaKeHUs MpaBHJI KIacCHU(PHUKALUU

¥ MapKHPOBKH MAKETOB, a Takxke Moaudukanuu 3aroioBkoB TTL u TOS (cm. puc. 50);

CKayaHo ¢ —IRELGULeE/Nole o)
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Tabnuma «mangle»

NFTables:
Tatnia:
Lenouka: @

6 370 None MOXET ObiTh NyCThIM.

table ip mangle {
chain PREROUTING {
type filter hook prerouting priority -158; policy accept;
counter packets 9845 bytes 1409881 jump MANGLEMARK
counter packets 9045 bytes 1489881 jump PROXYMANGLE
counter packets 9045 bytes 1409881 jump PORTFWMANGLE

¥

chain INPUT {
type filter hook input priority -150; pelicy accept;

¥

chain FORWARD {
type filter hook forward priority -158; policy accept;

}

chain OUTPUT {
type route hook output priority -158; policy accept;

¥

Puc. 50

3) «naty — Tabnmuiia, mpenHa3HaYeHa UISI OTOOPaXEHUS TMPaBUI W3MEHEHHUS MOJeH

CEeTEeBOro makera npu ocyiectsienun Tpancisiin NAT/PAT (cm. puc. 51);

Tabmura «nat»

NFTables:

Tabnuya: nat v

Uenovka: @

© 3710 none Moxer BuiTh NYCTLIM. O6HoBHTL

table ip nat {
chain PREROUTING {
type nat hook prerouting priority -109; policy accept;
counter packets 1264 bytes 77800 jump CUSTOMPREROUTING
counter packets 1264 bytes 77800 jump SQUID
counter packets 1264 bytes 77800 jump PROXY
counter packets 1264 bytes 77800 jump PORTEW

chain INPUT {
type nat hook input priority 100; policy accept;

chain POSTROUTING {
type nat hook postrouting priority 100; policy accept;
counter packets 4 bytes 280 jusp CUSTOMPOSTROUTING
counter packets 4 bytes 280 jump REDNAT
counter packets 4 bytes 280 jusp PROXYNAT
counter packets 4 bytes 280 jump PORTFWNAT

Puc. 51

VeI [=XK/1I04YU.ph
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4) «raw» — TabnuIa MpeHa3HaYeHa Il OTOOpaKeHHsI IPaBUJ (PUIIBTPAIMM TTAKETOB,

npeHa3HAYCHHBIX JJ1 00pabOTKH CHCTEMOUM 00HApYKEHHS BTOPYKEHHH (CM. pHC. 52);

[Ipumeuanue. IlpaBuna ¢QuiabTpanMu MNAKeTOB 3alUCBIBAIOTCA B JAHHYK  TaOnMIly
npu HacTpoilke mnpaBuin 1o kHomnke «COB» B mnoapasnene «MexcereBoit Okpan» — «lIpaBuna

MCIKCETCBOI'O 3KpaHa».

Tabmuia «raw»

NFTables:

Tabnuua raw v

Llenouka: @ ‘

o0 370 none MoxXeT ObiTe NyCThIM ObHOBUTL

table ip raw {
chain PREROUTING {
type filter hook prerouting priority -300; policy accept;
counter packets 9452 bytes 1543053 jump FW_ADMIN
counter packets 1536 bytes 188631 jump FW_IDS
b

chain OUTPUT {
type filter hook output priority -300; policy accept;

3
4

chain FW_IDS {

3}
i

chain FW_ADMIN {
iifname "eth3" meta l4proto tcp tcp dport 8443 counter packets @ bytes @ accept
iifname "eth2" meta l4proto tcp tcp dport 8443 counter packets @ bytes @ accept
iifname "ethl" meta l4proto tcp tcp dport 8443 counter packets @ bytes @ accept
iifname "eth@" meta l4proto tcp tcp dport 8443 counter packets 7916 bytes 1362422 accept

Puc. 52

5) «bridge  filter» — Tabnuiia  mpeaHa3HayeHa T OTOOpaKEHUS  TMPABUI
(GuIbTpallud  CETEBOTO  IMAKETa, BBIMOMHAEMBIX JO  MPOIEAYPbl  OTCICKUBAHUS

coeuHeHHs (cM. puc. 53).

VeI [=XK/1I04YU.ph
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Tabnuna «bridge filter»

Lienouka: @

© 370 none MoxeT ObiTh NyCThiM. | OOHoBMTS

table bridge filter {
chain input {
type filter hook input priority 9; policy accept;
}

chain 12filter {
type filter hook forward priority 8; policy accept;
}

Puc. 53

4.3.7.2. Ilone «llemoukay

[Tone «Ilemouka» mpemaHa3HAuYEHO VISl BHITOJHEHUS (QUIBTPAIIUN IO KOHKPETHOMY
napamerpy. s 3Toro HeoOXOJUMO BBECTH MapaMmeTrp B TekcToBoe moje «llemouka»

U HaKaTh KHONIKY « OOHOBHUTBY» (CM. puc. 54).

[Tone «Ilenmoukay»

NFTables:
Tabnuya [filter v
Llenouxa: @ |[FW_ADMIN

o 370 none moxer bbb MyCTLIM ObHoBUTL l

table ip filter {
chain FW_ADMIN {
iifname "eth2" meta l4proto tcp tcp dport 8443 counter packets @ bytes @ accept
iifname "ethl" meta l4proto tcp tcp dport 8443 counter packets @ bytes € accept
iifname “"ethe@" meta l4proto tcp tcp dport 8443 counter packets 12693 bytes 1973679 accept

Puc. 54
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4.3.8. Tlogpaznen « KOHTpOJIbHBIE CyMMBI»

[Togpasnen «KoHTposbHBIE CyMMBDY (CM. pUC. D5) NIpeIHa3HA4YeH Jis MPOBEPKHU

KOHTPOJIbHBIX CYMM U3ACIINA U COITIOCTABJICHUSA 3TUX CYMM C O3TaJIOHHBIMHU CyYMMaMU.

[Toxpasznen «KOHTPOIBHBIE CyMMBI»

PYBUKOH

KOHTponbHbIE CYyMMEI

MpoBEpUTE KOHTPONEHLIE CYyMMbl

MNocnegHAaa nposepka: 2822 Jun 3@ PM

KoHTponbHee cymms 0K

OumBrn
MNpegynpemgeHua

KoHTpOnkEHEIe CYMME! pellaoillix npaeun COB

95352cb721a60f54c59ddbab17db@191 Jetc/snort/rules/attack-responses.rules
4facBac3l1fdac@igoveslbalilcfediad Jetc/snort/rules/backdoor.rules
ccl?7be8d94aedafd3ebbc2@c@7ddelld Jetc/snort/rules/bad-traffic.rules
e58ealclhldd3b5dbdEcladf8acbh969c fetc/snort/rules/chat.rules
094c97341e574d5d5b378e9f6cb52c78  Jetc/snort/rules/community-bot.rules
ae6767a04faagfaffeb280dfoB8casstf  Jetc/snort/rules/community-deleted. rules

Puc. 55

ITpoBepKka KOHTPOJIBHBIX CYyMM IIPOUCXOJHUT IO CIETYIOIIMM KaTerOpUsIM:
1) KOHTpOJsIbHBIE CyMMBI periaromux npasui COB;
2) KOHTpOJbHAs cyMMa (haiiyia KOHPUTypaly MEKCETEBOIr0 dKpaHa;

3) KOHTpPOJIbHBIE CYyMMbI MOAYJIEH.

Pe3ynbrat mpoBepku KOHTPOIBHBIX CYMM OTOOPa)KaeTCsl B BUJIE CAMOUM KOHTPOILHOM
CYMMBI U apeca PEIarUX ITPaBuil.
Jns Hayanma TNpoOBEPKM KOHTPOJBHBIX CYMM HEOOXOJIMMO Ha)KaThb KHOMKY

«IIpoBEpPUTH KOHTPOJIBHBIE CYMMBD).

eI [ =XK/1I04YU.pgh
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B ciydae ycnemHoOd MPOBEPKH H3IENHE BBIAACT coobineHne — « KOHTpOsIbHbIE
cymmbl OK» (cm. puc. 55).
B cityuae BOBHUKHOBEHHSI HEMCITPABHOCTEH MIIM PA3HOUYTEHUH MOSIBITCS COOOIICHHS

B noJsix «Ommbkm» umn «lIpexynpexaenus» (cm. puc. 56).

[Tons «Ommbkn» n «llpegynpexaeHus»

HoHTponbHble cyMMBbl

MPOEEPHUTE KOHTPOMBHHE CYMMbI

MocnegHAs npoeepka: 19:07:00 30 May 2022

OwHOKK
Afusrs/bin/http-gw OwnbBKAa KOHTPOMLHOM CYMMEI

NMpegynpexgeHuA

Puc. 56

4.4, Paznen «CeTpy»

Paznen «CeTh» COOEpXKUT CIEAYIOLIME MOIPA3AEIbI:
1) «IlceBnoHNUMBDY;

2) «I'opstiuee pesepupoBanrue CARP»;

3) «Hactpoiika agantepoBy;

4) «MapupyTs;

5) «Kondwurypamms ARPy;

6) «OSPFy;

7) «BGPy;

8) «VLANSsy;

9) «MocTbiy,

10) «O0benuHeHre uHTepEeiicoBy.

eI [ =XK/1I04YU.pgh
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4.4.1. Tlogpaznen «IlceBmOHUMBD»

[Mompaznen «llceBmoHuMBDY (CM. puC. 57) mpenHa3HaueH Ui 3aJaHus TICEBJIOHMMOB
CeTeBbIX a/ipecoB. JlaHHAsh BO3MOXKHOCTh MPUMEHSETCS Il Ha3HAUEHUSI HECKOJIbKUX CETEBBIX
TICEBIOHUMOB JJIS PA3JIETIEHUs] BHYTPEHHUX PECYPCOB 10 CETEBOMY aJIPECY.

[Tonpasznen «lIceBnoHUMBD)

[Nob6aBnTb HOBbIA NCEBAOHWM:

MnA: |"In:-f2,:,c-—|,-n-.-1 I3:| |‘-\-Ia:+<a CETH: Brnroue O
Tekyuiue NceBROHUMBI:
- LeicTene
eth1:1 192.168.2.12 55.255.0 7 1
eth2: )2 168.3.13 755755255 aﬁ
Nerenga: [¥] AKTMBUPOBaHO (HaxMWTe AnA AeakTueauuy) []eakTMBMPOBaHO (HaXKMUTE ANA aKTUEaL @ Viavennte [ Yoanutt
Puc. 57
B Tabnwie 13 npuBeneHo onmvcadue JIEMEHTOB nofpassena «IIceBmoHnMBbI.
Ta6mmma 13 — Onucanue amemMeHToB noApaseia «lIceBmoHuMbDy
DIIeMEHT Ormucanue
ITone «ms» [Ipeana3znaueHo a5 yKa3aHUs UMEHU MICEBIOHMMA CETEBOTO ajpeca
Tlone «IlceBnorum IP» [Ipenna3zHaueHo JU1s yKa3aHUs aapeca NCeBIOHUMA
Tlone «Macka ceTtn» [Ipenna3HaueHo y1sl yKa3aHUsl MACKU CETH
YexbOoxkc «BIroueHo» [IpennaznaueH A7 BKIIOYCHHSI/OTKIIIOUEHUS JAHHOTO TICEBJIOHUMA

[Ipeana3znaueHa AJig COXpaHEHHs] HACTPOEK MCEBJOHUMA CETEBOTO
Knonka «Jlo6aBuTH> pez a p p g

aapeca
3aroi0BOK C BO3MOKHOCThIO BKJIIFOUEHHS] COPTUPOBKHU B KOJIOHKE
Knomka « ¥ o» TAGIUIIBI
Tabmuma «Tekymue [Ipenna3znauena s 0ToOpaKeHUs CIIUCKA TICEBJOHMMOB CETEBBIX
TICEBJOHHMBI» uHTepdeiicon
YekoOokc «/leiicTBre) [IpennaznaueH A BRIOOpa ONMPeAeNIEHHOTO MICEBIOHIMA

Knonka «3menuth». [Ipenqnaznauena st U3MEHEHHs BBIOPAHHOTO
IICEBJIOHMMA
ﬁ Knonka «Y nanutby. [Ipeana3snadena s ynajieHust BRIOPaHHOTO

» [ICEBIOHNMA

CKAYaHO ¢ —UELGYULeL 7N el
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WNHupopmanus 0 criucke NCeBAOHUMOB CETEBBIX UHTEP(EICOB MPEACTABIECHA B BUIE
TabmuIpbl « TeKylue NceBAOHUMBD) CO CIIEIYIOIUMU NTapaMeTpaMu:

1) «msy;

2) «IlceBnonum IP»;

3) «Macka cetn»;

4) «/lerictBuey.

[Tapametrp «/leiicTBHEe» NO3BOJSET pENAKTUPOBATH WM YIAJUTh BbIOpAHHBIM
NICEBIOHUM B Tabnuue « Tekymiye nceBJOHUMBY.

[Ton Tabnuieli mpencTaBieHa JereH1a BCeX BO3MOXKHBIX JICUCTBUI C ICEBIOHIMAMHU.
4.4.2. Tlonpaznen «['opsiuee pezepsupoBanne CARP (VRRP)»

[Mogpasmen  «l'opsiuee  peseppupoBanne CARP  (VRRP)»  (cm. puc. 58)
MpeaHa3HAYeH IS YCTAaHOBKH TapaMETPOB CHCIHAIBHOTO PEKHUMa pPEe3epBHPOBAHUSA,
MPEIyCMAaTPUBAIOIINNA HAJTMYNE NIBYX YCTPOWCTB, KOTOPBIC, 32 HMCKIIOYCHHUEM CETEBBIX
uHTepdeicoB, HACTPOEHBI OJAMHAKOBO (MpaBWjia, MApUIPYThl, TYHHEIM U T. IL.).
[Ipu 3TOM OIHO W3 YCTPOMCTB HAXOAWTCS B aKTUBHOM pabOYeM COCTOSIHMH, a BTOPOE
B pPE3€pBHOM. AKTHBHOE YCTPONCTBO NEPUOAMYECKU OIOBEIIAET PE3EPBHOE O CBOEM
craTyce. B cimydae ecim akTHBHOE YCTPOMCTBO BBIXOAMT U3 CTPOS M IEPECTACT OTIPABIISATH
OTIOBEIIICHUS, PE3CPBHOEC YCTPOWCTBO MpUHMMAeT GyHKIMH akTuBHOTro. Ilepemada
uH(dopmaIuu 1o cetu yepe3 Komiuieke «PyOnukon» BoccTaHaBiauBaercs. Korma Beieaiiee
U3 CTPOS YCTPOHCTBO BHOBBH OKA3bIBAETCS B pabOUYeM COCTOSHHH, TO OHO OTIIPABJISET
COOOIIIEHUE aKTUBHOMY PE3EPBHOMY O CBOEH paboTocrnocoOHocTH. Pe3epBHOE yCcTpOHCTBO
CHOBA TIEPEXOJ/IUT B MTACCHUBHBIN PEKUM OKUJIAHUA.

[Ipumeuanue. [lng ocymiecTBiaeHUss (GYHKIUM TOPSYETO PE3EPBHPOBAHUS HCIOJIB3YETCS

npoTokou pesepsupoBanust CARP (co3manubiii Ha ocHoBe mpoTokona VRRP (RFC 2281, RFC 3768)).
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[Tonpaznen «I'opsiuee pezepBupoBanue CARP (VRRP)»

FopAvee pezepEMpoBaHHe CARP (VRRFP)

BKNIOYATL DYHKLIMIO TOPAYETD PE3EPBUPOBaHUA
icnonk30BaTe AaHHOE YCTPOWCTEO, KaK MaBHoe

Jajeprka MeskOy 3anpocamM, Cex | |

IP-anpec ayGnupyoLLETD YCTPOMCTRA | |

[Mapont CoegMHEHWA | |

COXpaHWTh | CHHXPOHU3WPOBATL

WHTepdeichl IP-agpec  CoCTOAHWE
GREEN_1(eth0)
GREEN_2(eth1)
GREEN_3(eth2)
GREEN_4(eth3)

0000
D™

Puc. 58

B Ta6J'II/II_[e 13 IMPHUBCACHO OIIMCAHUC IJICMCHTOB I10Apa3aciia ((FOpﬂ‘IGG PEC3CPBUPOBAHUC

CARP (VRRP)».

Ta6muna 14 — Onucanue 3nemeHToB nojapasaena «I opsuee pesepsupoBanne CARP (VRRP)»

DJIeMeHT Ormcanue

YexOokc «BKIIFOUUTE
(GYHKITUIO TOPSIYEro [IpennazHaueH a1 BKIIOYCHHS PYHKIIMHA TOPSYETO PE3EPBUPOBAHUS
pE3EPBUPOBAHUS»
Yexookc «HMcnonp30BaTh
JTAHHOE YCTPOMCTBO, KaK

[TpennazHaueH A7 BKIIOYCHHSI/OTKIIFOUEHUS UCTIONB30BAHUS H3CTUS
B KaueCTBE IJIaBHOTO YCTPOHCTBA

TIIaBHOE»
[Tone «3amepxka MEeXITY [Ipeana3znaueHo 17151 BBOJIA 3a/IEPKKH MEXIY 3ampocaMu 00
3aIpocaMu, CEK» aKTUBHOCTH U3OETINUA

[Ipennasnaueno s ykasanus [P-agpeca ycrpolictBa, KOTOpoe
HaxoauTcs B peepse. [1o ykazanHoMYy apecy OyJeT OCyIIeCTBISTHCS
CHHXPOHHU3AIUsl YCTPOUCTB

CKayaHo ¢ —IRELGULeE/Nole o)

[Tone «IP-anpec
IyOIMPYIOIIETO YCTPOHCTBaY
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DnemMeHT Onucanue
ITone «Ilapons coenunenus» | IlpeaHasHadeHo Juist BBOAA NapoJisi COCAUMHEHUS
KHortka «CoXpaHuTb» [IpenHazHaueHa /111 COXpaHEHUsl yCTaHOBJIEHHBIX [1aPAMETPOB
(YHKLHU TOPSYEro pe3epBUPOBAHMSI
Knomnka
[Tpenna3nauena i1 OOHOBICHUSI JaHHBIX B MOApa3zesne
«CHHXPOHHU3UPOBATHY»
[IpennaznaueHa s BKIIOYCHHS HHTEPEHCOB B CITUCOK
Tabnuua «Ilepeyens pe3epBUPYEMBIX, @ TAKXKE 0TOOpaKEHUsI HHPOPMALIUU O HACTPOSHHBIX
uHTEpPECcoB) unTepdeiicax. Orodbpaxkaercs BUPTYaIbHBINA aJpec U TeKyIIee
cocTosiHUE MHTepdeiica
[Mpennasnauen s uaaukanuu cocrosiaust (BKJI/BBIKII) cepsuca
YekOokc «CocrosiHue pe3epBUPOBaHUs yKa3aHHOro uHTepdeiica. Ecinu ctout ranouka,
uHTepdeiicar yKa3zaHHBIN uHTEpdelic OyneT pe3epBUPOBATHCS B CIydyae OTKa3a
yCTpOICTBA
Knonka «M3mennthy. [Ipennasnadena s nepexoa na CTpaHuIly
KHonka « f7 » pellakTUPOBaHMsI [TapaMETPOB PE3EPBUPOBAHUS BEIOPAHHOTO
uHTepdeiica

Nudopmarus B Tabnuie «Ilepeuenb nuntepdeiicoB» mpeacTaBieHa co ClIeAYOIMMU
napaMeTpamu:

1) «aTepdeicoy;

2) «IP-agpecy;

3) «CocrosiHue».

[Tocne HaxaTusi Ha KHONKY «VI3MEHUTH» OTKPOETCS MEHI0 pEeHaKTHPOBAHUS
uHrepdeiica (cMm. puc. 59). JlanHbI 0JI0K MO3BOJISICT 00aBUTH
BUpTyasbHbI [P-azipec pesepBupyemoro wuntepderica M aKTUBUPOBATh €ro, BbIOpaB
4eKOOKC « BKIIFOUMTH BUPTYaIbHBIN 1p-aagpecy.

J{n1st mpuMEeHEeHUs] HOBOM HACTPOMKHU HEOOXOAMMO HaXKaTh KHOMKY «COXpaHUThHY.

MeHto pegaktupoBaHusi uHTEpdeiica

YCTAHOBKA NapaMeTpoE pe3epEMPOBaHMA ANA MHTepdeidca:GREEN 1

BKNOYUTE BUPTYanbHblil ip-agpec || COXpaHUTb H OTMmeHa |

Puc. 59
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4.4.3. Ilogpaznen «HacTtpoiika agantepoy»

[Monpasznen «Hacrporika aJarTepoBy (cm. puc. 60) MpeIHA3HAYEH
JUIl TPUCBOCHMUS LBETOB CYILIECTBYIOIIMM (PU3MUYECKHMM CeTeBbIM HHTepgencam
(amamTepaM) B COOTBETCTBHUH C I[BETOBOW MOJUTUKOM, MTOJAPOOHO OMMCAHHOMN B TIOIpa3zerie

«HacTtpoiika MEKCETEBOTO AKpaHa» PYKOBOJICTBA aMUHUCTpATOpPA

HIIEIIL.465614.005PA.

[Tompasznen «Hactpolika agantepoBy
PYBMKOH Q 1

HacTpoi#ika agantepos
Wms uHTepdeiica LigeT uHTepdeiica WaMeHUTE

etho GREEN
eth1 GREEN
eth2 GREEN
eth3 GREEN

Tew™

Puc. 60

Nudopmanus B Tabmuie «Hacrpoiika anantepoB» MpeacTaBlieHa CO CISAYIONIUMU
napaMeTpamu:

1) «ms uarepdeticar;

2) «lIBer uaTepdeiicar;

3) xHomKa «M3MEHUTHY.

Knonka «U3MeHUTHY (ﬁ) MO3BOJISIET PEAAKTUPOBATH BHIOPAHHBIM —ajanTep

B Tabsmie «Hactpoiika aganrepoB» (cM. puc. 61).

PenaktupoBanue Tabnuibl «Hactpoiika agantepay

HacTpoiika aganTepoB

WmA uHTepdeiica LUBeT nHTepdeica HMameHnTb
[etn0 | O
eth1 GREEN 7
eth2 GREEN 7
eth3 GREEN 7
Puc. 61

VeI [=XK/1I04YU.ph
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Hoctynen k uamMenenuto napametp «Mms unrepderica» (B popme moss s BBOAA)
u «lBet unTepdeiica» (B popme BbINATAIONIETO CIIUCKA).

JIns coxpaHeHUs] U3MEHEHUM HACTPOEK KaXKJIOTo ajiantepa HEOOX0AUMO HaXKHUMAaTh

KHONIKY «COoXpaHuTh» ( P ).
4.4.4. Tlonpaznen «MapmipyTbD»

IMompazmen  «Mapmipytel»  (cM. puc. 62)  mpeaHasHaueH Il BHECCHHUs

OJICMCHTOB B Ta6J'II/IIJ,'Y MapmpyTru3aiuu U3ACJIHA.

[Tonpasznen «MapupyTbD»

PYBMKOH

MapupyTbi
KoHturypaLis MapupyTos

Hma

AADEC CETH HasHaqeHnA

Macra cerh HasHaseHKa

Apec wniosa

. ethd ~
Mun ceTesoro uHTepeiica

MapLupyTUsaLws no meke
MeTpika

LOBABHTH

CraTHueckue MapwpyTal

Wun Cems Macxa cern NpomexyTourDi agpec  YoTpoiicrso Mema Merpna

routeovpn 192.168.14.0 255.255.255.0 109.1.1 tun0 m

MapwpyTel no 3 (Round-robin), Ges

AGpEC WIS N0 YMOTHaHHI AgpEC W2 N0 YMOMHaHHI
1 2
Bec uapLupyTa Bec uapLupyTa

COXPAHWUTE

Puc. 62

B Tabnuue 15 npuBeneHo onucanue 3IeMEeHTOB nojpaszena «MapiupyTe.

Tabmuna 15 — Onucanue JIeMEeHTOB nojpasaena « MapipyTh»

DIeMEHT Onucanue

Konduryparmus mapmpyTos

IpenHa3HaueHo /ISl yKa3aHHsI KIMEHH CETEBOro MapiipyTa. Mmst
JIOJDKHO COCTOSTH M3 JATUHCKUX OYKB U 1tudp. OHO TpeHa3HaYeHO
JUIs yI00CTBa aIMHHUCTPATOPA U HE BIMSET Ha pabOTy MEXKCETEBOTO
sKpaHa (nayee — MD)

Tloxe «Mma»

[Mone «Anpec cetn
Ha3HAYCHUS»

VeI [=XK/1I04YU.ph
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DJIeMEeHT Onucanue
ITone «Macka cetu [IpenHa3sHayeHo 1S yKa3aHUsI MACKM MapUIpyTU3UPYEMOM CETH.
Ha3HAYCHUS» Macka 3a7aeTcs B IOJIHOM JIECATUYHOM BUJIE

[TpenHazHaueHo I yKa3aHUs CETEBOTO aJipeca epBOro LUII03a,

yepe3 KOTOPbIil OyAeT IPOJIokKEeH MapIIPyT

Brimmagaromuii cnucok «Mms | [pennasnayuen 115 ykazaHusi MMEHHM CETEBOIO YCTPOMCTBA, yepe3
ceTeBoro uurepdericay KOTOpO€ OyJIET MPOJIOKEH MapLIPyT

[IpennaznaueHo Ui yKa3aHus METKU, IPUCBAUBAEMOM TTaKeTy

MEXCETEBBIM IKPAHOM JIJII MAPIIPYTU3AIUH, YIIPABIsIEMOI

MEKCETEBbIM IKPAHOM

[Ipeana3znaueHo ajst yKa3aHusl YMCIOBOTO 3HAUYCHHUS, BIUSIIONIETO Ha

BBIOOP MapuipyTa B KOMIBIOTEPHBIX CETAX

[Tone «Anpec muuro3an

[Tone «MapiupyTusanus 1o
METKE»

ITone «Metpuka»

Knormnka «/{o6aBuTh» JloGaBsiet (coxpaHsieT) yka3aHHble KOH(UTYpaIu B OJ0Ke

Craruyeckue MapipyThl

Tabmuna «CtaTnyeckue [Ipenna3nauena 1 oTobpaxkeHus nHGopManuu o TadauIe
MapIIPyThD» MapHIPYyTU3ALNH U3EIHS

[TpennaznaueHa i yaaueHus: BBIOpAaHHOTO MapuIpyTa U3 IepeyHs

CTaTUYECKUX MapIIPYTOB

Kuonka «Y ganutey

MapupyTsl 10 yMOJIYaHHIO C BO3MOXKHOCTBIO OaancupoBku (Round-robin), 6e3 0Tka30ycTORYNBOCTH

[Tone nonbnoka 1 u 2 «Aapec | [Ipennasnaueno qst BBoja IP-agpeca nuto3a, ncmosib3yeMoro mno
IJIF033 IO YMOJIYaHHUIO» YMOJYaHHIO
[Tone non6noka 1 u 2
«Bec mapmipyray

[Ipeana3znaueHo ajs yka3aHus Beca (IpruopuTeTa BEIOOpa) MapiipyTa

[Mpumeuanue. [lpu 3anonHenun nomuei 1 «Apec mumo3a Mo YMOTYaHUIO» H 2 «AJpec MUTI03a 1o
YMOJYaHHIO» HE00X0IMMO 3anonHATh nois 1 «Bec mapumpyta» u 2 «Bec mapmpyrax. [lpu 3anonnenun Tonbko
1 agpeca 1U1r03a 110 YMOJIYAHUIO — BEC MapUIPyTa YKa3blBaTh HE CIIEAYET.

Tabmuua «CraTuyeckue MapupyTb» € TEPEeYHEM CTAaTUYECKUX MAapUIPyTOB

npesacTasiicHa B 0yioke «CTaTHuecKrue MappyThy (cM. puc. 63).

brok «Cratnyeckue MapIipyThDy

CTaTuueckue MapuipyTel
Wms Cetb Macka ceth MpoMEskyTOMHBIN agpec YeTpocTeo MeTka MeTpuka

routeovpn 192.168.14.0 2552552550 10911 tun0

Puc. 63

HNudopmanus B Tabnuie «CtaTHueckue MapuipyThh» IPEICTaBIeHa CO CIASAYIOUMMHU
napamMeTpamHu:
1) «msy;

2) «Cetby;

CKAYaHO ¢ —UELGYULeL 7N el
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3) «Macka ceTn»;

4) «IIpoMexyTOUHBIN aipecy;
5) «YcrpoicTBOY;

6) «Metkay;

7) «Metpukay.

biok «MapiipyThl 0 yMOJTYaHHIO C BO3MOXHOCThIO OanmaHcupoBku (Round-robin),
0e3  OTKa30yCTOMUYMBOCTH»  COJNEPXKHUT  ONKHCAHHE  MapIIpyTa, YCTAHOBJICHHOIO

10 YMOJTYaHHIO (CM. pHC. 64).

brok «MapuipyTsl 110 yMOTYaHHIO ¢ BO3MOXHOCThIO OanancupoBku (Round-robin),

0€3 0TKa30yCTOMUYUBOCTIY

Agpec wniosa no yu

Bec mapwpy

Puc. 64

4.4.5. Tlonpaznen «Koundurypammst ARP»

[Moapaznen «Kondurypamuss ARP» npennaznauen nisi KOHQUTypaluu MpoOTOKOJa

ARP nns onpenenenust MAC-anpeca o u3BectHomy IP-ampecy (cum. puc. 65).

[Tonpaznen «Kondurypamus ARP»

Koxndmrypaywa ARP
KoHdwmrypaymwa ARP
IP-appec
MAC-aapec

[OOBABWTE

Cnucok sanucen ARP

52:54:00:e1:12:a2

192.168.14.11

192.168.81 52:54.00:e1:02:28

Puc. 65

VeI [=XK/1I04YU.ph
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B Tabauie 16 IIPUBEICHO OIMCaHuE DJIEMEHTOB roJipasziesna

«Kondwuryparms ARP».

Tabmuna 16 — Onucanue anemeHToB nojpaszaena «Kondurypamms ARPy

DJIeMEeHT Ornucanue
Kondurypamus ARP
[Tone «IP-agpec» [Ipeanaznaueno nmns BBoja IP-anpeca
[Tone «kMAC-anpec» [Tpennaznaueno mis BBoga MAC-anpeca

[IpennaznaueHa /i1 BHECEHMs 3anucu o cootBeTcTBuM MAC-aapeca
u [P-anpeca B Tabnuiy ARP. Ilocie HaxaTHs TaHHOM KHOIIKH
koH(puryparus ARP orobpaxaercs B BUJIe CIIMCKa B HIDKHEH 9acTH
okHa (cM. puc. 65)

Knomnka «Jlo6aBuTh»

Crucok 3anuceit ARP

Tab6auia [Ipenna3zHaueHa 411 0TOOpaKEHUS MOJTH30BATEIBCKUX 3aMCEi
«Crmucok 3armuceir ARPy B ARP-Tabauue nzaenus
Kuonka «Y naaute» [IpennaznaueHa Uil yaueHus BbIOpaHHON MOJb30BATENbCKON 3aMucu

Hanuune 3anmceit B Tabmuue ARP MoxHO yBUIeTh, mepeias Ha BKIAAKY
«Cocrosane» — «Cocrositnue cetu». B Onoke wuHpopmanuu «ARP  taGnuma»
0TOOpakaroTCsl COOTBETCTBYIOILME 3alUCU-cONoOcTaBieHus. JloOaBineHHass Ha BKJIAQJKe
«Cetp» — «Kondurypauss ARP»  3anuce snemeHTa  TaOmuubl — MapKUpyeTcs
JOTOJIHUTENBHO (prtaroM «M». DTO MoKa3bIBaeT, YTO 3aluch J100aBJIeHA HA MMOCTOSHHOM
ocHOBe (cM. puc. 66).

[Ipumeuanue. B cinydae omubo4yHOro BBOAA MapamMeTpoB OyIeT BbIIAHO COOOIIEHHE

0 HEBO3MOXXHOCTH co3/ianus Tpedyemort ARP-3ammcu B Tabmnutie.

bnok nndopmanuu «ARP tabnuia»

eth0
eth0
eth0

Puc. 66

CKAYaHO ¢ —UELGYULeL 7N el


Пишущая машинка
Скачано с

Штамп


74
HIIEII.465614.005P11

4.4.6. ITogpaznen «OSPF»

[Mogpaznen «OSPF» (cm. puc. 67) mnpeaHaszHadeH ISl YNPaBICHUS CIIyKOOH

JWHAMUYECKOW MapupyTu3anuu no nportokony OSPF.

[Tonpaznen «OSPF»

ra

PYBWKOH Jal La

OSFF
Kowndurypauxa OSPF
ExmsounTe cnyxGy OSPF
WaeHTemeaTop MAPWPYTUZaTOPa
napons cnyxbu OSPF
SEMIOUNTE PACTIpeasneHre

CTATHUECEME M3PLDYTOE
obHapyREHNE COBAMHEHWA

COXPAHWTE

COCEOHME CETH C MOAKMKHEHHEIMA M3PWRYTHITOPAMH

Aapec ceTH 3oHa (area D) Onncanme
CocegHue yanel
WneHTwdmeaTop MapWpyYTWZaTOpa Lol =T
NOBABWTE
OBwme cetn
Anpec ceTh OfnacTe Onmucakne

[AOBABMTL

Kond@urypausa untepdeicoe OSPF

- W
MeuTepd=ic =0
MpwoputeT (pricrity) - NpropuTer exbopa esygeneHHoro MapwpyThzaropalDR)
CTOMMOCTe (Cost) - MpwopuTer exfiopa wwTepdedca
broadeast W
THN CETH
Pexum ayTeHTHGIMKIUHN
Eez nognncn
o NoAnKCs cooBLEHIR
KNy ayTeHTRbMEILMA
Kmiou noanwce cooBuwenmi
COXPAHWTE
HuTepheickl
MHurepdeic MpuopuTet CTOMMOCTE MHTEpdMeiCE THN CETH Fexnm ayTeHTudncaLmn OedcTeme

Puc. 67

eI [ =XK/1I04YU.pgh
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[Toapaznen «OSPF» coctout u3 cieayromux 0J0KOB:

1) «Konduryparmmss OSPF» —3amanue mapameTrpoB ycTpoiicTBa (OCHOBHOTO Y3I1a)
B aBTOHOMHOI cucteme OSPF;

2) «CocenHue ceTH C MNOAKIIOUEHHBIMU MAapIIPyTHU3aTOPAMWU» — 3a/IaHUE  CETEH,
B KOTOpBIE Oy IyT MEepeIaBaThCcs aHOHCHI O MapIIPYyTax;

3) «Cocennue y37bD» —3a/laHUe MapaMeTpoB coceAHux Mmapiipytuzatopo OSPF
JUTSL B3aUMOJICHCTBHSI C HUMH Y BBIYHCIICHHS 2(()EKTUBHBIX MAPIIPYTOB;

4) «O061ume cetn» — ceTu, HHPOopMaIrs 0 KOTOPhIX aHOHCUpYyeTcs 1o mpoTtokory OSPF;

5) «Konduryparmst unrepdericoB  OSPF» — HacTpoiika cereBbIX uHTepdencoB
YCTPOWCTBA, UCTIONB3YEMBIX ISl B3AUMOJICUCTBUS 110 TTpoToKoiy OSPF;

6) «aTepdeiicen — ceTeBble MHTEPPEUCH], Yepe3 KOTOpble OyaeT MpPOU3BOIUTHCS

OTOBEIIEHHE JIPYTUX Y3JIOB.
4.4.6.1. brnok «Kouduryparus OSPF»

B Tabmune 17 npuBeneno onucanue 3neMeHToB 0s1oka «Konduryparus OSPF.

Tabnuua 17 — Onucanue snemenToB noapasaena «Kongurypauus OSPF»

DIeMeHT Onucanue

YekOoKC

[TpenHaszHayeH g BKIOUYEHUA/OTKIIIOUeHUs ciy:k06l OSPF
«Bximrounts ciyx6y OSPF» pest g y

[TpennasHaueHo A yKa3aHus UIAEHTH(PHUKATOpa MapIIpyTH3aTopa
OSPF. Unentudukarop MapuipyTiusaTopa — UACHTUPHUKATOP B CETH,
OJIHO3HA4HO omnpeaensaomux Mapumpyruzarop OSPF. [lonyctumo B
[Tone «Mnentudukarop KayecTBe UJIeHTU(UKATOpa UCTIOIB30BaTh KOppeKTHHIN [P-anpec B

MapIIpyTHU3aTOpa» ¢dopmare nocie0BaTeIbHOCTH YEThIPEX JAECATHUHBIX YUCET,
pazaenieHHbIX ToukaMu. OOBIYHO, B KaueCcTBE UACHTUPHUKATOPA
ucnonb3yercst Haubonpmii [P-anpec cpenu unTepdeiicon
MapILIpyTU3aTopa

[Tone «ITaponb cayxObI
OSPF»

YexOokc
«BKIJIFOUNTH pacrpeiesieHne
CTaTUYECKUX MapUIPYTOB)

YexO0KC [Ipenna3zHaueH BKIFOYCHUS/OTKITIOUEHHUS UCTIOIB30BaHUS PEKUMA
«OOHapy)eHHe COeTMHECHUS» | OTCISKHUBAHMS CBsI3U mpu padoTe cimyk061 OSPF

[IpennaznaueHo 1uig yKkazanus naposis ciyxos1 OSPF

[Tpenna3HaueH Ui BKIIOYCHUS/OTKIIIOUSHHS pacIipeesieH s
CTaTUYECKHUX MapIIPyTOB
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4.4.6.2. brok «CoceqHue ceTH ¢ MOAKIIOYEHHBIMU MapIIpyTU3aTOPAMIU)

brnok «CocenmHue ceTu ¢ MNOAKIIOYEHHBIMU MapIHIpyTHU3aTOpaMu» MPEACTaBICH
B BUJIC TTOJICH /1711 BBO/IA, OOPA3YIOIIUX TaOIHITY, KOTOPast COAEPYKUT CITMCOK BCEX JIOCTYITHBIX
ceTeil.

Tabnuira nmpeacTaBiIeHa CO CISAYIOMUMH JOCTYITHBIMHU TIOJISIMHE JIJ1s1 BBOJIA!

1) «Aapec cetn» — npeaHazHaueHo 111 BBoja |P-aapeca cety;

2) «3ona (area ID)» —npenHazHaueHO UIE  BBOAA  MACHTU(UKATOpa  30HBL
Nnentudukarop MoxeT OBITh yKazaH B ACCITHYHOM dopmare Wiaud B GopMmaTe 3aIvcu
IP-anpeca;

3) «Onucanuey — npeIHa3HavueHo i BBOJIA KPATKOIO OIMCAHMSI CETH.

I[J]H I[O6aBJ'ICHI/IH HOBOHN CETH C BBCACHHBIMH IIapaMCTpaMHU H€O6XOI[I/IMO ITIOCJIC

3aMO0JHEHUS NOJIeH TaOIHIIbI HAXaTh KHOMIKY «J{00aBUThHY.
4.4.6.3. brok «CocenHue y3IIbI»

bnok «CocenHue y3ibl» MpeCTaBiIeH B BUE MOJIEH 1715 BBOIA, 00pa3yoLMX Ta0IuILy,
KOTOpasi COEPKUT CIIMCOK BCEX JOCTYIHBIX Y3JI0B.

Tabnuna npeacrasieHa co CIEeIYIOIUMU JOCTYTHBIMU MOJISIMU JIJIs1 BBOJIA:

1) «Maentudukarop MapuipyTuzaTopa» — npeaHasHaueHo nis BBoja |P-agpeca
MapIIpyTU3aTopa,

2) «Onucanue» — MpeaHa3HaueHo JJIs BBOAA KPATKOTO OMKCAHUSA y3J1a CETH.
Jlnist toGaBJIeHNsI HOBOTO y3J1a CETH C BBEJICHHBIMH ITapaMeTpaMH HE0OXO0IUMO TocIie
3aI0JIHEHUA ToJIeH TaOaMIIbl HaXkKaTh KHONIKY «Jl00aBUTEY.

4.4.6.4. brok «O01me ceTm»

brok «O0mue ceTny npeacTaBieH B BUAE MOJICH /7 BBOAA, 00pa3yoIuX TabuIly,
KOTOpasi COACPIKHUT CITUCOK BCEX OOIUX CETEH.
Tabnmira nmpeacTaBiIeHa CO CICAYIOMUMHU JOCTYITHBIMU TOJISIMHU ISl BBOJA!

1) «Anpec cetn» — npenHazHaueHo sl BBojia IP-anpeca cetu;
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2) «ObnacTe» — MpeAHa3HAYEHO JJI BBOJIa UIeHTU(PHKaTOpa 30HbI. aeHTudukarop
MOJKET OBITh YKa3aH B lecATUYHOM dopMmate miu B popmare 3anucu [P-agpeca;

3) «Onucanuey — npeaHa3zHaAYeHo JJIsl BBOJA KPATKOTO OMMCAHUS CETH.

Jlnst moGaBieHUS HOBOW CETH C BBEICHHBIMHU TapaMeTpaMH HEOOXOAMMO IOCHE

3aI0JIHEHUS TTOJIeH TaOIUIIbl HaXKaTh KHONIKY «J100aBUTEY.
4.4.6.5. brnok «Kondurypanus unreppeiicos OSPF»

brnok «Kondurypamust unrepdeiicoe OSPF» (cwm. puc. 68) comepkuT crmucok

BCEX MHTEP(EHCOB.

bnok «Kondurypanus unrepdericos OSPF»

KoHtpurypauma uHTepdeiicoe OSPF

» ethO
MHTepdenc ”
MpuopuTeT (priority) - MNpuopuTeT BriDopa BblAeNeHHOro MapLpytmiatopa(DR)
CTOMMOCTb (Cost) - MpuopuTeT Bbifopa HHTEpDEACa
broadcast ~

THIN CETH

PeXuM ayTeHTUHKALWMK
Be3 noanucK
C NOANWCHID COOGLIEHWIA

Koy ayTeHTMDHKA LMK
Koy noanuck cooGLLIeHHi

COXPAHNTE

Puc. 68

B Tabmumne 18 mnpuBeneHo omwmcaHue dSjeMeHTOB Onoka «Kouduryparms

unrepdeiicoB OSPF».
Tabnuma 18 — Onucanue snementoB 01oka «Kondurypauus uarepdeiicos OSPF»
DJIeMEHT Onucanue
Brimanmaromuii Ciicox [Ipeana3nauen a1 BeIOOpa uHTEpdEiica 1 UCIOIb30BAHUS 11O
«UnuTepdeiicy nporokosy OSPF
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DeMeHT

Onucaunue

[one «Ilpuopwuter (priority) -
[Ipuopuret BoIOOpa
BBIJICIICHHOTO
mapipytusaropa (DR)»

[TpennasHaueH /i BBOIa HOMEpa IPUOPUTETA BBIOOPA BBIIEIEHHOTO
MapupyTtusaropa. Jlnanazon 3HaueHuii: ot 1 no 254

[Tone «CtoumocTs (cost) -
[Ipuopurer BeIOOpa
uHTepdeiican

[Ipeana3nauen AJig BBO/IA MapaMeTpa ONpeAeIIsIIOIIEero NpeAnouTeHUs
1o npoxoxaeHuto Tpaduka. B anropurme OSPF npenycmaTtpuBaetcs
MOKa3aTesib CTOMMOCTH UCIOJIb30BAaHUSI MapIIpyTa yepe3 JaHHbIN
untepdeiic. [Ipu cpaBHeHHH IBYX MapLIpyTOB, OyeT BRIOpaH TOT, IS
KOTOpPOTO CyMMapHasi CTOMMOCTh OyzeT MeHbIne. [Ipu 3Tom He
00s3aTeNbHO, YTO HAa IAHHOM MapIIPyTHU3aTOPE JYUIIHi MapIpyT
OyZeT MpoxXoauTh Yepe3 uHTepdeiic ¢ MUHIMAIILHON CTOMMOCTEIO.
JlonmycTruMmpbl 11es109ucIeHHbIe 3HaYeHus oT 1 1o 65535

Brinamaronmii cnucok
«Tun cetny»

[TpennaznaueH s BbIOOpa OJJHOTO U3 CIAEAYIOLIUX [apaMeTPOB!
— broadcast;

— non-broadcast;

— point-to-multipoint;

— point-to-point

Pexum ayrenTudukanmm

Yexookc «be3 moamucm»

[Ipennasnauen s BeiOOpa MeToa ayTeHTuukanun «bes moamucny.
3HayeHue «be3 nmoanucw» ycTaHaBIUBAeTCs B CIIydae OTCYTCTBUS
ayTeHTUUKAITTT

YexbOoKce
«C moanuceo cooOIeHUID)

[Tpennasnauen g BbiOOpa MeToa ayTeHTUpuKaun «C nonIcho
coobieHuit». Mcnonp3yercs B ciiydae ayTeHTU(UKAIIMM Ha OCHOBE
MDS5 HMAC. B ciryuae BbIOOpa JAHHOTO peKuMa ayTeHTHU(PHUKALMN
Heo0X0IMMO 3a/1aBaTh Takxke napamerp «Kirou noanucu cooOmeHuin»

TTone «Kirou
ayTeHTU (UK

[TpenHazHaueHo /Ui BBOJA KJIFOYA, UCTIOIB3YEMOTO IS
OCYIIECTBJIEHUS ApOJIbHON ayTeHTU(UKALUKU. JlomycTUMBIMU
3HAYEHUSIMU SIBJIIOTCS CTPOKU all(paBUTHO-IIU(PPOBBIX CUMBOJIOB
(sratuHCKuM andasut u 1udps! 0-9) MHOM 10 8§ CUMBOJIOB

Tlone «Karou moanucu
COOOILIEHUTT»

[Ipeana3znaueHo ajsi BBOJA KIFOUYa, UCMOJIB3YEMOTO JIJIsl 3aIIUThI
coo0mieHu#t ¢ momoipto anropurtma MD5S HMAC. JlonycTumMbIiMu
3HAYEHUSMU SBISIFOTCS CTPOKH all(haBUTHO-IIM(PPOBBIX CUMBOJIOB
(matuackuit andasut u ubpsl 0-9) rHON He 6oJee 16 CHMBOJIOB

Knonka «CoxpaHutb»

[IpenHazHaueHa /11 COXpaHEHUs BBECHHBIX U3MEHEHUH B
KOH(Urypauuu

4.4.6.6. brox «uTepdeiiceny

Tabnuna «HTepdeiice» ¢ mepedyHeM BcexX A00aBJICHHBIX B JaHHOM IMOpa3fese

unTepdeiicoB npeacrasinena B 0ioke «Muarepdeiicen» (cM. puc. 69).
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brok «MHTEpdEtich

Mntepeicsi
HHTeppeic MpuopHTeT CTOMMOCTE HHTEPDEHCa THN CETH PexXuM ayTeHTUdHKAL MM DeficTeue
eth3 5 20 non-broadcast Bes noanucn

Puc. 69

Nudopmamuss B Ttabmune «MHTepdeicey mpeAcTaBieHa CcO  CIEAYIONIMMHU
napameTpamu:

1) «uTepdeiicy;

2) «IIpuopurer»;

3) «CroumocTb unTepdeicar;

4) «Tum cetny;

5) «PexuM ayTeHTU(DUKAIUNY,

6) «/leicTBue».
B cronbue «JleiictBue» wuHbopmarmonHon Ttabnuibl «UHTEepdelicey HaxaTHe

Ha KHOTIKY «Y TaJIuTh» ( @ ) MO3BOJISIET YAQJIUTh BHIOpaHHBIN UHTEPGEHC.
4.4.7. Ilonpaznen «BGP»

[Toppazmen «BGP» (cm. puc. 70) mnpegHazHaueH Uisi YIpaBICHUS CIY>KOOi
TUHAMUYECKOM MapIpyTH3aluy 1o nportokony BGP.

[Toxpasmen HacCTPOMKH CTy>KObI AMHAMUYECKON MapIIpyTH3aIlnu 1o npoTokoiny BGP
COCTOMT U3 TpeX OJIOKOB:

1) «Kondwuryparus BGP» — 3ananne napameTpoB y3ia B aBToHOMHOM cucteme BGP;

2) «O0mue ceTwm» — Ha3HAUEHUE CETeH, KOTOphle OyAyT aHOHCHUPOBATHCS COCEIHUM
y3naM-mapiipyrtuzaropam BGP;

3) «Cocennue y37bD» —3aJlaHUE TApaMeTPOB COCEAHUX MapmipytuzatopoB BGP

JUIs1 B3aUMOJICHCTBHSI C HUMU M BBIYUCITICHUS 3(PPEKTUBHBIX MAPILIPYTOB.
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[Tonpaznen «BGP»
AU
KoMMeHTapwi
Homep aBTOHOMHOMA yAANEeHHOH CUCTEMBI Bec mMapwupyta
Puc. 70

4.4.7.1. brnok «Koudurypanus BGP»

B tabimue 19
«Konduryparus BGP».

IMPpUBCACHO OIMuCaHuc JJICMECHTOB nmoapasacia

Tabnuna 19 — Onucanue sanemenToB nojapasaena «Kondurypamus BGP»

DIeMEHT

Onucanue

Yexooxc «Bxiarounts BGP»

[Ipenna3znaueH A1 BKIIOYEHUS/BRIKITIOUEHUS C1yKOb1 BGP

[Tone «nentuduxarop
MapIIpyTHu3aTopa»

[IpennasnaueHo ans BBoja uaeHTU(UKaTopa MapmpyTusaropa BGP.
JlonycTimo B KauecTBe UIEHTU(UKATOPA UCIIOJIb30BAaTh KOPPEKTHBIH
IP-anpec B popmare mociieoBaTeIbHOCTH YETHIPEX JECATUYHBIX
YuCe, pa3ieIeHHbIX ToukaMu. OOBIYHO, B KaYECTBE UACHTHU(UKATOpA
ucnonws3yetcs Hanbonpimii [P-aapec cpeau unrepdeiicon
MapLIpyTU3aTopa

[Tone «Homep aBTOHOMHOM
CUCTEMBI»

Ipeana3sHaveHo I BBOJIa HOMEPa aBTOHOMHOM CHCTEMBI, KOTOPOi
MPUHAJIEKAT MapIIPyTU3aTOpP (IHarna3oH BO3MOKHBIX 3HAUCHHI
paBeH 1 — 65535: s myOIMYHBIX HOMEPOB MCIIOIB3YETCS UAMa30H
1 — 64495, nas npuBatHbIX 64512 — 65535)

Knomnka «CoxpaHuThb»

[Ipenna3HnaueHa s COXpaHEHUs] BHECEHHBIX M3MEHEHUI

VeI [=XK/1I04YU.ph


Пишущая машинка
Скачано с

Штамп


81
HIIEII.465614.005P11

4.4.7.2. biok «O01ume ceTn»

bnok «O6miue cetn» mpeacTaBieH B BUAE MOJIEH IS BBOJA, 00pa3yIonuX TaduILy,
KOTOpast COAEPKUT CITUCOK BCEX JOOABIEHHBIX B IAHHOM TOJIpa3/iesie CeTei.

Tabnuma npeacTaBieHa co CIEAYIOMUMU JOCTYITHBIMH MOJISIMU JJIsI BBOJIA!

1) «Aapec cetw» —npeaHasHaueHO s BBojga IP-ampeca ceru, MapuipyTHas
nHbOpMaIMs 0 KOTOPOil OYET paclipOCTPAHITHCS;

2) «KommeHTapuin» — npeaHa3HayeHo 715l BBOJA OMMCAHUS CETH.

I[J]H ,Z[O6aBJ'ICHI/IH HOBOHN CETH C BBCACHHBIMHA IIapaMCTpaMHU H€O6XOI[I/IMO ITIOCJIC
KOPPCKTHOI'O 3aIIOJIHCHUA oJieu Ta6JII/IIlBI Ha’>XaTb KHOIIKY «I[O6aBI/ITB».

JlobGaBieHHass ceTh OyaeT oToOpakeHa B JIaHHOM Tabmmme (cM. puc. 71),

r7ie BMECTO KHOMKH «Jl00aBUTH» OyJeT NOCTyMHAa KHOMKA «YJaTuTh» (ﬁ), Ha)XKaTue

KOTOPOM IO3BOJIMT yIaJIUTh JOOABIECHHYIO PAHEE CETb.

bitox «O01mme cetny

O6wwne ceTH

ALpec ceTn KoMMeHTapuit
192.166.2.0124 coment )

Puc. 71

4.4.7.3. bnok «CocenHue y3ibh»

brnok «Cocennue y3ibD» MpPEACTaBICH B BHUJE MOJIEH sl BBOAA, OOpasyrolIux

Ta6J'II/II_Iy, KOTOpasda COACPIKUT CIIMCOK BCCX I(O6aBJ'IeHHBIX B JIaHHOM ITOAPAa3acJIC y3JIOB.
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Tabnuia npeacTaBieHa co CIeAYIOIUMU JOCTYITHBIMU TOJISIMU ISl BBOJA!

1) «nentudukaTop MapuipyTU3aTopa» — NpeaHa3HaueHo i BBO/Ia UACHTU(DHUKATOPA
MapIIpyTH3aTOpa, KOTOPOMY OYIyT MepenaBaThCsi COOOMICHUSI O MapUIpyTax MO MPOTOKOITY
BGP. JlomyctumMo B KadecTBe HIACHTU(UKATOpa HCIOIB30BaTh KOpPpeKTHBINA |P-ampec
B ¢opmare MOCHeIOBATEIFHOCTH YEThIPEX MACCATUYHBIX YHCEIN, Pa3/IeNeHHBIX TOYKAMH.
B o6miem ciyyae B kadecTBe MACHTH(UKATOpa UCIOJB3yeTCsl Hanboubiuii IP-ampec cpenu
uHTEepENCOB MapIIPyTH3ATOPA,;

2) «Homep aBTOHOMHOM yJIaJIeHHOW CHCTEMBbD» — IPEHA3HAYEHO JIJIsl BBOJIa 00JIacTH,
KOTOpOMl NPHUHAUICKUT cocenHuid MapupyTtuzatop BGP. Jlomyctumbl — 3HAY€HUS:
ot 1 10 65535. Ilpu 3ToM 3HaueHus oT 64512 10 65535 cunTarOTCs YaCTHBIMU M HE JTOJKHBI
AHOHCHUPOBATHCA B TJI00AIBHYIO CETh,

3) «Bec MapuipyTta» — npeHa3Hau€HoO AJs BBOAA NpUOpUTETa Uil MapupyTa. Bec
MaplIpyTa — [I0Ka3aTellb,  ONPENENSIOIMNA  MPUOPUTET  BhIOOpa  MapupyTa  4epes
HacTpamBaeMblii coceqHuii mapiipytuzarop BGP. Uem Bbimie Bec mapmipyrta, Tem Oosee
MIPEANOYTUTEIBHBIM SIBJISIETCSl MapIIPyT uepe3 JaHHbIM coceaHuit y3en. JlomycTuMbIMU

3HAUYEHUSAMM SIBJIIOTCS LeJIble urcia B auamna3one ot 0 qo 65535.

Jlnst no0GaBiieHHsT HOBOTO y371a ¢ BBEJCHHBIMH IMapaMeTpamMu HEOOXOIUMO TOCIIe
KOPPEKTHOTO 3aITOJTHCHHMS TIOJICH TaOIUIIbI HAKaTh KHOMIKY «Jl00aBUTHY.

JloGaBneHHbIN y3en OyaeT oToOpakeH B JIAaHHOM TaOJMIle, TJIe BMECTO KHOIKHU
«J1lo6aBuTE» OyIET MOCTYITHA KHOMKA «YJAIWTh», HAKATHE KOTOPOHW TMO3BOJHT YyIATUTh
n00aBJICHHBIN paHee y3ell.

HpI/IMC‘-IaHI/Ie. B CJIiyda€ BBOIAa U TMNPUMCHCHHA HCKOPPCKTHLIX IIapaMCTPOB, BBIBOIHUTCSH

cooOrieHue 06 omuoke (cM. puc. 72).

Coobmienue 06 ommoke 610ka «CoceTHUE Y3ITbD»

HeBepHbiil naeHTUbHKaTOp cocena
HeBepHas yAaneHHas aBTOHOMHERA CUCTeMa

HesepHas yaneHHan aBTOHOMHaA CHCTEMa
HeBepHbii BeC

Puc. 72
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4.4.8. Ilogpaznen « VLANs»

[Mogpaznen «VLANs» (cm. puc. 73) mpeaHaszHadeH sl CO3AaHUS BHUPTYaTbHBIX

nokanbHbIX ceTeit (VLAN).

[Toapaznen «VLANSs»
PYBEUKOH o
Cnucok VLAN
W CeTb Macka ceTn Anpec WneHTudmkaTop VLAN WnTepdeiicsl
Nerexpa f Wamerns ] Yaanuts
Puc. 73

WNudopmarus o mepevyHe BUPTYaTbHBIX CETEBBIX HHTEP(EHCOB MpeCTaBICHA B BUC
tabnuipl «Crnucok VLANY co crieayronimu napaMmeTpaMu:

1) «Ams»;

2) «Cetby;

3) «Macka ceTn»;

4) «Anpecy;

5) «nentudukatop VLANY;

6) «HTepdeiich.

Kunonka «W3mMeHUTHY (a) npeJHa3HayeHa JJisd Tepexoda Ha CTpPaHUIly
pEAaKTUPOBAHUS W W3MEHEHHUs CYUIECTBYIOUIETO B MEPEeYHE BHUPTYaIbHOIO CETEBOIO

uHTepdeiica.

Knonka «Ygamute» () npenHa3HaueHa Ui yJIajeHus] U3 TepeyHs BBIOPAHHOTO
BUPTYaJbHOIO CETEBOr0 UHTEpeiica.

Knonka «Jlo6aBute VLAN» mo3BOMSIET mNEperTH Ha CTpaHUIYy CO3JaHUS
M HACTPOWKH HOBOIO BHUPTYaJbHOTO ceTeBoro wuHTepderica (cMm. puc. 74). JlanHas
CTpaHuIa MpeIHa3HauYeHa JJIsl HACTPONKY BUPTYaJIbHBIX JIOKATBHBIX CETeH HAa KaHAJILHOM

ypoBHe mojenu OSI npu co3nanum JT0ru4ecKoil TOMOJIOTHU CETH.
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4.48.1. Crpanuna co3aHds M HACTPOMKM HOBOTO BUPTYAJIHOTO CETEBOIO

uHTepdeiica

Crtpanuna co3jaHusi ¥ HaCTPOMKH HOBOT'O BUPTYaJIbHOTO CETEBOr0 UHTEp(erica

Macka ceTu
Appec

Moenmudukarop VLAN

BrrioyeH 802.1q
BKroueH 802.1q

BKroueH 802.1q

Lo R = D

°T @ D M

Brnoyed 802.1q

Puc. 74

Jlnst co3maHMsi WM HACTPOMKM HOBOTO BUPTYaJbHOTO CETEBOTO HWHTEepdeiica
HEO00XO0JIMMO 3aaTh CIEAYIOIIUE TapaMeTPhl B MOJAX:

1) « M — UMs1 BUPTYaIbHOTO CETEBOT'O aIanTepa, aCCOMUPOBAHHOTO C BUPTYaIbHOMN
nokanbHOM ceTbtio VLAN. [lomyckaercs umsi U3 JATUHCKUX OYKB BEPXHETO U HIDKHETO
peructpa u 1udp ot 0 10 9;

2) «Cetb» — IP-anmpec BupTyanpHOM JoKabHOM ceTu. Jlomyctum koppekTHsIil [P-anpec
ceTH, coqieprkanuii 0 B Mutaiimx OMTax auarnas3oHa, mokpeiBaemoro IP-mackoif;

3) «Macka cetn» — IP-mMacka BupTyasibHOM JIOKaIbHOM ceTu. JlomycTrMa KOppeKTHast
IP-macka B opmaTe AECATUIHON 3aMUCH YEThIPEX OAUT MACKH, Pa3ICIICHHBIX TOUKAMU;

4) «Anpec» —aapec,  KOTOpbI  TpPUHMMaeT caM  KoMmIuieke  «PyOukon»
B HacTpauBaeMoM BUpTyainbHOU JokabHOM ceth VLAN. Jlommyctum koppekTHbiid [P-anpec,
MIPUHAJIEKAIMI TUANa30Hy, onpeaeneHHomy moseM «Cetb» 1 «Macka cetn;

5) «nentudpuxatop VLAN» —uaeHtudukatop, NpUCBAaUBACMbId  BUPTYAIbHOM
nokaibHOM ceth VLAN cormacHo cranmapty 802.1q (VLAN ID, VID). Homyctumo

nenounciaensoe 35auenue ot 0 qo 4095.
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Taxxe ¢ NOMOLIBI0 4YEKOOKCOB HEOOXOAMMO BbIOpaTh CETEBblE MHTEPQEICHI,
KOTOpBIE OYIyT MCIOJIB30BATHCA MPH CO3aHUH BUPTyanbHOM cetn VLAN.

[Ipu BBIOOpE UCTIONB3YEMBIX CETEBBIX MHTEP(PEICOB HEOOXOJUMO YUUTHIBATH, UTO:

— HacTpaWBaeMbIi CETeBON MHTepdelic mpu co3laHuu BUpPTyanbHOU cetn VLAN
He OyneT umeTh cereBoro IP-agpeca, moaToMy agMUHUCTPATUBHBIH UHTEp(DENiC HeNb3

BKJIIOYATh B CIUCOK MHTEP(ECOB, UCIIONB3YIOMUXCS MPHU CO3IaHUU BUPTYaAIbHON CETH

VLAN;

— B TOM cCJy4yae, €CJIM HacTpauBaeMbIl CETEBOM HHTepQeiic HuCHob3yercs
MPU CO3JaHUU HECKOJbKHUX BUPTyalbHbIX cereil VLAN, To 1 3TOro CeTeBoro
uHTep(eiica HEOOXOAUMO aKTHBHPOBaTh 4ekOOkc «802.1Q» nns mpuMeHEHHs] TAaHHOTO

MIPOTOKOJIA K HHTEp(DEHcCy.

[Ipumeuvanus:

1. B cnyuyae BBOJAa HEKOPPEKTHBIX IMapamMeTpoB HACTPOWKH BUpTyanbHOM cetn VLAN mocrne
HaxaTusi Ha KHOMKY «Jlo0aBUTH» OyJeT BBIBEIEHO COOOIIeHHe 00 ommOKe, a cama BUpPTyalbHas CETh

VLAN no6asnena ve Oyjer.

2. [Ipotokon 802.1q mpeanonaraer TermpoBaHue Tpaduka s Tepenadn  HHOpMaIH

0 TpHHAUIeKHOCTH ceTeBoro nakera K VLAN mo cersim cranapra IEEE 802.3ab Ethernet.

4.4.8.2. Crpanunia peaKTupoBaHusi UHTEpQeiica BUPTYaTbHOM JIOKAILHON CETH

Crpanuna penaktupoBaHusi uHTepdelica BUPTYaJbHOM  JIOKAJIBHOW  CETH
(cM. puc. 75) mpenHa3HaueHa I BHECCHHMsS W3MCHEHWH B HacTpoliku uHTepderica
CYyLIECTBYIOIIEN BUPTYAJIbHOM JIOKAJIbHOM CETH.

[Tons u mapaMeTphl, JOCTYIHBIE K PeIaKTUPOBaHUIO MHTEepdeiica CyliecTByoen
BUPTYyQJIbHOM JIOKaJbHOW CETH AaHAJIOTMYHbl (KpoMe wu3MeHeHus mnons «Mmsy)
IIPEACTABICHHBIM Ha cTpaHule «CTpaHuIa CO3/1aHMs U HACTPOMKHA HOBOTO BUPTYAJIBHOIO

ceTeBoro uHTepdeiicay u noapoOHo onucansl B 11. 4.4.8.1 HacTOsAIIErO TOKYMEHTA.

[Ipumeuanue. HepoctynmHoe ans u3menenus nose «Mms» 0003Ha4€HO CEPhIM IIBETOM.
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Crpanuna penakTupoBanust UHTepdeiica BUPTyanbHOU JTOKAIBHOU CeTU

MmA WLAN1O
CeTb 11.0.0.0
Macka ceTu 255.255.255.0
Anpec 11.0.0.1

WoeHTMbukaTop VLAN 10

eth0 BrroyeH 802.1q
eth1 BrnodeH 802.1q
eth2 BrnoyeHs 802.1q
eth3 BRMKYEH Y 802.1q
COXPAHATbL
Puc. 75

4.4.9. Tlogpaznen «MocTbD»

[Togpazmen «MocTb» (CM. puc. 76) mO3BONISIET OOBEAWMHWTH JBAa WM Oosee

cermeHToB cetu Ethernet B oquy L2 cers.

[Tonpaznen «MocTbi»

CNHUCoK MOCTOR
NOBABUTE MOCT
Wmn Cetb Macka cetm Anpec WHTeppeiicol
Nerexna ' amenmts ] YoanuTs

Puc. 76

HNudopmanus o nepedyHe MOCTOB MpeACTaBlieHa B BUAE Ta0IHIbl «CIIHCOK MOCTOBY»
CO CJIEAYIOLIMMHU MapaMeTpaMu:

1) «msy;

2) «Cetby;

3) «Macka cetn»;

4) «Anmpecy;

5) «uTepdeiich.

VeI [=XK/1I04YU.ph
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Knonka «W3meHUTH» (a) IpeaHa3HayeHa JUisi [epexoJa Ha CTPaHHUILY

PCAAKTUPOBAHNA U NI3MCHCHU, CYIICCTBYOIICTO B IICPCUHC MOCTOB.

Knonka «Ypanuts» (EI) MpenHa3HayeHa Ui yJnajeHusl U3 MepeyHs BBIOPAHHOTO
MOCTA.
Knonka «J/lo0aBuTh MOCT» TO3BOJISIET TEpPEeHTH HAa CTPAHUIy CO3TAHHS

¥ HACTPOMKHU HOBOT'O MocTa (CM. pHc. 77).
Crpanuiia co3gaHust MocTa

KmA

CeTb

Macka ceTH

Anpec
eth0 BrnwoyeH
eth BrnwoyeH
eth2 BrniodeH
eth3 BenwyeH

3abnoKMpoBaHHEIe HHTepdenCE] ABNAKTCA AOMWUHUCTPAaTHEHEIMH MMM MCNONL3YIOTCA

NOBABWUTE

Puc. 77

[Io 3aBepiieHHIO HACTPOWKHM HOBOTO MOCTa HEOOXOJUMO HaXaTh KHOIKY
«Jlo6aBuThy. [Ipu BBeIeHUN KOPPEKTHBIX HACTPOCK aBTOMATUUYECKH MTPOU30MIET BO3BpAT
Ha cTpaHully nojpaszaena «MocTel», HOBBIM MOCT OyaeT no0aBiieH B Tabiuily «Chucok

MOCTOB» U NOCTYIICH JIJIA PCAAKTUPOBAHUA.

[Ipumeuanue. Ha crpanuiie pegakTUpOBaHUS U U3MEHEHMsI CYIIECTBYIOLIETO B MEPEYHE MOCTa

AOCTYIIHOC JIs1 U3BMCHCHUS I10JIC «Ms1» 0003HAYEHO CCPBIM LIBECTOM.

4.4.10. IToapaznen «O0benuHECHUE HHTEP(]EICOB

[Togpazmen  «OObenunenne  mHTEpdeiicoBy  (cMm. puc. 7/8)  mpeaHa3Ha4YeH

JUTS 3aJ1aHKs KOHUTrypanyuu o0beuHEeHs HHTEP(EncoB.
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[Moapaznen «O0benuHenrue naTephencon

PYBWUKOH Ja HH

o] pol of iR MHTEphedcos

IP-agpec obbeguHEHHA

Macka obbeguHEHNA

Yactora monuTopuara ARP kanana

IP-agpec ana ARP MOHWTOPUHIA

YacTtoTa MOHWTOPMHra Kadana Mil

3Japepxka nepeq OTKNYEHEM HHTEpdeAca

3 nepeg SKnH uHTepdei

Pexum obbeguHeHHA

0 (balance-rr) hd

ethl
ethd
ethl
eth2
eth3
ethd
eths
ethé
eth?
ethd
tund
3&5]10}{"[.‘0 EdHHbIE HHTEpd}eﬁcbl AENAKTCA aAMHHUCTPATHEHLIMMA WIMKW HCNONbL3IYHTCA

COXPAHWTE

HuTtepdencn obbeguHerua

3apepwra 3apepwka
Hmna Appec Pemxum obbeguHEHNA :;n:'.m"m IPW‘: nni;ARP :em HEE WHTepdpeiicel  [ledcTEne
WHTEp(reAca MHTEppeca
Puc. 78
B tabimue 20 MPUBEICHO OIMCaHue DJIEMEHTOB nojpaszesna

«O0benHeHne HHTEP(HENCOBY.
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Ta6muma 20 — Onucanue 35eMeHToB noApasena «OobeauHeHne HHTepPeiicoBy»

DJeMEHT

Onucanue

ITone «IP-ampec
00BETUHEHND)

ITpenna3naueno ams BBoga ooduero IP-agpeca 1 00beAMHAEMBIX
uHTepdeiicoB. IP-anpec, KoTopslil OyJeT Ha3HAUEH BUPTYATbHOMY
ceTeBoMy HHTEpPeiicy, 00beTUHSIONIEMY CETeBbIe HHTEP(DEUCHI
KoMIuiekca «Pyoukon». JlonmycTUMO HCIIOIB30BaTh KOPPEKTHBIN
IP-anpec B popmare nociiej0BaTeIbHOCTH YEThIPEX JECITUYHBIX
YHCEI, PAa3/IeNICHHBIX TOUKAMHU

TTone «Macka 00be TUHEHUSD)

[TpennaznaueHo i BBoja obmieid IP-macku st 00be TMHSIEMBIX
unTepdeiicoB. Macka, onpeenser Auana3oH aapecoB B MOJCETH
arperupoBaHHBIX UHTEPPEHCOB B (popMaTe YEThIpEX AECITUIHBIX
YHCeNl, pa3JIeJICHHbIX TOUKAMHU

[Tone «Yacrtora
MoHutopunra ARP kananay»

[TpennaznaueHo /i BBoJa yacToThl MOHUTOpUHIra ARP kanana (B
MIWLIHCEKYH1ax). ARP MOHMTOpUHT nepuon4ecku IpoBepsieT Ha
CETEBBIX KapTax BO3MOKHOCTb IIpHUeEMa U nepegauu tpaduka. s
nposepku renepupyrorcs ARP 3anpocsl, oTiipasisieMble Ha afpec,
ykaszaHHbIl B noiie «IP-anpec nis ARP MonuToprHray. BeikiatoueH 1o
YMOJYAHHUIO

[Tone «IP-ampec nnst ARP
MOHHUTOPHHT

[Ipeanaznaueno nmst BBoja IP-aapeca st ARP monutopunra.
Hanpuwmep, [P-agpec yka3biBaeTcst He Kak 4MCIO, a Kak CTPOKa B
dopmate XxxX.XxxX.XxX.xxx (g [Pv4). Ha atu agpeca Oyayt
ornpasisaThes ARP 3ampocsl, i onpeenenrs BO3MOXHOCTH
npueMa-nepesadyn yepes3 HHTepgeicsl

ITone «Hacrora
MoHUTOpHHra kanaina MID»

IIpennasHaueHo s BBoa nepruoaudyHoctd MII MoHuTOpHHra (8
MULIHCEeKyHIax). Onpenenser, Kak 4acTo OyAeT MPOBEPATHCS
COCTOSIHME JIMHUU HA HAJIMYKE OTKA30B. BBIKIIFOYEH IO YMOJIYAHUIO

[Tone «3anepkka nepen
OTKJIIOUEHHEM UHTepdericar

[Ipeana3znaueHo J1s1 BBOJIA BPEMEHHU 3a/IEPKKH (B MIJITUCEKYHIAX )
nepes OTKIIIoUeHUEeM uHTepdeiica, ecim mpousomesn cooit
COEIMHEHUS. DTOT apaMeTp aKTUBEH TOJIBKO MPH 3a/laHHOM
3HaueHuH 4actoTbl MII MoHMTOpHUHTIa 1 3HAaYEHHE TapaMeTpa JOJIKHO
OBbITh KpaTHBIM 3HaUeHUsIM 1oJisg «YacTora MOHUTOpUHTa KaHasia MIIy

[Tone «3anepxka nepen
BKJIFOUCHUEM UHTEpderica

[IpenHa3HaueHO AJIsl BBOJA BPEMEHH 331ePKKH (B MIJUTHCEKYH/1aX)
nepes TeM, Kak YCTaHOBUTb COEIMHEHNE IPU OOHAPYKEHUHU
BOCCTAHOBJIEHMSI KaHaJla. JTOT [TapaMeTp aKTUBEH TOJIBKO IPU
3aIaHHOM 3Ha4yeHnH 4acToTel MII MOHUTOpHHTE, 3HAUEHNE TapaMeTpa
JIOJDKHO OBITH KPaTHBIM 3HAUEHUM 1o «HacToTa MOHUTOPUHTA
ka"asia MII»

Brimagarommii coiucox
«Pexum o0beTMHEHUAY

[TpennasHaueH i BbIOOpa pesxuMa 0ObeAMHEHUS, B KOTOPOM OyIyT
COrJIacOBaHHO paboTaTh BeIOpaHHbIE HHTEpdeichl. JlocTymeH mis
BbIOOpA OIMH U3 CIEAYIONINX PEKUMOB!

— «0» (balance-rr) — pexxum OGalaHCUPOBKH (COBMECTHOTO
UCIIOJIb30BaHus MHTEP(EICOB ¢ ypaBHIUBaHHUEM MPOITYCKHOM CIIOCOOHOCTH),
B KOTOPOM CETEBBIE MTAKEThI TOOYEPETHO OTIPABIIAIOTCS Yepe3
UHTEpQEICh], BKIIOYEHHBIE B 00beTMHEHNE. J|aHHbIM pexkM o0ecrieurnBaeT
OTKa30yCTONUYMBOCTh M OaJlaHCHPOBKY Harpy3KH;

— «1» (active-backup) — pexxum, mpu KOTOPOM HUCTIONB3YETCS TOJBKO
OJIMH ceTeBor MHTEp(eiic (AKTUBHBIN), 2 BTOPOH, Pe3EPBHBIA,
MOJIKITFOYAETCS TOJILKO MPY OTCYTCTBHUHU MEPEIauu uepe3 MepBblil. JJaHHBII
PEeKUM 00ecIieurBaeT 0TKa30yCTOWYHBOCTD
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DeMeHT

Onucaunue

Brimagaromnmi cuucox
«Pexum 00beTuHEHUS

— «2» (balance-xor) — pesxum 6anaHCHPOBKH (COBMECTHOTO
WCIOJIb30BaHUS MHTEP(PEHCOB C YpaBHUBAHUEM IPOITYCKHON
CIOCOOHOCTH), B KOTOPOM PEIlIeHHE O HAIIPABIIEHUHU CETEBbIX ITAKETOB
gyepe3 y4acTBYIONINX B 00beAMHCHUH HHTEP(EICh MPUHUMAETCS Ha
OCHOBAHUU BBIYUCIICHUS (DYHKLMHU B3SITUS OCTaTKa OT JAEJICHUS Ha
KOJIMYECTBO Pe3ePBUPYEMBIX HHTEP(HEHCOB OT ABOMYHOM Omepanuu
XOR MAC-anpeca ucrounnka u MAC-aapeca HazHaueHUs. J[aHHBIN
PEeKUM 00€ecIIeurBaeT OTKA30yCTOWYHBOCTD U OAJTAHCUPOBKY
Harpy3KH;

— «3» (broadcast) — pesxuM, mpu KOTOPOM BO BCE CETEBLIE
uHTEepEichl, BXOIIINE B 00beAMHEHUE, IEPEAAIOTCS OJJTUHAKOBEIC
CEeTeBbI€ MAKEThI, YTO 0OECIIEUNBAET OTKA30yCTONUNBOCTh MPHU
BO3MOKHOM BBIXOJI€ U3 CTPOSI OHOTO M3 KaHAJIOB Iepe/IadH;

— «@» (802.3ad) — pexumM, mpu KOTOPOM BO3MOKHA OPTaHH3ALIUS
pe3epBUPOBaHUS KaHAJIOB BO B3aUMOJICUCTBUH C IPYTUM YCTPOKHCTBOM
«Py6ukon». CeTeBble MMaKeThl MEPEAAIOTCS Yepe3 0OUH cemesol
unmepgeiic, HO TIOCTIE TIOTEPH CBS3H Iepeada MaKkeToB
OCYIIECTBJISIETCS Yepe3 Apyrou cereBoi nHTepderic. JlaHHbIA pexum
oOecrieurBaeT 0aTaHCUPOBKY HATPY3KHU;

— «5» (balance-tlb) — pesxxum GaaHCHPOBKHM (COBMECTHOT'O
WCIOJIb30BaHUs UHTEP(PENCOB C ypaBHUBAHHEM MPOITYCKHOMN
CIIOCOOHOCTH), B KOTOPOM pEIICHUE O HAMPABICHUHN UCXOISIINX
CETEBBIX MMAKETOB Yepe3 YYACTBYIOIIUX B 00beTUHEHUH UHTEP(EICHI
MIPUHUMAETCSl HA OCHOBAHHH TEKYIIEH 3arpy3ku KaHana. Bxomasmiie
CeTeBbIe MAKEThI IPUXOAIT Ha TEKYIIYIO CETEBYIO KapTy (mepBast 1mo
cnucky B konoHke «uTepdeiicb» Tadbnuisl « MHTEpdeiicht
o0beMHeHus»). Ecnu oHa BRIXOAWT U3 CTPOS, TO Apyras ceTeBas
kapTa (cremyroias 1o cnucky) ycranasiauBaer MAC-aapec
BBILLIEIIEH U3 CTPOS;

— «6» (balance-alb) — B oTiiuuy OT MPEABIAYIIErO PEKUMA TaHHbIH
PEXUM OCYIIECTBISIET OaTAaHCHPOBKY BXOJSIIIUX CETEBBIX MAKETOB.
Pexxum G6anaHcHpOBKH (COBMECTHOTO MCIIONB30BaHUS HHTEPGEHCOB ¢
YpaBHUBAHHEM MPOITYCKHOW CIIOCOOHOCTH), B KOTOPOM PELICHHE O
HaIpaBJIEHUU CETEBBIX MMAKETOB Yepe3 YUACTBYIOUIUX B 00bETMHECHUH
uHTepQeich NPUHUMAETCSI HA OCHOBAHUH TEKYILEH 3arpy3Ku KaHaja
1 ARP-0TBeTOB npuHUMAarOIIEro y3ia. banancupoBka BXOISAIINX
CETEBBIX ITAKETOB PaCIpPELIIIeTC MEXKTy 00 TMHEHHBIMH
uHTepdeiicaMmu mocnea0BaTeIbHO.

YekOokc «*umsa cemesoeo
unmepgetica*y

[Ipenna3nauen a1 BHIOOpA HEOOXOIUMBIX CETEBBIX MHTEPPEHCOB IS
NalIbHEHIIEr0 00bEAUHEHNUS.

3a0510KMpOBaHHBIE HHTEPPEHCHI ABISIFOTCS aIMUHUCTPATUBHBIMU WITH
UCIIOJIB3YIOTCS

Tabmuma «MuaTepdericet
00bETMHEHU S

[TpennaznaueHa Jist OTOOpakeHUs CO3JaHHBIX aIMUHUCTPATOPOM
uHTEepQEICcCOB B TaHHOM MOApaszfene

Kuonka «3MeHUTD)

[Mpenna3HaueHa A1 epexo/1a Ha CTPAHUILY PeAaKTHPOBAHUS
W3MEHEHUs, CYIIECTBYIOMIEro nuTepdeiica

Kuomnka «Y naaute»

[IpennasHaueHa i yJaueHus U3 epeyHs CO3AaHHbBIX HHTepdelicoB
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4.5. Paznen «CmyxOb»

Paznen «Ciyx0bD» COACPKUT CIETYIOUTUE TI0IPA3IEIIbI:
1) «IIpokcmy;

2) «FTP nocpennuky;

3) «Cepsep DHCP»;

4) «3amath UMEHA XOCTOBY;

5) «CepBep BpeMeHN»;

6) «Orpannyenue Tpapukay;

7) «IIpoBepka JOCTYIMHOCTH Y3JIOBY.
4.5.1. Ilogpaznen «IIpokcm»

[lopgpaznen  «lIpokcw»  mpegHazHayeH Ui NEpeHANpaBiieHUs  Tpaduka
IIPOKCU-CEPBEPA U €0 U3MEHEHUS.
[Tonpaznen «IIpokcu» cocTOUT U3 CIAEAYIONINX OJIOKOB M CEKIIMIA:

1) 610k «HacTtpoiikny, KOTOpbIil BKIIIOYAET B CEO4:

— cekuuio «OO01me napaMmeTpoy;
— cekunio «IIpokcu BepXHETro ypoBHS»;

— cexuuto «HacTpolku KypHaIUPOBAHUS».

2) 0ok «PacimmpeHHble HaCTPOMKHU», KOTOPBIN BKIFOYAET B CEOSI:

— CEKILHIO «YTIPaBJIECHUE KILLIEM»;

— cekuuto «IlopThl Ha3HAUYCHUSY;

— cekuto «KoHTpoJb 1ocTyna o apecy;
— cekuuto «Knaccueie pacmmpenust (CRE)»;
— ceknuro «Crucoxk URL ¢unbrparumy;

— cekuuio «OrpaHuveHue o BpeMEHn»;

— ceKkuuio «JIuMuThl nepegauny;

— CCKIHUIO ((PGFy.]'IHpOBaHI/Ie 3aKa4YKu»,
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— cexuuto «Punbtp MIME THIIOBY;

— ceknuro «Beb-0paysep»;

— ceknuio «KonduaeHmanbHOCThY;

— cexnuro «Redirectorsy;

— cekuuio «MeTtoj ayTeHTU(DUKAITUN»;

— cexuuio «BxirounTs B3aumoneiicteue ¢ cepsepom ICAP»;

— CEeKIHI0 « BKIIOYNTh PrIIBTpaIliio CKPUIITOB Ha JOTIOTHUTEIIHHOM TTOPTY.
4.5.1.1. brnokx «HacTtpoiiku»
bnox «Hactpotikm» (cM. puc. 79) npeaHazHaueH Jisi HACTPOMKH IMPOKCU-CEPBEPA.

biok «HacTtpovikn»

PYBMKOH

HacTtpoiku
VIHTEpHET NPOKCH:

O6wmne napameTpbl
BrnioyeHo Ha nepsom SENEHOM
WHTepdeice:

TopT NPOKCH-CEpBEpa:

OCTAHOBNEH

MpospadHblil pexum Ha SENEHBIW:

BuaumMoe UMA XocTa: @

A3bIK cooBLUEHHIT 06 oLIMGKaX: English v E-mail aaMMHUCTpaTopa K3La: @
[n3aiiH coobLueHnit o oLMbKax: IPCop v

CKPbIBATL MHHOPMALMIO O BEPCHK:

MpoKcH BEPXHEro YPOEHA
Mepechbinka aapeca Npokck:

Mepecbinka IP-aapeca KnexTa:

MNepeckinka UMeHW NONbL30BaTENA:

MpenoTepallaTs COEAMHEHNA
CEA33HHLIE C NEPEHANPABNEHNEM
AYTEHTUDUKALMK:

HacTpo#Ki KypHanupoBaHUA
JKypHan BKIH4EH:

8 3T0 none MOMeT ObiTb NYCThHIM.

Bepcua Squid Cache:

MpoKCH BEPXHETD YPOBHA (XOCTNOPT) @
M5 nonb3oBaTens ANA BhILLECTOALLETO
NPOKCH: @

Maponb Ans BbILUECTOALLETO NPOKCH: @

3anuck 3anpocoB:
3anuck useragents:
3anuck username:

Puc. 79

eI [ =XK/1I04YU.pgh
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B nanHoM 05i0ke MpUCYTCTBYEeT HH(pOpMandoHHOe mnoje «VHTepHEeT MPOKCH:»
oToOpaXkaroIiee CTaTyC IpOrpaMMHOTO MpoIiecca MPOKCH.
JlaHHBIN MPOIIECC MOKET HAXOJIUTHCS B COCTOSTHUU:

—— «OCTAHOBJICH»,

— «GanyuicH».
B cocrosHun «GallymcH» AOIIOJIHHUTCIBHO 0T06pa>{<aeTcsi 00bEeM 3aHMMaeMOM

IIPOLIECCOM MaMSTH.
4.5.1.1.1. Cekuus «OOumMe napamMmeTpb»

Cexmust «OOume mapamerpsl» (cM. puc. 80) mpeaHazHayeHa JJIsi BBOJAA OOIIUX

HACTPOEK MPOKCH cepBepa.

Cekust «OO011IH€E TapaMeTPh»

OblHe NapaMeTpLI
BKIKMEHO Ha Nepsom SENEHOM UHTepdeiice Mpo3paukiii pesxum Ha SENEHEIA:

BuaumM a0
E-mail aMHUHICTPATOPA K3La: @

Bepcua Squid Cache: [46]

Puc. 80

B Tabiue 21 MIPUBECHO OIMICaHHE DJIEMEHTOB CEKIINU

«O01uMe mapameTpbl».

Tabnuna 21 — Onucanue aneMeHToB cekiuu «OO0I1Ime mapameTphb

DIeMeHT Onucaunue

YexbOokc «BrimroueHo Ha
[Ipenna3zHaueH AJ19 BKIIOYEHUS/OTKIIIOUCHUSI CITY>KObI TIPOKCH-CepBepa

nepsom 3EJIEHOM .
. Ha IepBOM 3eJIeHOM uHTepdeiice
uHTepdeiice»
[Tone «ITopt [TpennasHaueHo A7 BBOJAa HOMEpa CETeBOro MopTa, Ha KOTOPOM
MTPOKCHU-CEPBEPA» paboTaet ciyk0a MPOKCU-CEpBEpa

Brmanmaromuii cnucok «3bIk

N [IpenHaszHadeH qig BEIOOPA A3BIKA COOOIIEHUI 00 OIIMOKAX
CO00IIIeHU 00 OIIHOKaX) pea a p m

[Ipeana3nauen aJis BBIOOpA OAHOTO M3 BAPUAHTOB JU3aHA
coo01IeHuit 00 ommnoOKax:

— IPCop;

— CranpapTHbli

CKAYaHO ¢ —UELGYULeL 7N el

Brimanmaromuii Ciicox
«JIu3aiin cooOmieHui 00
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DeMeHT

Onucaunue

Yex6okc «CKpbIBaTh
UH(POPMALIUIO O BEPCUN»

[TpennaznaueH ajs BHIOOpA BKIFOUSHUS/OTKITFOUEHUST OTOOPAXKEHUS
UHGOPMAIIMU O BEPCUU NPOKCU-CEPBEPA

Yekooxke «IIpo3paunsbrit
pexum Ha 3EJIEHBIN»

[IpennaznaueH a7 BEIOOpA BKIFOUSHUS/OTKITFOUCHUS CITYKOBI
MPOKCHU-CEPBEpa B MIPO3PAYHOM PEIKUME. ITO MO3BOJSET UCKIIOUYUTh
HE00X0IMMOCTh HACTPOMKHU MapaMeTpoB POKCH-CcEepBepa
10JIb30BATEJIEM Ha CTOPOHE KIIMEHTA

Tlone « Bumnmoe uMs xoctay™

[TpenHazHaueHo Ui BBOJA UMEHHU y3J1a IPOKCU-CEPBEPA, KOTOPOE
OyJeT nepeaHo KIMEHTY NMPU HOJKIIOYCHUH

[Tone «E-mail
aJMHHHCTpaTOpa K3Ima»™

[IpennaznaueHo Ui BBOJA aJipeca 3IEKTPOHHOM MOUTHI
aJIMUHUCTpaTOpa MEXaHMU3Ma KAIIMPOBAHHUS MMPOKCU-CEpPBEpa

NHbopmaioHHOE 1ojIe
«Bepcust Squid Cachey

[IpennaznaueHo uig 0TOOpaXkeHus: THGOPMAITUU O BEPCHH
IIPOKCH-CEpBEpa

* —Jlonas, He 00s13aTENbLHBIE K 3aII0IHEHHIO

4.5.1.1.2. Cexuus «IIpokcu BepXHETo ypOBHS»

Cekuus  «IIpokcu

JUTSl HACTPOMKHU MapaMeTPOB BEPXHEYPOBHEBOTO MTPOKCH CEpPBEPA.

MpokcK BepXHero ypoBHS
Mepechbinka agpeca NpokcH
binka |P-aapeca KMenTa,

biNKa MMEHK NOMb30BaTENH
all|aTh COEMHEHNUA CBA3AHHBIE C NEpPEHaNpPABNEHHEM
(PHKALIMK.

BepXHEero  ypoBHs»  (cM. puc. 81)  mpemHazHaueHa
Cexkrus «IIpokcu BepXHETo ypOBHS»
MPOKCH BEPXHETD YPOBHA (XOCT:NOPT) @
MMA nonb3osartens ana BbILWECTOALLETO NPOKCH. @
-‘dﬂDrb ANA BbILECTOALLETO NPOKCH. @
Puc. 81
MIPUBEJICHO OTIHICAaHUE AJIEMEHTOB CEKIINH

B Tabimue 22

«IIpoxcu BEpXHETO YPOBHSI.

Tabnuna 22 — Onucanue meMeHToB cekiuu «lIpokcu BepXHETro ypoBHS»

DneMeHT

Ormnucanue

YexbOoKce
«Ilepechinka agpeca MPOKCU

[Ipenna3naueH A BHIOOpA BKITFOUEHUS/OTKIIFOUCHHUS TIEPECHUTKH
aZpeca MPOKCU-CEPBEPY BEPXHETO YPOBHs

Yexooxc «Ilepecpiika
IP-anpeca kiueHTa»

[Ipenna3znauen a1 BBIOOpA BKIIOUYEHUS/OTKIIIOUCHHSI TIEPECHUTKH
IP-anpeca kiMeHTa IPOKCU-CEPBEPY BEPXHETO YPOBHS

YekoOoxke «Ilepecpinka uMeHN
TI0JIB30BATEIS

[Ipenna3znaueH a1 BHIOOpA BKIIOYEHUS/OTKIIFOUCHHSI HEOOXO0IUMOCTH
MEPECHUIKY UMEHU I10JI30BATEN IPOKCU-CEPBEPY BEPXHETO YPOBHSA

CKAYaHO ¢ —UELGYULeL 7N el
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DeMeHT

Onucaunue

YekOoxc «IIpenoTBpamars
COCUHECHHUS CBSI3aHHBIC
C IIEpEeHaIpPaBICHUEM
ayTeHTU(UKALUU»

[TpennaznaueH 15 BBIOOpA BKIFOUCHUS/OTKITIOUCHUS
MPEIOTBPALICHHS COSAMHEHU, CBA3aHHBIX C TIEpEeHaIpaBICHUEM
ayTeHTU(DUKAIIH

ITone «IIpokcu BepxHero
YPOBHS (XOCT:IIOPT)»*

[TpennasHaueHo A7 BBOJA ajpeca U mopTa il IPOKCH-CepBEpa
BEPXHETO YPOBHSI

Tlone « UM nosnp3oBaress Uit
BBIIIIECTOSIIETO MTPOKCH» ™

[TpenHazHaueHo Ui BBOJA MMEHH I10JIb30BATENS ISl IPOKCU-CEPBEpA
BEPXHET0 YPOBHS

[Tone «ITapons pist
BBIIIECTOSIIIETO TPOKCH» *

ITpenna3HaueHo A1 BBOJA [1apOJIsd IPOKCU-CEPBEPA BEPXHETO YPOBHS

* —Tlons, He 00sI3aTeNbHBIE K 3aII0IHEHHIO

4.5.1.1.3. Cekuus «Hactpoiiku xKypHaTupOBaHU

Cexmusa

«Hactpoiikn

JUTSL HACTPOMKHU MapaMeTpOB KypHAITUPOBAHUS.

HacTpoWKM XKypHanupoBaHUs
JKypHan BKINioYeH

KypHanupoBanus»  (cM. puc. 82)  mpeaHa3zHAUYEHA
Cexuums «HacTpoliky )KypHaIupOBaHU»
3annce 3anpocos
Puc. 82
IPUBEIEHO OnMCcaHue AJIEMEHTOB CEKLINH

B Tabiue 23

«HacTpolikn )KypHanupOBaHUs».

Tabnuna 23 — Onucanue 2IeMEeHTOB ceKIuu «HacTpoiiku KypHaTupOBaHUS

DneMeHT

Ormnucanue

YexbOoKce
«KypHan BKIIOUYEH»

[Ipeanaznauen a1t BBIOOpA BKITIOUYEHU S/ OTKIIIOUCHHS
KYpHAITMPOBAHUS COOBITUI TPOKCH

YekOoxc «3anmch 3arpocoB»

[Ipenna3nauen A BHIOOpA BKITFOUEHUS/OTKIIFOUCHUS 3aITUCH
3anpocoB HTTP B sxypHai

Yex0OoKc
«3anuchk useragentsy»

[Ipenna3nauen aJis BHIOOpA BKITFOUYEHUS/OTKIIFOUCHUS 3aITUCH
napaMeTpa TUIla TI0JIb30BaTENbCKOTO MPHIIOKEHUS (TTapaMeTp
«useragent») B )ypHal

Yek0oKC «3anuch username

[TpennaznaueH a7 BRIOOpA BKIFOUSHUS/OTKIIFOUEHUS 3aMUCA UMEHU
MoJIb30BaTeNs (mapaMeTp «USernamey) B KypHal

Kuonka « O4uCTUTE K31

[Ipenna3zHaueHa JJIst OYMCTKHU (aiiia, CO34aBaeMOTO MTPOKCH-CEPBEPOM

Knonka «CoxpaHuTb»

[Ipenna3zHaueHa i1 COXpaHEHHS BBEJICHHBIX JIAHHBIX U ITapaMeTPOB

CKAYaHO ¢ —UELGYULeL 7N el
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4.5.1.2. bnok «PacmmpeHHbIe HACTPOUKIY

biok «PacmmpeHHble HACTPOMKWY MPEAHA3HAYEH JUIsl HACTPOMKH JOTIOJHUTEIIBHBIX
I1apaMeTpOB.

B koHI1le JaHHOTO 6J10Ka MPUCYTCTBYIOT KHOMKU «OUUCTUTD KD U « COXPAaHUTHY.
4.5.1.2.1. Cexuust «YpaBieHHE KIIIIEM»

Cekmust «YmpaBineHue kdmem» (cMm. puc. 83) mnpeaHa3HaueHa i HaCTPONKH

MapaMeTpOB KAIIUPOBAHUS.

CGKHI/IH «anaBneHHe K31IeM»

YnpaeneHue kawem

Pa3mep k3113 B naMaty (MB) Pasmep k3wa Ha HDD (MB

CTpateria HCnonb30BaHWA NaMATH:

CTpaTteria 3ameHbl B Kalue

LRU

LRU

MakcumanbHbii pas o0bekTa (Kb).

He K3LUMPOBATHL 3TH JOMEHBI (OfWH B CTPOKE): @

BKMIOYHTL BBTOHOMHBIA PEXUM

Puc. 83

B Tabiuue 24 MIPUBECHO OIMICaHHE DJIEMEHTOB CEKIINU

«YTIpaBiI€HUE KAIIEM).

Tabnuna 24 — Onucanue IEeMEHTOB CEKITUHU « YTIPABIICHUE KAIIIEM»

DIeMeHT Onucanue

[Tone «Pa3mep kama
B namsitu (MbB)»
[Tone « MuHUMaIIBHBIN
pa3mep oobekrta (kb)»

HpeJ:[Ha3Haquo AJId BBOJIa pasMEpa Killla B IIaMsATH

[Ipeana3znaueHo aJisi BBOJIa MUHMUMAIIBHOTO pa3Mepa 00beKTa

[IpennaznaueH s BbIOOpa OJJHOTO U3 CIEAYIOLIUX MTapaMeTPOB:

- 16;
BrImagarommii cnucok .
.| =32
«KomugectBo cydaupexTopuit 64-
1_ - ]
TO YPOBHSD» _ 128:
— 256

VeI [=XK/1I04YU.ph
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DeMeHT

Onucaunue

Brimagaromnmi cuucok

[Ipeanaznauen A BbIOOpA OAHOTO U3 CIEAYIOIIUX TapaMETPOB:
- LRU;

«Crparerus ucnosp3oBanus | — heap LFUDA;
[amsATH» — heap GDSF;
— heap LRU

Brimanmaromuii ciucox
«Crparerus 3aMeHBI B K3LIE»

[Ipeanaznauen A BbIOOpA OAHOTO U3 CIEAYIOIIUX TapaAMETPOB:
- LRU;

— heap LFUDA;

— heap GDSF;

— heap LRU

YekxbOokc «Brirrounts
ABTOHOMHBIH PEKUM)

[TpennaznaueH s BRIOOpA BKIFOUCHUS/OTKIIFOUCHUS aBTOHOMHOTO
pexuma

[Tone «Pa3mep krma
Ha HDD (MB)»

HpeleasHaquO AJid BBOJIa pasMEpa Kamla Ha ) KECTKOM IUCKE

ITone «MakcuMaIbHBIN
pasmep oobekTa (Kb)»

[TpennasHaueHo A7 BBOJA MAaKCUMAIILHOTO pa3Mepa 00beKTa

[Tone «He kammpoBaTe 31
JIOMEHBI (OJIUH B CTPOKE)»*

[IpennasHadeHo U1 BBOJIA IEPEYHS JOMEHOB BPYUHYIO

* — I1ons, He 00sA3aTENBHBIC K 3aIOTHEHUIO

4.5.1.2.2. Cexnus «ITopThl Ha3HAYCHUS

Cexmust «IlopTel HazHaueHus» (cm. puc. 84) mnpemHasHadeHa IS HACTPOWKH

napameTpoB IMOPTOB.

MopTEl HasHa4YeHUA

Pa3pelleHHblE CTAHAAPTHBIE NOPThI (OOMH B CTPOKE):

80 # hitp

443 # https
1025-65535 # unprivileged ports
Squids port (for icons)

B tabmnuite 25

«HOpTBI Ha3HaA4YCHU).

Cexuust «IIopThl HA3HAYECHUSY

Pa3spelleHHble SSL nopThl (OOWH B CTPOKE):

443 # hitps
8443 # alternative hitps

Puc. 84

IMPHUBCACHO OIMKuCaHuc IJICMCHTOB

VeI [=XK/1I04YU.ph

CEKIIUH
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Tabnuua 25 — Onucanue 35eMeHToB cekiuu «IlopThl Ha3HAYECHUS

DJeMEHT Onucanue

[Tone «Pa3pemiennnie
CTaHJIapTHbIE OPTHI [TpennasHaueHo A7l BBOJA Pa3pELICHHBIX CTaHAAPTHBIX IOPTOB
(OJTMH B CTPOKE)»
[Tone «Pa3pemennsie SSL
HOPTHI (O/IMH B CTPOKE)»

[Ipeana3znaueno ajst BBoJia pa3penieHHbix SSL-mopTos

4.5.1.2.3. Cexnmst «k KoHTpOIIb OCTYyTIA TIO aipecy»

Cekmust  «KouTpons jgoctyma 1o azapecy» (cM. puc. 85) mpeaHa3zHayeHa

IUI HACTPOMKHU ITapaMeTpOB JOCTYTIA 10 3apaHee 3aJaHHBIM aJpecaMm.

Cexknust «KoHTponb 10CTYyNA MO afpecy»

KoHTponk AocTyna no agpecy
Pa3pelleHHble NOAICETH (DAHA B CTPOKE):
10.0.5.0124

3anpeTuTs JOCTYN Yepe3 BCTPOEHHBIR NPOKCK:

3anpeTuTh 4OCTYN Yepes BCTPOEHHBI Npokck K 3ENEHON ua gpymx
NoOCETEN:

e
HeorpaHuyeHHble IP-aapeca (0MH B CTPOKE): @ HeorpaHudeHHble MAC-aapeca (0QMH B CTPOKE). @

i i
Briokupyemeie IP-agpeca (0OUH B CTPOKE). @ Bnokpyembie MAC-agpeca (OfiMH B CTPOKE): @
4 ¥
Puc. 85
B Tabnwuie 26 MIPUBEJICHO OTHCaHue AJIIEMEHTOB CEKIINH

«KoHTpons noctyna no aapecy».

CKauaHo ¢ —IUERGYL L7 ele o)
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Tabmua 26 — Onucanue 351eMeHTOB ceKiuu «KOHTpob JocTyIa 1o aapecy»

DJeMEHT

Onucanue

[Tone «Pa3pemiennnie
nojAceTH (0Ha B CTPOKE)»

[Ipenna3znaueHo 1J1s1 BBOJIa pa3pelIeHHBIX noacere. s Bcex
MEePEUYMCICHHBIX MOJICETEN pa3pellieH JOCTYII K MPOKCU-CEPBEPY

[Tone «HeorpanunyeHHbie
IP-anpeca (onuH B cTpoKe)»™

[Ipeanaznaueno amust BBoja IP-aapecos. [l Bcex KIMEHTCKUX
IP-anpecoB aToro cnmcka OyayT AEHCTBOBATH CICAYIOIINE
OTpaHUYCHUSI:

— OrpaHUYCHUE BPEMCHH,

— MpeAeTbHBIC Pa3MeEPHI TS 3alIPOCOB HA 3arpy3Ky;

— peryiMpoBaHUE 3arpy3Ku;

— MpoBepka Opaysepa;

— ¢unbtp MIME THIOB;

— ayTCHTH(UKAIHS;

— OJIHOBPEMEHHBIN BXOJ] OJTHOTO MOJIb30BATENs Ha Pa3HbIX
AIIEKTPOHHO-BBIYHUCIIUTEILHBIX MallMHAX (nanee — 9BM)
(IOCTYIIHO, €CJIM BKJIFOUYEHA TPOBEPKa MOJIMHHOCTH )

[Tone «bmokupyemeie
IP-anpeca (ouH B cTpoKe)»™

[IpennaznaueHo g BBoja |IP-agpecos, Bce 3apochl OT KOTOPBIX
OyyT 3a0JIOKMPOBAHBI

YekOoKC «3ampeTuTh T0CTYII
4epe3 BCTPOCHHBIN IPOKCH)

[TpennasHaueH it BEIOOpA BKIIIOUEHHSI/OTKITFOUEHHS! TIOJTHOTO
3aIpeTa JocTyna K IpOKCU-CEPBEPY

YekOoKC «3ampeTuTh T0CTYII
Yyepe3 BCTPOECHHBIN MPOKCH
k 3EJIEHOM u3 npyrux
IOJICETEN

[TpennasHaueH /i BbIOOpa BKIIOUEHHSI/OTKIFOUEHHS 3arpeTa JocTymna
yepe3 MPOKCH K 3€JIEHBIM CETSAM U3 JIPYTUX NOJACETeN

[Tone «HeorpannyeHnHeie
MAC-anpeca
(omuH B cTpoke)»™*

[Tpennasznaueno mis BBoga MAC-anpecos. s Bcex MAC-anpecos
B 9TOM CIUCKe OYyIyT ACHCTBOBATH CIEAYIOIINE OTPAaHHUCHUS:

— OrpaHUYEHHE BPEMEHH;

— MpeaenbHbIE pa3Mepsbl AJIs 3alPOCOB Ha 3arpy3Ky;

— peryJMpoBaHuUe 3arpy3Ku;

— mpoBepKka Opaysepa;

— punetp MIME THIOB;

— ayTeHTU(]UKaIUS,

— OJIHOBPEMEHHBIN BXOJI OJHOTO MOJIb30BaTENS Ha pa3HbiXx DBM
(IOCTYITHO, €C/TH BKJIFOUEHA TPOBEPKa MOTMHHOCTH )

[Tone «bnoxupyembie MAC-
azpeca (OAMH B CTPOKE)»™*

[Tpennaznaueno mis BBoga MAC-anpecoB, Bce 3apochl OT KOTOPBIX
OyIyT 3a0JIOKHPOBAHbI

* HOJ’IH, He 00s3aTeIbHEIC K 3aII0JTHEHHIO

4.5.1.2.4. Cexmus «Knaccusie pacmpenus (CRE)

Ceknus

«Knaccurlie

pacmupennss  (CRE)»  (cm. puc. 86) mnpenHasHaueHa

JUTSl HACTPOMKHU MapaMeTpOB PACHIMPEHUI TPYIIN KJIACCOB IO YNPABICHUIO.

CKAYaHO ¢ —UELGYULeL 7N el
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Cexknus «Knaccusie pacmmpenus (CRE)»

KnaccHele pacmpenus (CRE)

BKMHOYEHO: TMapone aAMUHUCTPaTOpa: @ :

OnpeaeneHns KNaccHbix rpynn IP-anpeca aAMMHUCTPATOPa (OQIMH B CTPOKE): @

Puc. 86

B Tabiuue 27 MIPUBEICHO OIMCaHHE DJIEMEHTOB CEKIINU

«Knaccusie pactmpenust (CRE)».

Tabnuua 27 — Onucanue snemeHToB cekiuu «Knaccusie pactmpenus (CRE)»

DIeMEHT Onucanue

[TpennaznaueH s BBIOOpA BKITFOUCHUS/OTKITFOUCHUS
aIMUHHCTPATUBHOrO HHTepdeiica ynpaBieHus: B€O-10CTyIOM
[IpennazHaueHo /i BBOJA KIACCHBIX IPYIII.

®dopmar rpyIit:

[HasBanue rpymmsr 1];

Yexookc «BKiiroueHo»

192.168.1.11,
[Tone «Onpenenenus 192.168.1.12;
KJIACCHBIX T'PYIII» 192.168.1.13,;

[HasBanue rpymimsr 2];
192.168.1.21-192.168.1.25
[HasBanue rpymmsr 3];
192.168.1.32/255.255.255.240

[Tone «ITaposb [IpennaznaueHo /i BBOJA MapoJis Ui yIpaBiIeHUs B€O-10CTyIOM
aJIMUHUCTpaTOpa»* (ecnM JaHHBIA APOJIb YCTAHOBJIEH)
[Tone «IP-agpeca

[Ipennaznaueno ams BBona IP-aapecos, kKoTopeie CMOTYT yNpaBIIATh

aJIMUHUCTpATOpPa
patop BeO-10CTyIOM

(omuH B cTpOoKe)» ™

* — Ilomns, HEe 00s3aTEIbHBIC K 3aIIOJTHCHHUIO

4.5.1.2.5. Ceknus «Crncoxk URL dunbrpanumny»

Cexkmust  «Crmcok URL  dunbTpammm»  (cM. puc. 87) 1gaeT BO3MOXKHOCTH
OJIOKMpPOBaHUsI BEO-3aIIPOCOB IO KIIIOYEBOMY CIIOBY B aapece C TOMOIIbIO 3aaHMs

«CUCPHBIX» U «OEJBIX» CITMCKOB.

CKAYaHO ¢ —UELGYULeL 7N el
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Cexnus «Criucoxk URL dunbTpanym»

Cnucok URL chuneTpaumu
BrnoyeHo:
MoNb30BATENLCKHIA YEPHBIA CNMCOK MoNb30BATENLCKWA DENLIA CNHCOK:

Puc. 87

B Tabime 28 MIPUBEICHO OITMCaHue AJIEMEHTOB CEKINU

«Crmucox URL ¢unbrpanumy.

Tabnuua 28 — Onucanue snemenToB cekiuu «Crmcok URL gunbrpanum»

DIeMEHT Onucanue

[Tpennasnauen uig BeiOOpa BKiItoueHust/oTkaroueHuss URL

YekbOoxkc «BxirroueHo»
bunbTpanun

ITone «Ilons30BaTenbCKH
YEPHBINA CITIHCOK»
ITone «Ilonn30BaTeLCKHI
OeJIbIi CITHCOKY

HpeI[HarsHaquo AJI1 BBOJIAa U CO3AAaHUA «UCPHOI'0» CIIMCKa

HpeI[HarsHaquo JJI1 BBOAA U CO3JaHHA «0eIoroy CImcKa

4.5.1.2.6. Ceknust « OrpaHUYECHHE 110 BPEMEHW)

Cekmmst  «Orpanudyenne 1Mo  BpemeHm»  (cm. puc. 88)  mpenHasHaueHa

JUIsl HACTPOMKH ITApAMETPOB OTPaHUYEHUS BPEMEHU.

Cexknust «OrpaHnyeHue 0 BpPEMEHN»

OrpaHH4eHue No BpeMeHn
LOCTYN M Br Cp Y1 Mt CO Bc C no

4 ¥ 9 ¥ @ @8 @ [oov] foov] - [24av] [oov]

Puc. 88

CKayaHo ¢ —IRELGULeE/Nole o)
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B rtabmuue 29 npuBeneHo ommMcaHWe AJIEMEHTOB  ceKiuu «OrpaHuyeHue

I10 BPCMCHN.

Ta6muma 29 — Onucanue 3J1eMeHTOB ceKIun «OrpaHudeHue 1o BPEMEHN

DaeMeHT Omnucanue
. [Ipeanaznauen A BbIOOpA OAHOTO U3 CIEAYIOIIUX TapaAMETPOB:
Brmagaromuii Crimcok
— pa3pellIunTh;
«JlocTym»
— 3aMPETUTh
Yexookcn! «I1n», «Bt», «Cp», | [IpeqnaznaueH juist BBIOOpA THEW HEEH, 111 KOTOPBIX OyaeT
«Ury, «II1», «Co», «Bey JIEMCTBOBATh BHIOPAHHOE MPABHUIIO OTPAHUYCHHS TI0 BPEMEHHU
[Tpennaznauen s BpIOOpa Hayasga OrpaHUYEHUS [10 BPEMEHU:
Brinagaroiye CIiMcKy «c» — B TIEPBOM CITHCKE — YaCOB;

— BO BTOPOM CIIMCKC — MUHYT

HpenHaSHaqu JIIA BLI60pa OKOHYaHUs OIrpaHUYCHHA 110 BpCMCHU
Brimagaroniye CnucKu «Ioy — B IICPBOM CIIMCKEC — YdCOB;

— BO BTOPOM CIITMCKC — MUHYT

4.5.1.2.7. Cexuus «JIuMUTHI mepenadm»

Cexmust  «Jlumutel mepemaum» (cM. puc. 89) mnpenHasHaueHa IS HACTPOUKH

mapaMcTpOB JIUMUTOB IICPCIaIN.

Cexkiusa «JIuMuThl iepeaadn»

NUMKUTEI Nepegayu

MaKCHManbHbIR pasmep Bxoaawei nepeaaqm (K): Makc. pasmep nepenadu BosHe (KB): D

Puc. 89

B  rtabmume 30 mpumBeneHO — ommMcaHWE — JJEMEHTOB  CEKIMH  «JIMMHTBI

nepeaauny.

Ta6mmma 30 — Onrcanue JIeMEHTOB CeKITUU «JIMMUTHI TIepeaadmny

DneMeHT Ormnucanue

[Tone «MakcnmabHbii pazmep | [IpenHazHadeHo 71 BBOAAa MAKCUMAIIBHO Pa3pelIeHHOTO pa3Mepa
Bxomsiniei nepenaun (Kb)» BXOJUAILEH IepeIadn

[Tone «Makc. pazmep [Ipenna3HaueHo 1 BBOJIa MAaKCUMaJIbHO Pa3pelIEHHOr0 pa3Mepa
nepenauu BoBHe (Kb)» repeayy BOBHE

CKAYaHO ¢ —UELGYULeL 7N el
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4.5.1.2.8. Cekuus «PerynupoBaHue 3aKauku»

Cekuust «PerynupoBanue 3aKauKI» (cMm. puc. 90) npeIHa3HayYeHa

HJIA pCryjanupoBaHus IapaMCTPOB CKOPOCTHU U KOHTCHTA 3dKA4YKH.

Cekuus «PerynupoBaHue 3aKauKi»

PerynupoBaHue 3aKauku

Wit TMAT Ha SENEHBIV HEOTPaHWYEHHO v TNMMUT Ha XocT Ha SENEHBIA

UposaHLe 1o CooepKUMomMy:

OGpasbl CD! MynsTHMEMA

Puc. 90

B tabmuue 31 mpuBeneHO oOmucaHWE dSIEMEHTOB cekiuu «PerymupoBanue

3aKadKn».

Tabnuma 31 — Onucanue MeMEeHTOB CeKIuH «PerynmupoBanue 3akaukm»

DIeMEHT Onucanue

HpenHasHaqu JJIsA BLI60pa OIHOTO U3 CICAYIOMIUX IMapaMCTPOB:

. — 64 kBit/s;
Bzggﬁuﬁﬁﬂgg‘ _ 128 kBit/s;
" o — 256 kBit/s;
SEJEHDBID _ 384 kBit/s:
— 512 kBit/s;
— 1024 kBit/s;
— 2048 kBit/s;
BoInaaronumii Crimcox — 3072 kBit/s;
«JImMuT HA XOCT HA — 5120 kBit/s;
3EJIEHBIN» — 8192 kBit/s;
— 10240 kBit/s;
— HCOFpaHI/ILIeHHO

[IpennazHaueHsb! 1)1 BEIOOPA BKIIOUEHUS/OTKIIOUESHUS
pEryJIMpOBaHMsI 110 ONIPENEICHHBIM TUIIAM COAEPKUMOTro0. JloCTyHbIE
JUTSL BBIOOpa BapUaHThI:

— OuHapHble ¢ailabl (peryinpoBaHie KOHTEHTa IPUMEHSIETCS K
ounapHbIM (aiinam: 7z, bz2, bin, cab, dmg, exe, gz, rar, sea, tar, tgz, zip);
— o6pa3bl CD (perynupoBaHie KOHTEHTa IPUMEHSETCS K 0Opa3am
CD: b5t, bin, bwt, ccd, cdi, cue, flp, gho, img, iso, mds, nrg, pai, raw, tib);

— MYJIbTHMeIMA (PETYIMPOBAaHNE KOHTEHTA IPUMEHSIETCS K
MyJIbTUMeMAHBIM (aitnam: aiff, asf, avi, divx, flv, mov, mp3, mp4, mpeg,
gt, ram)

UYekOoKChI «BKITFOUHUTD
peryamMpoBaHue 1o
COJIEPKUMOMY»

CKAYaHO ¢ —UELGYULeL 7N el
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4.5.1.2.9. Ceknust «Ounbtp MIME THIIOBY»

Cexkmust «@unetp MIME Tunos» (cm puc. 91) mpennasHaueHa [jisi HaCTPOUKH

napameTpoB puibTpa MIME THIOB.

®unetp MIME Britowaet ¢punbtpanuio no MIME tunam u MoxkeT ObITh HACTPOEH

Ha 6HOKI/IpOBaHI/IC COACPIKUMOTI'O B 3aBUCUMOCTH OT €TI0 THIIA.

Cexmusa «@wibtp MIME Ttanon»

ounerp MIME Tunoe
BrnioyeHo

BrnokmpoBats 3w MIME Tunbl (0fWH B CTPOKE). @

He (uneTpoBaTh CrefyiolMe HanpasneHns (OfIHO B CTPOKE): @

Puc. 91

B tabimue 32 MIPUBEICHO OIMCaHNE DJIEMEHTOB CEKIINU

«@unbtp MIME THIIOBY.

Tabnuna 32 — Onucanue 3memeHToB cekiu «Punstp MIME Tumnos»

OnemMeHT Onucanue
[TpennasHauen 1uig BbIOOpa BKIIOUEHUs/OTKII0ueHus ¢puibTpa MIME
Yexbokc «BkitoueHo» TUINOB. Eciau puibTp BKIIOUEH, IPOBEPSIIOTCS BCE BXOASIINE

3aroioBku MIME tumnos

[Ipennasnaueno s BBoga MIME Ttunos.
[one «bnokupoBarh 3T Harpumep:

MIME Tumet (ommH B ctpoke)»® | — Video/mpeg
— video/quicktime

Ione « He ¢punsrpoBars
CIICYIOIIIE HAIIPABIICHUS
(0ITHO B CTpOKe)»*

[Ipenna3zHaueHo I BBOJA JOMEHOB, CyO/IOMEHOB, HIMEH XOCTOB,
IP-anpecos, URL

*— HOJ'I}I, He 00s3aTeIbHBIC K 3aII0IHECHHIO

VeI [=XK/1I04YU.ph
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4.5.1.2.10. Cexuus «Beb-6payzep»

Cexmust «Beb-0paysep» (cMm. puc. 92) npegHazHaueHa NIl HACTPOWKHU MMapaMeTpoOB

MIPOBEPKH M pa3pelleHus UCTIOIb30BaHUs BeO-0pay3epa.

Cekuust «Be6-Opaysep»

BeG-Gpaysep

BKNio4UTL NpOBEpKY Opaysepa

PaspetuerHble KnueHmsi 018 eed docmyna.

AOL: AvantBrowser. Firefox: FrontPage
Gecko compatible GetRight GolZilla Google Chrome:
Google Earth: Google Toolbar. Internet Explorer Java
Konqueror Lynx: MacOSX Update: Media Player:
Netscape Opera Safari WGA:

Woet Windows Update apt-get

Puc. 92

B tabnune 33 nmpuBeaeHo onucaHue JIEeMEHTOB cekiuu «Beb-Opayszepy.

Tabnuma 33 — Onucanue »neMeHToB cekin «Beb-Opaysep»

DNeMEeHT Onucanue
Yexbokc «BkiounTh [IpennazHaueH ansi BbIOOpAa BKJIIOYEHHUS/OTKIIOYCHHS] TIPOBEPKHU
MIPOBEPKY Opay3epay Be0-Opay3epa Ha COOTBETCTBHUE PA3PEIICHHOMY THITY

Crucok 4ekO0OKCOB
«PasperieHHbIE KITMEHTHI IS
BeO JoCcTymay

[Tpenna3HaueHs! 17151 BHIOOPA BKIFOUYEHUS/OTKIIIOYEHUST YeKOOKCOB
¢ TUMaMu Be0-Opay3epoB, pa3pelIeHHbIX K UCIIOIb30BaHUIO

4.5.1.2.11. Cexuus «KoHpuaeHIHATEHOCTE

Cexmust «KondunennuansHocts» (cM. puc. 93) mpenaHazHadeHa sl HACTPOWKH

napaMeTpoB KOH(GUICHIINATBLHOCTH.
Cexrust «KoHGUIESHITNATEHOCTHY

KoHthuaeHUWaNnkEHOCTE
3ameHa useragent NOCLINAEMOro BHELHWM CARTaM:. @

JameHa referer noCbiNaeMore BHellHWM CalTam: @

Puc. 93

VeI [=XK/1I04YU.ph
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IMPUBCACHO OIMMCaHHUuC QJICMCHTOB CCKIIMH

Ta6muna 34 — Onucanue 351eMeHTOB ceKIun « KoHpuaeHITaTbHOCThY

DeMeHT

Onucaunue

[Tone «3amena useragent
MOChUTAEMOTO BHEIITHUM
cartam»™

[IpenHasHaueHo JU1s BBOJA 3aMEHBI IapamMeTpa TUIA
MOJI30BaTEILCKOTO MPUIIOKEHHUS (TTapaMeTp «useragenty),
MMOCHIIAEMOT'0 BHEIITHUM CaMTaM.

ITo ymonuanutio mapameTp «Useragent» ucrosib3yemseiii BeO-0Opay3epom
MIPE0CTaBIIACTCA HAa BHEIIHKUE BeO-cepBepa. HekoToprie
JTUHAMHYECKHE BeO-CalThl TeHEPUPYIOT KOHTEHT B 3aBUCHMOCTH OT
MPEJCTaBICHHON apaMeTp «useragenty. Jlannas ctpoka Takxke
3amuChIBaeTCs B JIOT-(hailibl BeO-cepBepa

TTone «3amena referer
[IOCHUIAEMOT'0 BHEIITHUM
carram»*

[TpennasHaueHo A7 BBOJA CTPOKU-3aMEHBI OIS «referer» 3aroioBKOB
3arpoca KIMEeHTa, IePechIaeMOro CepBepy OT MOIb30BATES.

(ITone «referer» moycraBiseTcs B 3arojoBoK U ykaszbiBaeT URL, ¢
KOTOPOTO MOJIb30BATENb OCYIIECTBUI MEPEXO K TeKYIIEH cTpaHuIle
noJp30Bareis. Tekymias CTpaHuIa - Ta, OT IMEHU KOTOPOM
OCyIIeCTBIIEH 00padaThIBa€MBbIil 3a1IPOC).

[Tpu monmy4yeHuu 3ampoca moab30BaTeN sl U BKIIOYEHHOM MoJie «3aMeHa
referer, mocrlJ1aeMOro BHEUTHUM caiiTaM» 1oje «referer» B 3aroioBke
3arpoca OyJeT 3aMEeHEeHO, M M3MEHEHHBIH 3arpoc OyaeT
NIepeHanpaBieH cepBepy Ha3HAUCHMUSI

* HOJ'IH, He 00s3aTeIbHBIC K 3aII0JTHEHHIO

45.1.2.12. Cexuus «Redirectors»

Cexmust  «Redirectorsy  (cm. puc. 94)  mpegHazHadeHa IS HACTPOUKH

napameTpoB mnepeHamnpasieHus. «Redirectors» pabortaroT ¢ mpokcu i PUIbTpalUd

U TepeHarpaBieHusi BeO-Tpadvka Ha OCHOBE MpaBWJI, KOTOPbIE MOTYT BKJIIOYaTh B ceOs

«CUCPHBIC» U «OeJIpIeY CIIMCKH, BPCMCHHBIC OI'paHUYCHUS.

Redirectors
Brno4eHo:

Mumber of redirector processes 5

Available redirectors:

URL filter:

Cexuus «Redirectorsy»

Puc. 94
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B tabnuie 35 npuBeaeHO onrcaHue JIeMEHTOB cekiuu «Redirectorsy.

Tabauua 35 — Onucanue ieMeHTOB cekuu «Redirectorsy

DeMeHT Onucaunue

YekOokc «BkioueHo» [TpennasHaueH i BEIOOpA BKIIOUEHHS/OTKIFOUEHUS

MOJIb30BaTeNeH. 3HAYEHUE 110 YMOITYAHHUIO «S5»

[Ipeana3znaueHo Jis YBEJIWYEHUS WM YMEHBILICHUS KOJIMYECTBA
[Tone «Number of redirector | akTUBHBIX THpoIlleccCOB TMepeHanpanieHus. KomauuecTBo mpoieccoB
processes» 3aBUCHT OT MPOIYCKHOH CIIOCOOHOCTH W YHCIa OIHOBPEMEHHBIX

MOAYJIs (AKTUBECH/HE aKTHBEH)

Crincok mpeaHa3HayeH sl OTOOpaKEHUS! YCTaHOBIICHHBIX aKTHBHBIX
Criucok yekO60oKcoB Moayiel mnepeHanpaBieHH. YekOokc (IpocTaBisieTcs CHUCTEMOM
«Available redirectors» aBTOMATUYECKH) CIIpaBa OT Ha3BAHUS MOJYJISl — IOKa3bIBA€T COCTOSIHUE

4.5.1.2.13. Cexknus «Metoa ayTeHTU(DUKAIIHID)

Cexkuus «Meton ayTeHTU(PUKALIUN (cMm. puc. 95) npeaHa3HaueHa

JUTSl HACTPOMKHU MapaMeTpOB METOa ayTeHTU(DUKAUN
Ceknust «MeTo ayTeHTUDUKALIN

MeTog ayTeHTUHUKALMK
*Her NoKansHO identd LDAP windows

Puc. 95

B tabmnuite 36 MPUBEJICHO OIMCaHUE DJIEMEHTOB

«Meton ayTeHTUPUKAITANY.

VeI [=XK/1I04YU.ph
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Ta6muma 36 — Onucanue AIeMEHTOB CeKIuu «MeTo ayTeHTU(HUKAITU

DJeMEHT Onucanue

Cncok 4eKOOKCOB MpeHa3HAuEH I BHIOOpA OJHOTO U3 HECKOJIBKUX
METOJIOB ayTEHTHU(UKALINHU, YKA3aHHBIX B CITHCKE:
— «Her»;
Crucok 4eK00KCOB — «JIokanpHON;
«Metop ayrentudukanmm» | — «identdy;
— «LDAP»;
— «Windowsy;
— «RADIUS»

4.5.1.2.14. Cexnus «B3aumonetictue ¢ cepsepom ICAP»

Cexnus  «Bzaumonetricteue ¢ cepsepom ICAP» (cMm. puc. 96) mnpenHasHaueHa

JUIS1 HACTPOMKH MapaMeTpoB B3auMoiercTBus ¢ cepsepom ICAP.

Cexuns «B3zanmoneiicteue ¢ cepsepom ICAP»

Tect ICAP-cepeepa

Puc. 96

B Tabnune 37 mnpuBeAecHO oOmMMcCaHWE SJIEMEHTOB ceKiuu «B3anmmoneicTBue

¢ cepepom ICAP».

Tabmuna 37 — Onucanue ’neMeHToB cekiuu «B3anmopeiictBue ¢ cepepom ICAP»

DneMeHT Ormnucanue
Yex0OoKc o
" [IpennazHaueH Ass BIOOpa BKIIOYSHHS/OTKIIFOUEHUST B3aUMOICHCTBUS
«BKJIIOYUTEH B3aUMOIEHCTBUE

c cepsepom ICAP» ¢ cepsepom ICAP

[Tone «Anpec cepepa ICAP» | [Ipeana3znaueno nms BBoja aapeca cepsepa [CAP

[IpennazHaueHa AJis BBINOJIHEHUS TECTUPOBAHMS BHEIIHETO CPEJCTBA
3amuThl  MHGOpManun (AHTHBUpYC Kacmepckoro ans IITHO30B),

Knonka B3aUMOJICHCTBYIOIIETO C MEKCETEBBIM dKpaHOM 1o mpotokoiay ICAP.
«Tect ICAP-cepBepa» [Ipy MPOXOKIEHUH TECTOB IOJIH30BATENIO BHIBOJUTCS HHGOpMAIUs
0 pesynbrarax Ha crpanune «lIpokcu», a Takxke AenaeTcsl 3amuch

B JKypHaJ
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4.5.1.2.15. Cexuus «PunbTpanys CKPUNTOB HA JOTOTHUTEIHHOM MOPTY»

Cekmust «®DwibTparus CKPUITOB Ha JOMOJHHUTEIBHOM TIOpTY» (cM. puc. 97)
MpeaHa3HayeHa [JIsi HACTPOMKM mMmapaMeTpoB (PUIbTpallMd CKPUNTOB (pa3penieHus

i O6iokupoBanus ckpuntoB B otBetax HTTP-cepsepa).

Ceknust «DuipTpanusi CKpUIITOB Ha JOMOJIHUTEIBHOM HOPTY»

1, P s TH ey T ORI O
ropm @unempauyuy CKpunmoe

Puc. 97

B tabimue 38 MIPUBEICHO OITMCaHHE AJIEMEHTOB CEKIINU

«CDI/IJ'IBTpaI_[I/I}I CKpPHUIITOB HA AOIMOJHHUTCIIbHOM IIOPTY».

Tabnuna 38 — Onucanue 31eMeHTOB ceKIun «DunmpTparus CKpUNTOB Ha JOTMOJTHUTEIILHOM

OPTY»

DIeMEHT Onucanue

YekOokc «BKI0OUUTH
(GuIbTpaUIO CKPUITOB HA
JIOTIOJIHUTEIIbHOM MIOPTY»
[Tone «IlopT punbTpanuu

CKpUIITOB)»

[Ipenna3znauen s BBIOOpA BKITIOUEHUS/OTKIIIOUCHUS] (UIBTPAIIN
CKpHUIITOB

HpenHasHaquo AJI1 BBOJIa TOpPTa (I)I/IJIBTpaLII/II/I CKpHIITOB

4.5.2. Ilogpaznen «FTP mocpegauky

[Togpaznen «FTP mocpemnuk» (cMm. puc. 98) mnpemnHazHaueH Jid HACTPOWKH

FTP npoxkcu.

VeI [=XK/1I04YU.ph
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Haetpomkn FTP nposca

Exnrosume FTP npascu

COXPAHWTE

FPa3peLuums RoMaHOk

LIST

PASV

NLST

COUP

= Il

IHD

AEOR

MDTH

COXPAHWTE

«FTP nocpegHuk».

B

tabiuue 39
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[Toapaznen «FTP nmocpenuux»

Mopm

FampELUEHHBIZ APSYMEHTID! K

ZanpelyeHARIE 3p2)MEHME

JanpewieHHDIE apEyWMEHTID!

FampElUEHHBIZ APSYMEHTIE! K

FampellEHHBIE AEyMEHTID K

FampellEHHBIE AEyMEHTID K

3anpelLEHHDIE SpEyMEHTID!

FampellEHHBIE AEyMEHTID K

SaMpELUEHHBIE AD2YMEHTID! K

JaNpELLEHHDIE SEEyMEHTIE!

3anpelLEHHDIE SpEyMEHTID!

{0

KOS,

KOMS,

{0

{elV

{elV

KOMaHd

{elV

(el

KOM3.

KoM,

waoi

il

o

waoi

wibi

wibi

ey

wibi

wile

wibi

wile

MIPUBEICHO

Enorupoesxa nocnedosamenasocmu FTF komand

cCwo
FWD
STOR

Zanpeiwekkbie
PORT

SanpeiesHbie
PASE

JanpellEsHbE
XPWD
SITE

JanpelEHHbIE
SMNT

SanpelwenHLie

I00F

APPE

Sanpeiweskbie
RMD

JanpelEHHbIE
SYST
TYFE

Sanpeiweskbie
MODE

JanpelEHHbIE
RNTO

SanpelwenHLie
STAT

Sanpeiweskbie
SIZE

JanpelEHHbIE

Puc. 98

OIIMCAaHUC 3JICMCHTOB

Tabmumna 39 — Onucanue ameMeHToB nozApasaena «FTP mocpenanky

SpzyMeHmal KoM aHT 8l
speymermal Komandal

SPZYMEHMEl KoM SHDbI

SPEYMERMA KoM HbI

SPEYMEHMAI KoM HDbI

SPEYMERMAl KoM SH bl

SPEYMERMbI (T E LT

SPEYMERMAl KoM EHDbI
SPEYMERMA KoM HbI
SPZYMEHMAl KoM 3HDbI
SPEYMERMAl KoM EHDbI

SPEYMERMA KoM HbI

nmojipasena

DIeEMEHT

Onucanue

Yexookce «Bxarounts FTP

TIPOKCH

[Ipennasnauen juist BbIOOpa BKiItoueHus/oTkitouenust FTP npoken

[Tone «IlopT»

[Ipenna3HaueHo A5 BBOJA MOPTA, HA KOTOPOM paboTaeT ciyxoa
FTP mpokcu

VeI [=XK/1I04YU.ph
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DeMeHT

Onucaunue

ITone «bioxupoBka
[10CJIe10BATEIbHOCTH
FTP xomauny

[Ipeana3znaueno ajst BBojia mocienoBatenbHoct FTP-komans,
onoxkupyemoii ciryx6oit FTP-nipokcu

Cricok 4ek00KCOB
«Pa3pemnts KOMaHb»

Cnucok npenHa3HaveH i Beioopa HeoOxoaumbix FTP komann u3
cnucka. JlocTynHbI 1715 BBIOOpa KOMaH/IbI:

— QUIT (3aBepiuuth ceanc);

— CWD (cMeHUTh TUPEKTOPHUIO (APTYMEHT — UMS TUPEKTOPHH ));

— REST (kxomMaHga «1mepeMOTKH» K OIpeIesIeHHON 03Ul B (aiie
(aprymeHT — cMmelieHue B Oaiitax));

— PWD (nokasartp Texyuuii pabouuii karasuor);

— RETR (ckauats daiin. CpaboTaeT TOIBKO NOCIE TIepexoia B
MacCUBHBIN pexxuM koMauao PASV (aprymenT — ums (aiina));

— STOR (3arpy3uts (paiin B macCUBHOM peXuMe (apryMeHT — UMs
(aiina));

— LIST (BbIBecTH comep)rMOe TEKYIEH MU MPEIOCTaBICHHOM
nupexTopun. Komanaa nonepkuBaeTcsi Kak OTHOCUTENbHBIN, TaK U
aOCOIOTHBIN My Th (APTYMEHT — Iy Th));

— PORT (mepeiiT B akTHBHBIN peXUM TIepeiadnl JAaHHBIX (apPTyMEHT
— He TpedyeTcs));

— USER (nepenats nMs mosp3oBates (apryMeHT — UMs
MOJIH30BaTEA));

— PASS (nepenarts naposib (apryMeHT — HapoJb));

— PASV (nepeiiTi B acCUBHBIN peKUM Nepeiaun JaHHBIX (aApryMEHT
He Tpebyercs));

— XPWD (neuats Tekymiero padbodero Kkarajuaora);

— NLST (Bo3BpatuTh crincok (haidioB AUpeKTOprUr B O0Jiee KpaTKOM
¢dbopmare, uem LIST. Tonpko B pexxuMe MacCUBHOTO COSMHEHHS
(aprymeHT He TpeOyeTcs));

— SITE (u3menenue nipaB Ha ¢aiin);

— CDUP (mepeiiTi B pOAUTENBCKYIO TUPEKTOPHIO);

— SMNT (cMOHTHpOBaTh yKa3aHHYIO CTPYKTYpY (aiioB);

— NOOP (uet onepauun);

— STOU (xpanuts (hailn 01HO3HAYHO);

— APPE (coo0muTh cepBepy 1 NpUHSTH yAaldeHHbIH dain. Komanna
cpaboTaeT TOJIbKO, €CIM Takoro (haiia ele He CyIIeCTBYET B
xpanunuine. Eciu ¢aiin cymectByer, To OyeT Bo3BpallieHa omunoKa
(apryment — ums ¢aiina));

— ALLO (BepHyTb OTBET O HAJIMYUH TOCTYITHOTO MecTa. BHe
3aBUCHUMOCTH OT aprymenTta otBeT Oyner 202 OK (aprymeHT — pazmep
B 0aiiTax));

— RMD (yaanute 1upekTopHio (apryMeHT — UMsI TUPEKTOPHUH));

— MKD (co3nath JUpEKTOPHUIO (ApTYMEHT — UMS IUPEKTOPHH));

— SYST (0oTo0pa3uTh OmMeparmoHHyI0 CUCTEMY CepBEpa);

— REIN (MHMIHMANTHA3UPYET COCTUHEHHE);

— TYPE (ycranoButs Tun nepeaayn Gaiios);

— STRU (ycTaHOBHTB CTPYKTYpY Iiepeaadn (aiios),

CKAYaHO ¢ —UELGYULeL 7N el
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DeMeHT

Onucaunue

CHoucok 4eKkOOKCOB
«Pa3penmTs KOMaHIbI»

— MODE (akTuBHpOBaTh MACCUBHBIN PEKHM);

— RNFR (BbiOpats (aiin nms nepenMeHoBaHus (ApryMEHT — UM
(haiina));

— RNTO (3agatp HoBOe nMs ¢aitna. TompKo mocie Toro, Kak ObLI
BbIOpaH komaHaoi RNFR (aprymeHnT — HOBoe umsl aiina));

— ABOR (mipepBatb nepenauy (aiina);

— STAT (nony4uTh CTATUCTUKY COSTUHEHUS (apTYMEHT He
Tpedyercs));

— DELE (ymamuts ¢aiin (aprymeHT — ums Qaiina));

— SIZE (monyuuts pa3mep ¢aiina (aprymeHT — ums Qaiina));

— MDTM (nomyuuts naty u Bpems u3sMeHeHus (aiina (apryMeHT — IyTh))

[Tons «3anpereHHbIe
apryMeHTbl KOMaHbD»

Hpe]lHa?:Ha‘-ICHBI AJi BBOJZA 3alIpCIICHHBIX apryMCHTOB KOMAaH/IbI.
I[OCTYHHBIG MOJIST HAaXO4ATCA CIIpaBa OT KOMaH, K KOTOPbIM OHU
OTHOCATCS

4.5.3. Tlogpaznen «Cepep DHCP»

[Moapasnen «Cepep DHCP» (cMm. puc. 99) npennasnauen ajst Hactpoiiku DHCP.

[Tonpaznen «Cepsep DHCP»

10.0.5.2221255.255.255.0

192.168.2.11255.255.255.0

192.168.3.1/255.255.255.0

192.168.4.11255.255.255.0

Puc. 99

CKauaHo ¢ —IUERGYL L7 ele o)
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[Toapaznen «Cepsep DHCP» coctout u3 tpex 0J10KOB:

1) «kDHCP»;

2) «Tekyiue GUKCUPOBAHHBIE aPEHIBI,

3) «Tekymue qUHaAMUYECKUE apEHIBD).

45.3.1. biox «DHCP»

B Ttabnune 40 npuBeneHo omnucanue 3ieMeHTOB Onoka «DHCP». Jlannbiii G0k

MO3BOJISIET CcOoBepmmTh HacTpoiiky DHCP  mms

uHTepGEnCcoB.

BCIICHBIX» MW «CHHHUX)» CCTCBbBIX

Taomuna 40 — Ommcanue 31emenToB 010ka «DHCPy

DJIeMEHT

Onucanue

Yexookc «BKiIroueHo»

[Ipenna3HaueH a1 BBIOOpA BKIKOYEHUS/OTKIIFOUeHUs cepBepa DHCP
JUTsI BRIOPaHHOTO ceTeBOro nHTepderica

[Tone «HavanbHbIi agpec»

[IpennaznaueHo /Ui BBOJa HAUAIBHOIO aJjpeca U3 Ararna3oHa aJpecos,
BbiaBaeMbix DHCP-cepBepom

ITone «Bpems apeHbI 1O
YMOJYaHUIO (MHUH)»

IIpennasnaueHo s BBoa BpemeHnu apen sl [P-anpeca. [1o
UCTeUeHuu 3Toro cpoka IP-anpec ocBoboxnaercs, ecmu DHCP-knueHT
HE IIPUCIIAI 3aIIpOca Ha NPOJICHUE APEHbI

YekOokc
«Pa3zpenieHo noaKItouYeHne
bootp KIHMEHTOB»

[Ipenna3znauen A BHIOOpA BKIIOUYEHUS/OTKIIFOUSHUS] BO3MOKHOCTH
MOKJTFOYEHUS KITHEHTOB 110 MPOTOKOITy «h0ootp»

[Tone «Ilepuunsiii DNS»

[Tpennasnaueno ais BBoga IP-anpeca nepsuunoro DNS-cepsepa

ITone «IlepBuunsblii cepBep

[Tpennasnaueno ams BBoja IP-anpeca mepBudHOro cepsepa BpeMeHU

BpemeHu (NTP)»* (NTP)
[Tone «Anpec nepBUUHOTO
cepBepa WINSy* [Ipennaznaueno g BBoaa IP-agpeca nepsuunoro cepsepa WINS

WndpopmarirnonHoe nosne
«IP-anpec/Macka cetny

[Ipennaznaueno ass BeiBoga nHbopmaruu o IP-agpece u macke cetn
U3 TEKYIIMX HACTPOEK BHIOPAHHOI'O CETEBOr0 MHTEpdeiica

[Tone «Koneunsrit anpec»

IIpenna3zHaueHo 1715 BBOJIa KOHEYHOTO a/Ipeca U3 IMara3oHa aJpecos,
BbgaBaeMbix DHCP-cepepom

[Tone «Cyddukc tomeHHOTO
UMEHH» *

HpenHa:sHaquo JJI1 BBOAA cy(b(pm(ca JOMCHHOT'O MMCHH

[Tone « Bropuunsiit DNS»*

[Ipennaznaueno nmst BBona IP-aapeca Bropudnoro (pe3epBHOTO)
DNS-cepBepa

ITone «Bropuunslii cepBep

[Ipennaznaueno nmst BBona |IP-aapeca Bropudnoro (pe3epBHOTO)

BpemeHH (NTP)»* cepsepa Bpemenu (NTP)
[Tone «Anpec Bropuunoro | Ilpennaznadeno ans 3aganus [P-agpeca BropuyHOro (pe3epBHOIO)
cepBepa WINS»* cepsepa WINS

* — Ilons, He 00s3aTeNbHBIC K 3aII0JTHEHUIO
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4.5.3.2. bnok «Tekyimue pukcUpoBaHHBIC apEHIBI»

brnok «Tekymue d¢ukcupoBanHbie apeHabl» (cm. puc. 100) mnpemHa3HaueH
U1l oToOpakeHus: nHGopManmu (B Bujae WHGOPMAIMOHHON TaOJIMIIBI) O HCIOIb3YEeMbIX

B TEKYIIUA MOMEHT (DUKCHUPOBAHHBIX apeH/IaX.

brox «Tekymue GpukcrupoBaHHBIE apEHIBDY

TeKyluue PUKCUPOBAHHEIE apeHpLl

[Lo6aBUTb AKCHPOBAHHYIO apeHaY

= Vms yana Bamevare Onuws next-server MNaer Onuws root-path DeiicTane

(= /]

00:11:22:33:44:55 192.168.4.25
Nerenaa: [ AKTBMPOBHO (HaxMKTe ANA AeakThBalum) []/leakTHBHpoBaHO (HaxMuTe AnA akTvsaumn) (P VisvennTs [ YaannTo

Puc. 100

Nudopmanus B nHpopmanroHHol Tadnune «Tekymue (pUuKCUpOBaHHBIE apeHIbD»
IpeJICTaBJICHA CO CIEAYIOIMMU apaMeTpaMHu:

1) «MAC-anpec;

2) «IP-agpecy;

3) «ms y3na»;

4) «3ameuanuey;

5) «Omus next-server;

6) «Ilaker»;

7) «Omust root-pathy;

8) «/leiicTBuey.

UYekOoxkc B cTonbie «/leiicTBue» HEOOXOauM Jis aKTUBAMU (IIPU MPOCTABICHHOM

(bnaxke) BEIOpaHHON (UKCHUPOBAHHOW apeH/IbI WM JICAKTUBAIUH (TIPU CHATUH (PI1aXKka).

Knonka «W3MeHUTH» (f?) npeaHa3HaueHa Uil NEepexojJa Ha CTPaHHUILY
pPEAAKTUPOBAHUSI M W3MEHEHUS CYIIECTBYIOIIETO B IEPEYHE BHUPTYAIBHOIO CETEBOIO

uHTepdeiica.

Knonka «Ypanute» (ﬁ) MpeaHa3HadeHa I YAAJICHUS U3 MEepedHs BHIOPAHHOTO

BUPTYaJIbHOT'O CETEBOI0 MHTEpderica.

CKAYaHO ¢ —UELGYULeL 7N el
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Knomnka «Jl00aBUTh (PUKCHPOBAHHYIO apeHIy» HAXOAUTCS Haja WH(POPMALUOHHOM
Tabiuued W TO3BOJIAET  OTKPBITh ~ MEHI0O  J00aBieHuss  (PUKCHpOBAaHHOU

apensl (cM. puc. 101).
4.5.3.2.1. Menrto no6asnenusi GUKCUPOBAHHOMN apeHIbI
Mento no6aBienust PUKCUPOBAHHOM apeH bl MpeAcTaBieHo Ha pucyHke 101,

Menro no6asneHust GUKCUPOBAHHOMN apeH/IbI

TeKylume PUKCHPOBAHHEIS ApeHALI:
FoGaBATE PUKCHPOBAHHYKO APEHAY

BEeAWTe JONONHHTENbHbIE AaHHBIE DOOtP PXe ANA STUX (PUKCHPOBAHHBIX apeHA
next-server: @
© 370 N0fE MOKET ObiTb NYCTLIM.  IP-anpeca MoryT GbiTh BBEAEH kak FQDN.
- WM yana 3amevanne Onuws next-server Maxer Onyws root-path Helictame

B Ta6mmne 41 npuBeneHo oNMMcaHue AIEMEHTOB MEHIO 100aBiIeHHs (PUKCHPOBAHHOM

apEH/IbI.

Tabnuua 41 — Onucanue IEeMEHTOB MEHIO 100aBlieHUsT (GUKCUPOBAHHON apeH b

DIeMEHT Onucanue

[Ipeana3znauen a1 BHIOOpA BKIIOUYEHUS/OTKIIIOUCHHS] (PUKCUPOBAHHOM
apensl IP agpeca

[Tpennasznaueno s BBoga MAC-anpeca DBM, koTopoii HazHAvaeTcs
IP-anmpec

YexOokc «BriIroueHo»

[Tone «MAC-anpec»

ITone «Mms y3ma ninmn

FQDNy* I[IpeanasHaueHo I BBOJA UMEHH y31a uin FQDN

[Ipenna3HaueHo 11 BBO/IA 3aME€UaHUM K TEKYIIEH HaCTPOMKE.

*
Mone «3avenanne He Bnusietr Ha pabotry DHCP-cepBepa

[Tone «IP-ampec» IIpennaszHaueno ais BBoja HazHadyaeMmoro [P-agpeca

[Ipeana3znaueHo 7151 BBOJA AOTIOTHUTENBHBIX JAaHHBIX bootp pxe mis
[Mone «filenamex»* 3TUX (PUKCHUPOBAHHBIX apeH]l, a UMEHHO MMeHH (aiina-odpa3a ais
3arpy3KH 1o MPOTOKOIy bootp

[TpennasHaueHo /1715 BBOJA JOMOJIHUTEIbHBIE TaHHBIE bootp pxe s
[Tone «next-server»* 3THX (PMKCUPOBAHHBIX apeH/]l, @ MIMEHHO ajipeca cepBepa,
cofepaxxamiero ¢aiia-odpas 1 3arpy3Ku

[Tpenna3HaueHo A7 BBOJA JOMOJIHUTEIbHBIE JTaHHBIE bootp pxe s
[Moxne «root-pathy* 3TUX (PMKCHUPOBAHHBIX apEH]I, a UMEHHO MYTH 3arpy3KHu

1J1s (aiisia-oopasa

CKAYaHO ¢ —UELGYULeL 7N el
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DeMeHT Onucaunue

[Tpennasnauena st 106aBIeHUS HOBOM (PMKCHPOBAHHON apeHIbI
KHnonka «J100aBuThH» C BBEJICHHBIMU HaCTpoOiKkamu noss3oBatesns. HeoOxoaumo Haxathb
110cJIe BBOJIa BCEX HEOOXOIMMBIX [TaPAMETPOB

* —Ilons, He oOs3aTenbHBIE K 3anmonHeHuto. |P-agpeca Moryt ObITh BBeieHbI Kak FQDN

4.5.3.3. biok «Tekyime TuHAMUYECKHE apeHIbD)

brmox  «Tekyumme nuHamuueckue apeHab»  (cM. puc. 102)  mpennasznayeH
st oToOpakeHus: UHpopMauuu (B BUAE MHOOPMAMOHHOW TaOJIMLBI) O HUCIOIb3YEMBIX
B TEKYIIN MOMEHT TUHAMHYECKHUX apeH/Iax.

Jli1s oTOOpaxkeHust TaHHOTO OJI0OKa B TIOpa3iesie HE0OX0AUMO aKTUBUPOBATH CEPBEP
DHCP xots-0s1 111 01HOTO ceTeBOTO MHTepdeiica (M3 HeOOXOAMMON TIOICETH) M HAXKaTh
KHOIKY «J100aBUTh (UKCUPOBAHHYIO apeHy» (100aBISATh HOBYIO (PUKCHPOBAHHYIO apEHIY
He o0s3arensHO). MHpopmanmonnas tabmuua «Tekylmue AMHAMUYECKUE apeH[IbD)

nosiBUTCS moA Tabnuieit « Texynue GUuKkCHpoBaHHBIC apEHIbI» BHU3Y dKpaHa.

bnoxk «Tekymme TMHAMUYECKHUE apECHIBI»

Tekylyne AMHAMUYECKHE apeHAbI:
MAC-apec P-agpec . Vimas yan

P-ag| Aperpa uctekaer (local time d
52:54:00:e1:11:a2 192.168.14.231 pe-1 11/07/2022 10:14:06

Puc. 102

Nudopmarus B nHbopManuoHHON Tabnuie «Tekymue IMHAMUYECKUE apeHIIbD»
MPEJCTABIICHA CO CIEAYIOIIMMH MapaMeTpamu:

1) «MAC-anpecy;

2) «IP-agpecy;

3) «ms y3na»;

4) «Apenna ucrekaet (local time d/m/y)».

CKAYaHO ¢ —UELGYULeL 7N el
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4.5.4. Ilogpaznen «3anaTh KMEHA XOCTOBY

[Mompaznen  «3amath  uMmeHa  xoctoB»  (cM. puc. 103)  mpenHasHaueH

JJIA HaCTpOﬁKH IMapaMCTpPOB CCTCBLIX Y3JIOB.

[Tonpasnen «3agaTh UMEHA XOCTOBY

[o6aBNTE XOCT:
P-agpec yana: | | IMA y3na: | |

[OMEHHOE UMA. © | | BKMHYEHO v

@ 3TO nomne MOMeT OblTh MYCThIM.
Tekywme paGoyne CTAHUMK:
- OeicTEME
Puc. 103
B tabaure 42 MIPUBEICHO OIMCaHue DJIEMEHTOB nojpasjaena

«3amaTb UMEHA XOCTOB).

Tabmuma 42 — Onucanue JIEeMEHTOB Mo pa3eiia «3a1aTh UMEeHa XOCTOBY

DaeMeHT Omnmcanue
[Tone «IP-aapec y3ma» [Ipennaznaueno nms BBoja IP-aapeca y3na
[Tone «JlomeHHOE UMSI»* [IpennaznaueHo /Ui BBOJA JOMEHHOTO UMEHU
[Tone «1ms y3ma» [IpennazHaueHo Ui BBOJA UIMEHH y371a

[TpennasHaueH i BbIOOpa BKIIOUEHHSI/OTKIFOUEHHS X0CTa MOCIIe
Jo0aBiieHUs

[TpennasHaueHa i COXpaHeHUs BBEJCHHOM HH(pOpMaIy U
J100aBIEHUS XOCTa

WNudopmannonnas tabnmuua | [lpeanasnadena s otoOpaxeHus 100aBICHHBIX aIMUHUCTPATOPOM
«Texyume paboune CTaHIMK» | paboYMX CTaHIMHI (XOCTOB)

Yexooxc «BriroueHoy

Knomnka «/{o6aBuTh»

* — Tlons, HEe 0Os3aTENbHBIC K 3aITOJTHCHHIO

Nudopmanus B wuHbopmarnmionHod Tabnuue «Tekymue pabouue CTaHIUN»
(cm. puc. 104) mpencraBieHa co CIEAYIOMUME TapaMeTPaAMU:
1) «IP-agpec y3ma»;

2) «ms y3nay;

VeI [=XK/1I04YU.ph
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3) «JlomeHHOE HUMSD»;

4) «/lericTBrey.

UYekOoxkc B cTonbiie «/leiicTBUe» HEOOXOaUM /Jisd aKTUBAIUU (MPU MPOCTABICHHOM

¢bnaxxke) BbIOpaHHOU pabouel CTaHIMK (XOCTa) WM ICaKTUBALUU (TIPY CHATHH (PIIaxkkKa).

Kunonka «W3menuts» ( a) [IpeHa3HauYeHa [JIs1 [epexoJa Ha CTPaHUlly
PEIAKTUPOBAHUS M U3MEHEHUS CYIICCTBYIONICH B MEPEYHE BHIOpAHHOW paboueil CTaHITUU

(xocTa).

Knonka «Ymanute» (Ij) mpenHa3HaueHa AJs yNajeHHsl U3 NepeyHs BHIOpaHHOU

paboueit cTaHIuU (X0CTa).

Nudopmarnmonnas tabnuma « Texymme pabodne CTaHITUN

TeKylme pabodue cTaHLMu:
IP-agpec ysna Vims ysna o [flomenHoe ums Deiicteue
192.168.14.231 pe-1 /]
Nerenpa: [F)AKTUBMPOBaHO (HaxmuTe AnA eakusauny) [ /deakTenposano (HaxmiTe ana aktusaumn) (f VismennTs [ Ynanute

Puc. 104

4.5.5. Tlogpaznen «CepBep BpEeMEHN»

[Tonpaznen «CepBep BpemeHw» (cm. puc. 105) mnpenHasHaueH s YCTaHOBKH

ImapaMcTpOB BPCMCHM.

[Tonpaznen «CepBep BpeMeH»

Wcnonk20BaTe ceTeBON CepEep BPEMEHM:
NTP cepeep
Mony4ars BpeMA C CepBepa CETEBOTD BPEMEHH

MepBHYHbIA cepeep Bpemern (NTP): 0.ipcop.pool.ntp.org

BTopuuHbIi cepeep Bpemend (NTP): @ | 1.ipcop.pool.ntp.org

TpeTudHbli NTP-cepeep: @ 2. ipcop.pool.ntp.org
YacoBo# NoAc: Europe/Moscow v
6 3T0 none MOKeT OblThb NYCTHIM. Mony44Ts BpEMA C cepeepa NTP | | COXpaHHTh

YCTaHOBHTE BPEMA EPYHHYHO:

loa: |2D22 |l-.-|ec;|u,: |08 ‘,D,GHD;:I | 11 | Yacol: MUHY ThI: YCTaHOBWTL BPEMA BPYYHYIO

Puc. 105

CKayaHo ¢ —IRELGULeE/Nole o)
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[Tonpaznen «CepBep BpeMEHM» COCTOUT U3 JIBYX OJIOKOB:
1) «NTP cepsep»;

2) «YCTaHOBUTb BPEMSI BPYUHYIOM.
4.5.5.1. biiok «NTP cepsep»

brmox «NTP cepsep» (cwm. puc. 106) mpennasHavueH i yKa3aHUS BHEIIHETO

cepBepa BPEMEHH.

biok «NTP cepsep»
NTP cepeep
Monyyarh BPEMA C cepBepa CETEBOre BpeMeHn
MepBnyHBIM cepeep BpeMenn (NTF). | 0.ipcop.pool.ntp.org |
BTop14HbIA cepeep BpeMeHn (NTP). @ | 1.ipcop.pool.ntp.org
TpeTu4Hbiit NTP-cepeep: @ 2.ipcop.pool.ntp.org
Yacosoit NoAc: Europe/Moscow v
0 370 None Mo#eT ObiTb NyCThIM. Mony41Th BpEMA C cepeepa NTP | | CoXpaHTh
Puc. 106
B tabnuie 43 MIPUBEJICHO ONMCaHue AJIEMEHTOB 0110Ka
«NTP cepep».

Tabnuna 43 — Onucanue snementoB 010ka «NTP cepsep»

DIeMeHT Onucanue

UYekoOoxke «Ilomyuars Bpems ¢ | [IpenHasHadyeH ajst BBIOOpaA BKIIFOUCHHS/OTKIIOUEHUS UCTIOTB30BaHUS
CEpBEpa CETEBOI0 BPEMEHU» | BHEIIHETO CEPBEPA BPEMEHU
ITone «IlepBruuHEIii cepBep
Bpemeru (NTP)»
ITone «Bropuunslii cepBep
Bpemernn (NTP)»*
[Tone «TpetnunsbIit
NTP-cepBep»*

HpeaHa3Haquo AJId BBOJIa aApecCa MEPBUIHOTO CECPBEPa BPEMCHU

[IpenHazHaueHo ISl BBOJA a/Ipeca BTOPUYHOTO cepBepa BpeMEHH

Hpelea3Haquo IJI1 BBOJIa aapeca TPETUYHOI'O CEPBEpAa BPEMECHU

Brimanaromuii ciucox [Ipenna3znauen a1 BHIOOpAa MECTOHAXOXKICHUS U3ACIIUS 110
«HacoBoil nosic» KOHTHUHEHTY (cTpane) / ropoxy
Kuonka «IlTomyuuts Bpems | [IpeanasHaueHa aisi OOHOBJIEHUS BPEMEHH, MTOJIYYEHHOTO C
c cepBepa NTP» YKa3aHHbIX aJMUHUCTpATOpPOM cepBepoB BpemeHH (NTP)
Knonka «CoxpaHuTb» [Ipenna3znaueHa 111 COXpaHEHUS BBEIEHHON WHMOpMaIuu

* — Ilons, He 00s3aTeIbHbBIC K 3aII0JIHEHHIO

VeI [=XK/1I04YU.ph
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4.5.5.2. biok «YCTaHOBUTH BPEMSI BPYUHYIO»

brnox  «YcranoButh  BpeMs  BpyuHyio»  (cMm. puc. 107)  mpenHazHaueH

JUTSl YCTAHOBKH BPEMEHH BPYUYHYIO aIMUHUCTPATOPOM U3/IEIH.

bitok «YcTaHOBUTH BpeMs BPYUHYIO»

YCTaHOBUTE BPEMA EPYHHYIO:

ron: 08 |,E|,eHb: | 1 | Yach!: MUHYTHI | YCTAHOEMTE EPEMA EPYUHYH

Puc. 107

2022 |Mecay

B Tabnuie 44 MIPUBEJICHO ONMCaHUE AJIEMEHTOB 0J10Ka

«Y CTaHOBHUTB BPEMS BPYUHYIO).

Tabnuna 44 — Onucanue IeMEeHTOB 0JI0Ka «Y CTAHOBUTH BPEMSI BPYUHYIO»

DeMeHT Onucaunue

[Ipeana3znaueHo aJist BBOJIa TEKYIIETO T0/la TPH PYYHOM OOHOBJIICHUHT
CHUCTEMHOI'0 BPEMEHHU
[Ipeana3znaueHo 175t BBOJA TEKYIIIETO MECsIa MIPU PYIHOM
OOHOBJICHHH CUCTEMHOT'O BPEMEHH
[Ipeana3znaueHo 175t BBOJA TEKYIIETO YKCIIa MecsIla MpU PyYHOM
OOHOBJICHHH CUCTEMHOTO BpEMEHHU
[Ipeana3znaueHo ajist BBOJIa TEKYIIETO Yaca Mpu PyYHOM OOHOBJIEHUU
CHUCTEMHOI'0 BpEMEHHU
[Ipeana3znaueHo 1js1 BBOJA TEKYIIUX MUHYT MIPU PYYHOM OOHOBJIICHUH
CHUCTEMHOI'0 BPEMEHHU
Knomnka «YcranoButs Bpems | [IpenHasHauena 1l ycTaHOBKM BPEMEHHU BPYUHYIO €CIIA cepBepa
BPYYHYIO» Bpemenu (NTP) He nocTynHbl

IMpumeuanue — [Ipu U3MEHEHUH CHCTEMHOTO BpeMEHH (B TPOIIIE/IIee BPeMs) MOTb30BaATEIEM
BPYYHYIO M BKJIIOYeHHOM pexume «Iloacuer Tpaduka» HEOOXOAMMO HaXaTh KHOIKY «BoccraHoBieHne 6asbl
JMaHHBIX MmojcyeTa Tpaduka» B nmojapaseiie «Hactpoiiku sxypHaaupoBaHus» pasaena «KypHasb

ITone «I'om»

Iloxe «Mecsamy»

TTone «Jlenby

Tlone «Hacer»

ITone «MunyTBD

4.5.6. [Togpaznen «Orpannuenue Tpadukay

[Tonpaznen «Orpannuenue Tpadukar (cm. puc. 108) npeaHa3HaYeH
JUISI OTpaHWYCHHS TpauKka [0 ONpEIeICHHBIM WHTepdeiicaM W I BBICTABICHUS

npuopuTeTa Tpaduka s ciryxo0.
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[Toapaznen «Orpannyenue Tpadrikar

HacTpoiikn
HacTpolika orpanuuenns Tpacmka

(CKOPOCT HCXOAALLIK COeAUHEHINE (KGUT/Cex)

CKOPOGTS BXOBALLMX COBAUHEHMT (KGUT/CeX)

COXPAHWTH

Tpatpua no

ViHTepdedic (CKOPOCTE MCXOAALUMX COBAMHEHHA (KGHTICEK) (CKOPOCTE BXOAALUMX COBANHEHNHA (KGHT/CEK)
ethg 1 100 o

HacTpoiika NpHOpUTM3aLIM TPAthHKa
MpropuTer Appec Cnywéa TCP v

COXPAHUTL

CNUCOK NPHOPUTETOR Tpathnka

ViTepdpeiic Mpuopurer Appec Cnyx6a MpoToxon
etha 10 192.168.14.1 211 TcP lu}

Puc. 108

[Monpaznen «Orpannuenue Tpaduka» COCTOUT U3 CIASAYIOUINX OIOKOB:
1) «Hactpoiika orpannyenus Tpadukay;

2) «Orpanunuenue Tpaduka o uarepdericam»;

3) «Hactpoiika npruopuTu3anuu Tpapuka;

4) «Crucox mpuopuTeTOB TpahuKay.
4.5.6.1. brox «HacTpotika orpanudeHus Tpaduka

brnox «Hactpoiika orpannuenus Tpaduka» (cMm. puc. 109) mnpennHazHaueH

JUTSI HACTPOMKU OTpaHWYEHUS TpauKa Mo YKa3aHHBIM UHTepdecam.

brok «Hactpotika orpaHnuueHus Tpaguka

HacTpoiika orpaHUHMeHWA TpaguKa

CKOpOCTh MCXOOALLMX COeaUHEHHNIA (KOUT/CEK)

CKOPOCTE BXOQALLWX COSANHEHUIA (KOMT/CEK)
COXPAHNUTE

Puc. 109

VeI [=XK/1I04YU.ph
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B tabmurte 45 MIPUBEJICHO OIMCAaHUE AJIEMEHTOB

«Hactpotika orpanndeHus Tpaduxa.

Tabnuua 45 — Onucanue aneMeHToB 010ka «Hactpoiika orpanudyenus tpadukar»

OJIOKa

DeMeHT Onucaunue

Brimagaromnmi cuucox

[IpennaznaueH ajs BbIOOpa OJTHOTO U3 AOCTYIHBIX HHTep(dericoB

«uaTepdeiicy
[Tone «Cxopocts ucxonsmmx | [IpeanasHadeHo [Isl BBOJIA U YCTAHOBKH CKOPOCTH MCXOISIITNX
COCTMHCHUH (KOUT/CEK)» COEIMHEHUN
[Toste «Cxopocts Bxoasmmx | [IpeqHazHadeHo a1 BBOAA U YCTAHOBKH CKOPOCTH BXOISTIIHX
COCTMHCHUH (KOUT/CEK)» COCIMHEHUN
Knomnka «CoxpaHuTh» [Ipenna3zHaueHa 411 COXpaHEHUS BBEICHHON HHMOpMaIun

4.5.6.2. brok «Orpanuuenue Tpaduka rmo uHTepdeicam»

brnokx «Orpannuenne Ttpaduka mo uHTEepdeicam» (cM. puc. 110) mpencraBuser

co0olt MHGOPMAIIMOHHYIO TaOJMIly C HACTPOEHHBIM paHee IMEpPEeYHEM OrpaHUYCHUN

Tpaduka.

bnok «Orpannuenue Tpaduka rmo unrepdeiicam»

orp. TpachuKa no
Wrtepdedic CKOPOCTH MEXOASLYX CORAUHEHIT (GUTICEK) CKOPOCTL EXOAALLX COBAMHeHHil (kBuT/ceK)
ethg 1 100

Puc. 110

Uudopmanuss B uHPopManmoHHoM  Tabmune  «OrpaHuveHue
o uHTEep(deiicam» npeAcTaBiIeHa co CICAYIONMMU TapaMeTpaMHu:

1) «uTepdeiicy;

2) «CKOpOCTh UCXOAIINX COETMHEHHM (KOUT/CEK)»;

3) «CKOpOoCTh BXOISIINX COSAUHEHUHN (KOUT/CEK)».

Tpaduka

Knonka «¥Ygamute» (ﬁ) npeaHa3HayeHa JUisl yAAJICHHUs] U3 MepedyHs BHIOPAHHOTO

uHTepdetica.

CKAYaHO ¢ —UELGYULeL 7N el
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4.5.6.3. binok «Hactpoiika npuoputrzanuu Tpadukar

brmox «Hactpoiika mnpuoputuzamuu Tpaduka» (cm. puc. 111) mnpegHazHaueH
IUTsl T0OaBJICHUS IPUOPUTETOB OIpaHUYEHU Tpaduka 1o nHTepdeiicaMm U MpOTOKOJIAM.
bnox «Hactpoiika npuopuTtuszauu Tpapuka

HacTpoiika NpUOPUTH3ALNK TpaduKa

MpUopuTET BbICOKMIA v Anpec Cnyx06a ¢

Puc. 111

B Tabnuie 46 PUBEACHO OMKCAaHHE AJIIEMEHTOB 0J10Ka

«HacTtpoiika orpannyeHust Tpapuka.

Tabnuua 46 — Onucanue snemeHToB 0j10ka «Hactpoiika mpuoputusamnuu Tpaduxa

DIIeMEHT OnucaHue
Brmanaromuii Ciucok [IpennaznaueH A BBIOOpA OJTHOTO U3 TOCTYITHBIX HHTep(dercoB
«nTepdeiicy P p Y p
[IpennazHaueHo Ui BHIOOpA OAHOTO U3 CIEAYIONINX MapaMeTPOB:
Brinmanaromuii ciucok — «BuICOKMI»;
«ITpnopurer» — «Cpenuuii»;
— «Hwuszkuit»
[Tone «Anpec» [Ipeana3znaueHo st BBOJIa aJpeca BHIOUpaeMoil CITyKObl
[Tone «Ciyx06a» [IpennazHaueHo U1 BBOJAa HIMEHH BHIOMPAEMON CITYKOBI
. [IpennaznaueHo Ui BEIOOpA OAHOTO U3 CIAEAYIONINX MapaMeTPOB:
Brimmanaromuii Ciucok
«IIporokom» —«TCP»;
— «UDP»
Knomnka «CoxpaHuTtby» [Ipenna3znaueHa a1 COXpaHEHUS BBEIEHHON WHMOpMaIuu

4.5.6.4. brnok «Criucok MpuopuTeToB Tpahukar

brnok  «Cnucoxk  mpuopureroB  Tpaduka»  (cm. puc. 112)  npencraBusier

co0oif MH(OPMALMOHHYIO Ta0NWIly C HACTPOEHHBIM paHEee MEepPeuyHEeM MPUOPUTETOB

Tpaduxa.

CKAYaHO ¢ —UELGYULeL 7N el
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brok «Cncok npuoputeToB Tpaduka

Cnywa

TpuopuTeT Agpec
211

192.168.14.1

Puc. 112

Uudpopmanms B uHpopmanmronHoit Tabmuie «CHoUCOK NPHOPUTETOB Tpadukary

IPEJICTaBJICHA CO CIAEAYIOLIUMH MapaMeTpaMu:
1) «uTepdeiicy;
2) «IIpuopurer»;
3) «Anpecy;
4) «Cnyx06a»;

5) «IIpoTokom».

Knonka «Yganute» (Ij) npeaHa3HavYeHa JUIsl yAaJICHHUs U3 MepedyHs BRIOPAHHOTO

orpaHu4eHus Tpaduka.

4.5.7. Tlompaznen «IIpoBepka JOCTYITHOCTH Y3JIOB)

[Tonpazmen «IIpoBepka mocTymHOCTH y370B» (cM. puc. 113) ocymecTBiser

MIPOBEPKY CETEBOr0 COCANHEHUS C YAAICHHBIM Y3JI0M.

eI [ =XK/1I04YU.pgh
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[Tonpaznen «IIpoBepka JOCTYIIHOCTH Y3J10B)»

MpoeepKa BOCTYNHOCTH Y3N0B
MpoBepKa ceTeBOro cOeAWHEHHA C YAaNeHHbIM Y3NoM

oro coenuHeHvalg

O K L e BEDK CEeTe

Anpec COXPAHWUTE

Cnucok onpalWeaeMbiX y3noe

Anpec Bpems
0.0.4134 88140 ms YOANWTH
Puc. 113
B Ta6HI/Iue 47 IIPpUBCACHO OIIMCaHHueC 3JIEMCHTOB rmoapasaciia

«[IpoBepka TOCTYITHOCTH y3JIOBY.

Tabnuna 47 — Onucanue 351eMeHToB nojapaszena «lIpoBepka 1OCTYITHOCTH Y3J10BY

DIeMeHT Onucanue

YekOokc «BKIIIOUUTE CITy K0y
MIPOBEPKH CETEBOTO
COC/IMHCHUS

[TpennazHaueH I BRIOOpA BKITIOUYCHHS/OTKITFOUSHUS CITYKOBI
MIPOBEPKHU CETEBOTO COCAMHEHUS

Ilone «Anpec» HpeL[Ha3Haqu0 JJIs1 BBOAA U ,[[O6aB.TICHI/ISI aapeca ys3jia

WNudopmannonnas Tadnuuna
«CTIHCOK OIpamBaeMbIX
Y3JI0B»

[IpennaznaueHa Jyist oToOpakeHus agpeca U BpeMEHHU OTKIIMKA
00aBICHHBIX B CIIHUCOK OMPAIIMBAEMBIX Y3JIOB

Knomnka «COXpaHI/ITL» HpeL[Ha3Haqua AJId COXPAaHCHUS BBEICHHOM I/IH(I)OpMaI_II/II/I

[IpennaznaueHa A yaaieHus BRIOPaHHOTO y371a HH()OPMAIMOHHON
Knomnka «Y nanute TaOrmibl «CIMCOK OMPANIMBAEMBbIX y3JIOBY» U3 CIIHCKA ONPAIINBAEMBIX.
[TosiBsieTcst mocie g00aBIeHNsI OMPAITMBAEMOTO y371a
[Ipeana3znauena ayis cOpoca Tekymeid nHpopMaIy o T0CTyITHOCTH
Knomnka «O4uctuth» Y37I0B U TIPOU3BOUT IOTIOTHUTEIBHBIN OMPOC BPEMEHU OTKIINKA
Ka)JIOTO M3 Y3JI0B B CITHCKE

VeI [=XK/1I04YU.ph
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4.6. Pazgen «Cucrema OOHapyskeHust BropxeHuin»

Pa3znen «Cucrema O6Hapy:xeHus: BropkeHuin» conep KUt cieyroue noapasaebl:
1) «Hacrpotiika npasun COBy;

2) «Hactpolika oOHapy>KEeHUs»;

3) «ObnapyxeHnue ATak»;

4) «Ilepemennsie COB».
4.6.1. Tlompaznen «Hactpoiika nmpasuin COB»

[lompasnen  «Hactpoiika mnpaBun  COB»  (cm. puc. 114)  npeagna3zHaueH

JJIA BKIIFOUCHU S (OTKJ'IIO‘-IGHI/ISI) Cpa6aTI)IBaHI/Iﬂ KOHKPCTHOI'O pCIIArOmICTO IIpaBrJIa.

[Tonpaznen «Hactpoiika npasuin COB»

Mpasuna

Oe6aenenune npaeuna COB

NOBABUTH

Mownck npasnn COB no sid

Cnucok npaeun COB

attack-responses - CTpaHmu,a
backdoor -
bad-traffic ~ |flp
chat -

ADTM W v
communiy-bot - |2546  FTP MDTM overflow attempt 7@ B
community-deleted ~ |2373  FTP XMKD overflow attempt 7= B
community-dos ~ |2374  FTP NLST overflow attempt /= B
wmmum?"g’(p‘u‘t Y2449  FTPALLO overflow attempt /= B
community-Tp -

B ’ W V]
community-game =7|2389  FTP RNTO overflow attempt = B
community-icmp ~ |2390  FTP STOU overflow attempt g0 B
community-imap > || 2391 FTP APPE overflow attempt /i B
mmm“”‘?’"“‘a”'c“em T |2332  FTP RETR overflow attempt g B
community-misc -

V]
community-nntp - |2343  FTP STOR overflow attempt /= B
community-oracle ~ | 337 FTP CEL overflow attempt 7 E
community-policy v |2344  FTP XCWD overflow atiempt /= B
Commum?’s'pt 111919 FTP CWD overfiow attempt = B
community-smip hd

- A w ]
community-sgl- . 1621 FTP CMD overflow attempt /= B
injection 1379 FTP STAT overflow attempt = B
community-virus v |2340  FTP SITE CHMOD overflow attempt f= B

Puc. 114

[Tonpasznen «Hactpotika mpasuin COB» pa3aenen Ha cieayromuye OJJOKH U CTPAHUIIBL:

1) crpanuna «Jloo6asnenue mpasmia COBy;

VeI [=XK/1I04YU.ph
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2) 610k «Ilouck npasun COB o sidy;

3) 6mox «Cricok npasun COB».
4.6.1.1. Crpanuna «Jlo6aBnenue npasmia COB»

Crpanuna «Jlo6aBnenne mpaBuima COB»  (cm. puc. 115) mpeanaszHaydeHa
g Hactpoiiku npasuwi COB u noGaBnenus ux B cnucok npasui COB.
Knonka «Jl006aBUTBH» NO3BOJIAET OTKPHITh AAHHYIO CTpPaHMIy A1 JOOABICHMS

HoBoro npasuia COB.

Crpannna «Jlo6aBnenue npasuia COBy»

CincTema OBHapy®eHnA Bropxennii

3aronosox Nnpasuna

[JeitcTene MpoTokon [teg ~]
IP-3apec NCTOMHKMES MopT NCTONHKEE

Hanpasnete nepenasm

|P-aapec HasHaqenua Mopr HastaseHma

(OCHOEHbIE NONA NPAEHNa

Coobuwexne Ceooinka
nesmucbusaTop Bepeya npasuna
Tan Mpropwter

Mons ANA onpegeneHuA ETORNERAA B AGHHBIX NAKETa

He yuMroas permcrp

Cogneprumoe
He: yuHTHIBaTE CTPYKTYRY NakeTa

IryGuHa noucxa CuslLEHIE Hauana nowcka

Perynapkoe Eniparerie

Mons AnA onpefencHiA ETOPKEHAA B ETONOBKE NAKETa

Cmeupnme bpansesta Bpewn ¥makm nakera (TTL)

Tun oBcnyseakms (ToS) WaermudwkaTop nakera

Mone onuwd & IP saronoexe EMTHI hpamieHTaLmMH

Pasmep naketa ®nar TCP coegubeHna

Homep nocregosatensHoCTH HoMEp NOCEN0saTENEHOCTH YCTAHOBKH COSIHHEHNHS

MpaHnubl okHa TCP nareta Tun ICMP naketa

Kop ICMP naketa Waermugwkatop ICMP naketa

HOMEp NOCNE0BaTENbHOCTH

ICMP naketa

MpoTokon IP OMHAKOBBIE HCXOALLAE M EXOAALIE APECa
[OBABUTL
PEJAKTMPOBATE KAK TEKCT

Puc. 115

Crpanuna «/lo6asnenne npasuia COB» conepKuT cieayronme CeKIuu:
1) «3arosoBoK npaBuiay;

2) «OCHOBHBIE TOJIS IPABUIIAN;

3) «llomnst st onpeneneHust BTOPKEHUS B TAHHBIX ITAKETa,

4) «llons nnst onpeiesieHs! BTOPKEHUS B 3ar0JIOBKE TTAKETay.

CKauaHo ¢ —IUERGYL L7 ele o)
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4.6.1.1.1. Cekius «3arojoBOK MpaBHIIa

Cekmust  «3aroyioBok mpaBuiia» (cM. puc. 116) mpeaHazHaueHa IS CO3IAaHUS

3aroJIOBKa IIpaBHJIA.

Cexkuust «3aroyioBOK MpaBUiIay

3aronoEok Npasuna

[eiicrane e v Miporokon

IP-3apeE MCTOMHMKS TopT WeToHHiKa

EHWE NEPEAUM 6 o0& CTOpoHb W

|P-3pet HasHAYEHUA MopT HasHA4EHHA

Puc. 116

B  Tabmuue 48 nmpuBeneHO ONMUCAaHME  DJEMEHTOB  CEKLUUU  «3arojoBOK

IIpaBHJIa».

Ta6Jmua 48 — Onucanue 3JIEMEHTOB CCKIINH «3aroJIoBOK IIpaBHJIa»

DIeMEHT Onucanue

[Tpenna3HaueH i BbIOOpA NATbHEHIIIETO ISHCTBYSI U3JIEIUS TIPU
cpabaTbiBaHKU TpaBuia. JJocTymeH 11 BIOOpa OJIMH U3 CIICAYIOIINX
napaMeTpOB:

— alert (3anuceiBaeT uHMGOpPMAIHIO 0 CpabaTHIBAHUH MPABUIA B
KypHa);

— pass (MrHOpHUpYET CETEBOM MaKeT);

— drop (6;okupyeT ceTeBOi MaKeT M 3aMUChIBACT HHPOPMAIIHIO O
cpabaThIBaHUU TIPABUJIA B )KYpHA);

— reject (6;OKHpyeT CETEBOM MaKeT, 3amuchiBaeT HHPOPMAITUIO O
cpabaThIBaHUHU TIPABUIIA B )KYPHAI U, 3aT€M OTIIPABIISET CETEBOM
nakeT « TCP reset» (npu ucnonvzosanuu npomorxonra TCP) win
cereBoit maket «ICMP port unreachable» (npu ucnonvzosanuu
npomoxona UDP));

— sdrop (GokupyeT makeT, HO He 3aMuChIBaeT HH(MOPMAIHIO O
cpabaThIBaHHUH MPaBHJIA B )KypHA)

Brimagaronmmii ciucok
«JlericTBre»

IIone «IP-a;[pec HCTOYHUKA» HpenHa3Haquo JJI1 BBOAA IP-a,upeca HCTOYHHKA CCTCBOI'O ITaKETa

[Ipennaznauen ams BeIOOpa HampaBieHUs nepenadu. JlocTyrneH s
Brinagaromuii cnucok BbIOOpA OIMH U3 CIEAYIOUINX TapaMeTPOB:

«Hanpasnenue nepenaun» | — B 00€ CTOPOHBI,

— B OJIHY CTOPOHY

ITone «IP-agpec Haznauenus» | [Ipennasnaueno quist BBoja IP-agpeca Ha3HaueHMsI CETEBOTO MaKeTa

CKAYaHO ¢ —UELGYULeL 7N el
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DeMeHT Onucaunue

[TpennazHaueH 1715 BbIOOpaA UCIOIB3YEMOTO IIPOTOKOJIA IS [TpaBUIIa.
Hoctynen yist BBIOOpa OJMH U3 CIEAYIOIIUX [TapaMeTpPOB:

Brimanmaromuii criicox — tcp;
«[Ipotokom» — udp;
—icmp;
— |p

IIone «HOpT HCTOYHUKA» Hpe;IHasHaquo AJi1 BBOJIa HOMCpPA MOPTa UCTOUYHHKA CETCBOI'O ITaKeTa

HpeﬂHasHaquo AJid BBOJIa HOMEpPA MOPTa HA3HAYCHUS CETCBOI'O

[Tone «ITopt Ha3HAUECHUD»
nakera

4.6.1.1.2. Cexnmst «OCHOBHBIE TIOJIS TTPABUIIA

Cexmust «OcHoBHBIE MO TpaBuwia» (cM. puc. 117Puc. 116) mnpeana3zHayeHa

JJIA 3aIIOJIHCHUSA OCHOBHBIX oJjieu IIpaBUJIL.

CGKI_[I/IH «OCHOBHBIC TTOJIS IIpaBHJIa»

OCHOEHbIe NonA Npaeuna
CooGLieHne Ccbinka

MaeHTuduKaTop Bepcua npasuna

Tun not-suspicious v MpnopuTeT

Puc. 117

B rtabmuue 49 mnpuBeneHO ommMcaHHWE JJIEMEHTOB CeKIMU «OCHOBHBIC IOJIS

IIPABUIIAY.

Tabnuna 49 — Onucanue meMeHToB ceKIuu « OCHOBHBIC TTOJISI TPABUJIIA»

DneMeHT Ormnucanue

[MpenHa3HaueHo A5 BBOJA UMEHH / COOOIICHHSI CO3/1aBaEMOT0
paBUIIa

[Ipenna3znaueno ajs BBoja uaeHTUdUKaTopa mpasuia. Heo6xoanmo
yKa3biBaTh yncio 6ospiie 10000000

[Ipeana3znauen a1 BBIOOpA OAHOTO M3 JOCTYITHBIX TAPaMETPOB THIA
JUIsl CO3JaBaeMOro IIpaBuia

[IpennazHaueHo /Ui BBOJA CCHUIKM Ha HH(OPMAIIMOHHBIE PECYPCHI,
OTHCHIBAIOIIUE aTAKY, MPEJCTABICHHYIO JAHHBIM MPABUIIOM

TTone «CooO1enue»

[Tone «Mnentudukatop»*

Brimagaronmii cnucok « Tum»

ITone «CcrLikay

ITone «Bepcus npasuiia» IIpenna3zHaueHo 11 BBOJIa BEPCUU IIpaBUiIa

CKAYaHO ¢ —UELGYULeL 7N el
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DeMeHT Onucaunue
[Toste «IIpuopureT» [IpenHasHaueHo /IS BBOJIA IIPUOPUTETA TPABHIA

* — DrieMeHT, 00sI3aTeNbHbIN K 3aOJHEeH IO / BRIOOPY MapameTpa

4.6.1.1.3. Cexuus «Ilomnst st onpeaeneHus: BTOPKEHUS B TAHHBIX MaKETa

Cexuust «Ilonst s ompeseneHUs] BTOPKGHUS B JaHHBIX Makeray» (cm. puc. 118)

IIpcaHazHa4dCHa IJId 3aIlIOJTHCHUA oJieu I OIIPCACIICHUS BTOPKCHUSA B JTAHHBIX ITAKCTA.

Cexuus «Iloms s onpeneneHus BTOP>KEHUS B JAHHBIX MMAKETA»

Monsa ANA onpefeneHA ETOPKEHWA B AaHHEIX NakeTa

c He
Lofepsumoe ~

H

YUMTBIBATD PETUCTD
Y4MTbIBATE CTPYKTYPY NakeTa

rnyGHHa noucka CMeLeHHe Hayana noucka

erynapHoe
BhIpaKeHne

Puc. 118

B tabimue 50 MIPUBEICHO OICaHUE DJIEMEHTOB CEKIINU «Ilonsa

AJI OIIPEACIICHUS BTOPKCHUA B JJAHHBIX ITAKCTA).

Tabmuna 50 — Onucanne snemeHTOB cekimu «llomst st ompeneneHus BTOPKEHUS

B JAaHHBIX ITaKCTa»

DeMEHT Onucanue

[Tpenna3HaueHo A7 BBOJA CONEPKUMOIO MAKeTa, ONPeIeNIIONIEro
cpabaThIBaHUE ITpaBHJIa

[Ipenna3zHadeHo I BBOJA AJTMHBI ITOCIE0BATEIHHOCTH

[Tone «I'myOuHa moucka» | OTHOCUTENBHO CMEIEHHS, B KOTOPOM OCYIIECTBIISETCS IOUCK
TpeOyeMOoro Coaep:KUMOro

[Tone «Conepxumoe»

[Tone «PerynsapHoe [IpenHnazHaueHo Ui BBOJA PETYIISIPHOTO BRIPAKECHHUS JIJIs TIOMCKA
BBIPOKEHUE» MOCJIEIOBATENBHOCTH, ONPECIISIONIeH cpadaThIBaHUE TIPABUIIA
Yexbokc «He yuntoBaTh [IpennaznaueH a7 BRIOOpaA BKIFOUSHUS/OTKIIIOUEHHUS ydeTa perucrpa

PETUCTD» B nosie «Conepkumoey
Yexbokc «He yuntoBaTh [IpennaznaueH a7 BRIOOpA BKIFOUEHUS/OTKIIIOUEHHUS yaeTa
CTPYKTYpY HaKeTa» CTPYKTYpBbI IMaKeTa
[Tone «Cmemenue Hauana | [IpeqHasHaueHo A7 BBOJA CMEIICHUSI OTHOCUTENIFHO Hadala makeTa,
MIOKMCKa OT KOTOPOTO HAUYMHAETCSI MOUCK TPEOYyEeMOro COJIEP>KUMOT0

CKAYaHO ¢ —UELGYULeL 7N el
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4.6.1.1.4. Cexuus «Ilonst s onpeeseHus BTOPKEHUSI B 3ar0JI0BKE IMaKeTay

Cexrust «[lonst it ornpesieNieHHss BTOPKEHUST B 3arojioBke makera» (cm. puc. 119)

MMpCaIHa3HAYCHA AJIA 3aI10JIHCHMA T1oJIeH AJE1 OIIPCACIICHUA BTOPKCHUS B 3aI'0JIOBKC ITAKCTA.

CCKHI/IH «ITons AJI1 OIPCACIICHUS BTOPKCHUA B 3ar0JIOBKE ITAKCTa»

rMonA AnA onpeAeneHus BTOPKEHUA B 3aroNloBKe naketa
CwmeLyerue (parmeHTa BpeMaA #ustu naketa (TTL)
TUn oBCnyxuBaHna (ToS) WneHTHDHMKATOP NaKeTa
EWTbI (pparMeHTaLmnu

®nar TCP coeuHeHHA

Homep
NOCNENOBATENBHOCTH

HoMep NocnefoBaTeNsHOCTH YCTAHOBKH COEAWHEHUA
paHuUbl OkHa TCP naketa Tun ICMP nakeTa

Kon ICMP naketa WMpeHtuukarop ICMP naketa

Homep
NOCNE0BATENLHOCTH
CMP naketa

Mpotokon IP OaMHAKOBbIE MCXOAALME W BXOAALME afpeca

Puc. 119

B tabiuue 51 MIPUBEICHO OIHCAaHHE DJIESMEHTOB CEKIIUH «llons

AJIA OIIPCACIICHUS BTOPKCHUA B 3arOJIOBKC IIAKCTa».

Tabmuna 51 — Onucanune snemeHTOB cekimu «llomst st ompeneneHus BTOPIKEHUS

B 3aroJIOBKEC ITaKETa»

DIIeMeHT Onucanue

ITone «Cmemenue
[Ipenna3znaueHo 17151 BBOJA 3HAUCHUS CMEIIEHUs ()parMeHTa

dbparmeHTay
Hone [IpennaznaueHo /i BBoJa 3HaueHUs Tuma oociyxuBanus (ToS)
«Tun o6cayxuanus (ToS)»
IIone «Ilone ommumit IIpenHasHaueHo Ju1s BBOJA 3HaYeHMs nouis onuui B I[P 3aronoske
B IP 3aromoBke» MaKkeTa
[Tone «Pa3mep makera» [Ipenna3zHaueHo 71 BBOJA 3HAYEHHUS pa3Mepa IakeTa

[Tone «<Homep
M1OCJIE/I0BATEIbHOCTHIY
[Tone «I'panuilpl okHa

TCP nakera»

Hpe;lHa3Haquo JJI1 BBOJIa 3HAUCHUA HOMEPA IMTOCICA0BATCIIBHOCTU

IIpenna3naueHo i BBoa 3HaueHUs rpanuipl okHa TCP makera

[Tone «Kox ICMP nakera» | IIpegnaznadyeno mis BBoja koaa ICMP makera

CKAYaHO ¢ —UELGYULeL 7N el
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DnemMeHT Onucanue
[Tone «Homep
[10CJIe10BATEIbHOCTH [Tpenna3HaueHo A7 BBOJA 3HAYEHHUS HOMEPA MOCIIE10BATEIbHOCTH
ICMP nakera»
ITone «IIpotokom IP» IIpenna3HaueHo ais BBoja nporokona IP

[Tone «Bpemst )xu3HU
nakera (TTL)»
[Tone «nentudukarop
IIaKeTay

[Mpenna3HaueHo AJ1s BBOJA 3HAYCHHS BpeMeHH jku3Hu maketa (TTL)

HpeaHasHaquo JJI1 BBOAA 3HAYCHUS I10JIA I/I[[GHTI/I(l)I/IKaTOPa IHakeTa

[Toste «butel pparmenranum» | [IpennasnaueHo 1yt BBOJA 3HAYCHHS OUTOB (PparMeHTalun

[Tone «®Pnar TCP
[Tpennasnaueno ams BBoga 3HaueHus (iaaros TCP coennnenus
COEMHEHUS»
[Tone «Homep
[IpennazHaueHo /Ui BBOJA 3HAYEHUS HOMEpa I0CIIE10BaTEIIbHOCTH
[0CJIEI0BATEIbHOCTH

IIpU YCTAHOBKE COCAMHCHUA
YCTAaHOBKH COCOUHCHU

[Tone «Tun ICMP nakera» | [Ipennasnaueno aiist BBoja tuna ICMP nakera

[Tone «nentudukarop
ICMP naxkera»
Yexbokc «OanHaKOBBIE
HCXOASIIME U BXOAIINE
azgpecay

[TpennaznaueHo s BBoaa uaeHtudukaropa ICMP nakera

HpenHaSHaqu JIIA BLIGOpa BKJIFOUEHMS/OTKIIFOUEHHS OTCIIEKHUBAHUS
OJMHAKOBLIX UCXOJAIINX U BXOOAIIUX aJpeCOB

[Ipeana3zHaueHa A CO3/1aHUsI HOBOTO MPaBUiia C 3aJaHHBIMU Ha
JTAHHOM CTpaHHUIIe TapaMeTpaMu

[Ipeana3znauena AJis CO3/1aHKsI HOBOTO MPAaBHIIA C AOTIOTHUTEIHHBIMU
napameTpamu. [103BONISIET OTKPBITH CTPAHUILY C BO3MOKHOCTBIO
CTPOKOBOTO BBOJIa TAPAMETPOB B CHHTAKCHCE TIPABIIT «SNOIrty

Knomnka «Jlo6aBuUTH»

Knonka «PegaktupoBaTh Kak
TEKCT»

4.6.1.2. brok «ITouck mpasuin COB no sid»

brok «ITouck mpasun COB mo sid» (cm. puc. 120) npenHasHadyeH 1 OBICTPOTO
noucka B crucke mpaBuia COB mo HoMmepy sid, KOTOpbI MOXHO YBHJIETHh B KypHAJIC

B CJIydac aTaKH.

bnoxk «ITouck npasun COB no sid»

Mouck npaewn COB no sid

Puc. 120

CKAYaHO ¢ —UELGYULeL 7N el
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Ha pucynkax 121, 122,123 nokazan npumep noucka mnpaswia COB

10 U3BECTHOMY HOMeEpY sid.

Broa Homepa sid

Mouck npaenwn COB no sid

Puc. 121

Haiinennas nouckom rpynna npasui COB

Mowuck npaewn COB no sid

1292 attack-responses (1._1)

Puc. 122

OTtobpaxenue B ciucke npasuil COB uckomoro mpasuia

Mouck npasun COB no sid

CnMcoK npasun COB

community-deleted

rommnnite_dne

attack-responses - CTpaHMu,
backdoor -
bad-traffic - |attack-
chat > |responses
community-bot A
o | 1292 ATTACK-RESPONSES directory listing /= B

Puc. 123

eI [ =XK/1I04YU.pgh
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Jnst Toro yrToObl HMCKOMOE TMpaBwiio oToOpasuiioch B crnucke npasuwin COB

HE0OXO0MMO Ha)KaTh HA HAWIEHHOE TTOMCKOM MPaBuiIo (cM. puc. 122) moa cTpoKoii moucka.
4.6.1.3. brnok «Crniucok npasuin COB»

brox «Crnmcox mpaBun COB» (cm. puc. 124) conmepxut nepedeHsb npaBmwi COB

C BO3MOKHOCTBIO UX PCAAKTUPOBAHNA.

biok «Crniucok npasun COB»

Cnucok npaewn COB

attack-responses ~ | Crpannya[1 v ]
backdoor -
bad-traffic ~ |attack-
chat ~||responses
community-bot hd —_—

) ‘ ) =
ST 2 < | 1292 ATTACK-RESPONSES direclory listing im &
community-dos - |494 ATTACK RESPONSES command completed /i K
community-exploit > |95 ATTACK-RESPONSES command error /= B
mmm“”f{’“ﬁp v |a97 ATTACK-RESPONSES file copied ok /0 K
community-game -

) %
community-icmp - | 1200 ATTACK-RESPONSES Invalid URL i &
community-imap + | 1666 ATTACK-RESPONSES index of /cgi-bin/ response i@ B
community-mail-client v 1201 ATTACK-RESPONSES 403 Forbidden /= B
ELITIIATIEE T | 498 ATTACK-RESPONSES id check returned root /= B
community-nntp - o : /% K
s o | 1882 ATTACK-RESPONSES id check retumed userid
community-policy - |1464 ATTACK-RESPONSES oracle one hour install i® B
community-sip ¥ [1900 ATTACK-RESPONSES successful kadmind buffer overflow attempt /i K
community-smip_ 711901 ATTACK-RESPONSES successiul kadmind buffer overfiow attempt i B
community-sgl-injection - B i /% K
community-virus - |1810 ATTACK RESPONSES successful gobbles ssh exploit GOBBLE
community-web-attacks ~ 1811 ATTACK-RESPONSES successful gobbles ssh exploit uname ﬁ? bd) 3
community-web-cgi ¥ (2104 ATTACK-RESPONSES rexec usemame too long response /= B
ST A0S T\ 2123 ATTACK-RESPONSES Microsoft cmd.exe banner /% B
community-web-dos - o ) /2 K
community-web-iis 2y | 2412 ATTACK-RESPONSES successful cross site scripting forced download attempt

Puc. 124
B n1eBoM HMHpOpMalMOHHOM TMOJ€ COAEPKUTCA MH(GOpMAIUsA O Tpynmnax HpaBuil
COB. Ilonb3oBarensckue npasuiga COB OyayT HaxoauTbCs B TpYIIE C Ha3BaHUEM

«rubicony.

B Tabmune 52 mnpuBeneHo omnucaHue 3JeMEHTOB Onoka «CHHMCOK —MpaBHIl

COB».

Tabmuma 52 — Onucanue snemenToB 0j10ka «Criucok mpasuin COBy

DJIeMeHT Ormcanue

- o
Kuaomka « » HpeL[Ha3Haqua IJId paCKpPBITUA OAHOTHITHOW I'PYHIIBI ITPAaBUJT

CKayaHo ¢ —IRELGULeE/Nole o)
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DeMeHT Onucaunue

[Ipeana3nauen A BbIOOpa HOMEpa MPOCMATPUBAEMOM CTPAHUIIBI C
npaBuiamu COB. MudopmarnmonHoe mose, oTroopaxaroiiee nepeucHb

Brinmagarommii ciucok npasui COB, npenocTaBisieT BO3MOXHOCTh IPOCMATPUBATH MEPEUCHB
«Ctpanuiiay 1o 150 nmpaBwit Ha oiHOM cTpanuie. st najibHEHIIEro npocMoTpa
nepeyHst HEOOXOAMMO BEIOpATh CIEAYIONIYIO CTPAHUILY B JTAHHOM
CIICKE

[Tpennasnauen 1uis BeIOOpa BKIIOUEHUs/OTKII0ueHus npasuina COB
YekOokc «*umsa npasuna™» | ¥ MO3BOJIAET M0OJIB30BATEIO BKIOYATh WIN OTKJIIOYATh BHIOpAaHHOE
IIPaBWJIO, HE y1aJIsisl €r0

[TpennasHauena i pegakTupoBaHus npasuia. [lpu HaxkaTun
OTKpbIBAETCs (popMa peJaKTUPOBAHUS IPABUII

[IpennasHaueHa 1Jis BKIIOYCHUS/OTKIIOYCHUS YBEJOMIICHUN HA MTOUTY

Kuonka « 0 »

Kiomka « &5, 0 cpabaTHIBAHNY NIPABUIIA
8 [TpennasHaueHa i BKIFOYCHUS/OTKIIIOYCHUST aBTOMATHYECKOTO
Knorka « * JI0OABJICHHS TIPABWJI CETEBOT'0 dKpaHa MpHU cpabaThIBAHUH MPABHIIA
[Tpennaznauena juis ynanenus npasuia COB.
KHomKa « o » JlocTynHa TOBKO I 0Jb30BAaTEIbCKUX ITPABUII, HAXOAAUIUXCH B

rpynmne «rubicony» (cm. . 4.6.1.1 HacTosiEero JOKyMEHTa)

[Tox Onoxkom «Crmcok mpaBun COB» mpencraBiaeHa Jerenna (cM. puc. 125)

BCEX BO3MOXHBIX JICMCTBUH € MpaBWiiamu B noapasaene «Hactpoiika npasusr COBy.

Jlerenna noapasaena «Hactpoiika npaBuin COB»

Nerenpa (4 Npaeuno ekniodedo 6= BKNKYEHL HEMEANEHHLIE ONOBELIEHHA M ONOBELLEHUA MO AMEKTPOHHON noyTe AaHHOrO NPaBuna KMTIOYEHO CO3AaHNe 3anpe
[ Npasuno ebiknicyero [ BbikniodeHbl HeMEANEHHbIE ONOBELERMA | ONOBELEHNA N0 ANEKTPOHHORA NOYTE ANA 3a/aHHOTC NpaBnna fO4EHO Co3aaH
F VsmeruTs I VYaanuts yTb rpynny

Puc. 125

4.6.1.3.1. Ctpanuiia peqakTUpOBaHUs MTPaBUI

Ctpanuiia peakTHpOBaHUs MpaBui (cM. puc. 126) mpemaocTaBiseT K HACTPOMKe
AJIEMEHTBI, COOTBETCTBYIOIINE OMMCAaHHBIM paHee B 1. 4.6.1.1.1 HacTosiiero 10KyMeHTa.

JInst Bcex MpaBmll, HAXOJSIIUXCS B TPyHIe «rubicony, MOCTymHBI Ui W3MECHEHHS
Bce moissi mpaBwia COB. [Ins Bcex oOCTampHBIX TPYII — OCHOBHBIE TMOJIS IpaBHIIa

(BBIIEIICHBI CEPBIM) I U3MEHCHHS HEJOCTYITHBI.

CKAYaHO ¢ —UELGYULeL 7N el
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Crpanuna pe1akTUpOBaHUSI PABUII

ids
OCHOBHbIE NONA NPaBuna

ATTACK-RESPONSES

Mma Cchinka
directory listing

VLeHTH(MKaTOp 1292 Bepcua npasuna
T™n bad-unknown TIpHopHTeT

3aronoBok Npaeuna

NencTeue alert v Mpotokon

IP-anpec HCTOYHUKA $HOME_NET TOPT HCTOYHUKA

Hanpaenerue nepesaqn 8 O[JHY CTOPOHY ¥

IP-anpec HasHauyeHua $EXTERNAL_NET MopT HasHa4eHua

NOBABUTH
PEOAKTUPOBATE KAK TEKCT

Puc. 126
4.6.2. Tlogpaznen «Hactpoiika oOHapy>KEHUSD)

[Mompasnen  «Hacrtpoiika  oOHapyxeHus»  (cm. puc. 127)

I HACTPOWKHU MapaMeTpoB (PyHKIIMK OOHAPYKEHHSI CKAHUPOBAHUSI.

[Tonpaznen «HacTpoiika 0OHapyKEHUS

HacTpoika o6HapyHeHWA CKAHWPOBAHUA
Brnio4eHo

Bce v
MpoTokon

. Hu3skmi v
YpOBEHE CpadaThiBaHuA

Puc. 127

B Tabmuie 53 mnpuBenIeHO OMHCaHUE JJIEMEHTOB IOjApasjesa

OOHapYKECHUS.

MNpCAHAa3HAYCH

«Hacrporika

Tabmuma 53 — Onucanue smeMeHToB mojpaszaena «Hactpolika o0HaApyKEHUS

DIeMEHT Onucanue

Yexookc «BKiIroueHO»

oOHapyKeHUs] CKaHUPOBaHUS

Hpez[HasHaqu JJIs BLI60pa BKJIIOUEHMS/OTKIIFOUCHUS CHCTEMBI

VeI [=XK/1I04YU.ph
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DeMeHT Onucaunue

Hpez[Ha3Haqu JUIA BBI60pa OIHOTO U3 JOCTYIIHBIX NPOTOKOJIOB!:

— «Bcew;
Brmmagaroniyii cnucok — «TCPy»;
«IIporokom» — «UDPy;
— «ICMPy;

— «IIporokoi IPy»
[IpennaznaueH a7 BHIOOpA OJTHOTO U3 JIOCTYITHBIX YPOBHEH

. cpabaTbIBaHMUS:
Brimanmaromuii ciucox o
— «Huzkuii»;
«YpoBeHb cpabaThIBAHUS .
— «Cpennuib»;
— «BwIcokmii
Kuomnka «CoxpaHuTh» [TpennaznaueHa sl COXpaHEHUS BBEJICHHBIX paHEe HACTPOCK

4.6.3. Tlompaznen «O0HapykeHrue ATak»

[Togpaznen «OOHapyxeHue Artak» (cm. puc. 128) npeaHa3HaAYeH

JUTSl YCTAaHOBKH ITApaMeTPOB OOHAPYKEHUS aTaK U 3arpy3Ku HAOOPOB MPaBHJL.

[Tonpaznen «OOHapyxkeHue ATak»

Cucrtema O6HapyweHna ATak:
. Cuctema MNpefoTBpalleHUs BToOpHeHWI

NamATe: CoCTORHHE:

Snort inline OCTAHOEBNEH
Cuctema OGHapyXKeHnA BTopKeHni
WHTepdeiich: MNamATe: CocToRHMKE:
GREEN Snort eth0 OCTAHOEBNEH
GREEN Snort eth1 OCTAHOEBNEH
GREEN Snort eth2 OCTAHOBNEH
GREEN Snort eth3 OCTAHOEBINEH

AIpec ANs Nony4eHA 0GHOBNEHWA

MpoBepsTL METKY JOBEPEHHOTO BPEMEHM NPU OGHOBNEHUK NPaBHN

CoxXpaHuTb HOBbIE HAcTporikn COB |

TMPUMEHHTL TEKYLLNE HACTPOIKM COB |

HDO‘JHTBTE NoCNEQHWE 3anuCH B XypHane YCTaHOBKW Npasun
HaGop npaeun BiDepHTe (aiin | Daiin He swiGpan
3arpyauTb HOBLIA HAGOP NpaBun |

Puc. 128

B tabnuie 54 PUBEICHO OIMCAaHUE DJIEMEHTOB nojapaszesna

«O0HapyxeHne Ataky.

CKauaHo ¢ —IUERGYL L7 ele o)
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Ta6muma 54 — Onucanue 351eMeHToB nojapaszeia «OoHapykeHre ATak»

DJeMEHT

Onucanue

Yekboxkc «Cucrema
[IpenorBpamenus
BTopxeHuii»

[penna3HaueH 1151 BeIOOpa pexxuma padbotsl «Crcrema
[IpenorBpamenus Bropxenuit». J{ns aktuBauu padoThl pexxuma
HEOOXO0IUMO BKIIIOUHTH CITy:k0y «Snort inline»

YexkOokc «Snort inline»

[Ipeana3naueH a1 BHIOOpA BKITFOUYEHUS/OTKIIFOUCHHUS CITYKOBI «SNort
inline» u akTuBanuu pexxuma padbotsl «Cucrema [IpenorBpameHus
BTopxenuii»

NudopmarnmonHoe moje
«ITamMaTB»

[Ipennasnauen s orodpaskeHust nHpopMaIu 00 ONepaTUBHON
namstu (B MbB), 3annmaemoit mpoueccoM oOHapyKEHHsT BTOPIKEHHUS
(151 mepevrCIIeHHBIX B MOJIPA3/IeIie PEKMMOB pPabOThI U3ICIIHS)

NudopmarnmonHoe moje
«Cocrosaue»

[Ipennaznauen ams orobpakeHus HHGOOPMALIUK O COCTOSTHUU PaOOThHI
CIIy>K0 cHCTeMbl OOHAPYKEHHS aTaK

Yexbokc «Cucrema
Ob6unapysxenus Bropxenuii»

[Tpenna3nauen juig BeiOopa pesxuma pabotsl «Cuctema OOHapyKeHus
Brop:xenuity. Jlns aktuBanum paboTsl pexkruMa HEOOXOJMMO BBIOPATh
ceTeBoil nHTep(eiic, Ha KOTOPOM OHA OyJeT aKTUBHUPOBAHA.

YekOokc «*ums
unmepghetica®

[TpennazHaueH 1js BBIOOpA CETEBOro MHTEpdeiica U aKTUBAIUY Ha
HEM CITy>KObl 0OHapY>KeHUsl BTOpKEHH B pexknme «Crucrema
O6napy>xenust Bropxenuii».

Ilo ymonuanuro y cemegulx unmepgheiicos, NOOKIOUAEMbIX K
BHYMPeHHell cemu, 8ce NaKembvl, MApuipymusupyemvle Mexicoy
PA3IUYHBIMU 3eIeHbIMU UHmMepdeticamu, He DIOKUPYIOMCst

[Tone «Anpec st moJTy4eHust
OOHOBIIEHUIT»

[Ipeana3znaueHo ajst BBOJA aapeca JIsl OJMydeHHs] OOHOBIIEHUH

Yexb60kc «IIpoBepsTh METKY
JIOBEPEHHOT'O BPEMEHU NPHU
0OHOBJICHUH [TPaBUID»

[Ipeanaznauen A BHIOOpA BKIIOYEHUS/OTKIIFOUECHUS TIPOBEPKH METKHU
JIOBEPEHHOTO BpEMEHU MpU 0OHOBJICHUU TTPABHII

Knomnka «CoxpaHUTh HOBBIE
Hactpoiiku COB»

[TpennazHaueHa Jisl COXpaHEHUsI HACTPOEK CUCTEMbI OOHApYKEHHUS
BTOp)KeHUs. BHeceHHbIe M3MeHeHus OylyT yUTEeHbI NIPH CIETyIOIEeM
3aIyCKe U3JeNUsI UM 110cIIe HaXkaThs KHONKK «lIpruMeHuTh Tekyiue
HacTtpoiiku COB»

Knonka «IIpumenuts
TeKkymue HacTporku COBy

[IpennazHaueHa Jisi HEMEUIEHHOTO IPUMEHEHUS YCTaHOBIIEHHBIX
napameTpoB oOHapy>keHus arak. HaxxaTue 3Toi KHONKM MPUBOJAUT K
MOJIHOMY Tepe3anycKy CHCTeMbI 0OHapy>KEHUs BTOP>KEHUI Ha
yKa3aHHBIX paHee HHTepdericax

Knonka «IIpounraTts
IIOCJIETHUE 3aIIUCHU B
JKYpHAJIE YCTAHOBKH ITPABHII»

HPCIIHEBH&‘ICHE[ JJIA OTO6pa)KCHI/ISI MMOCJICAHEN 3aM1CH B JKypHaje
YCTaHOBKHU ITpaBHJI

Knomnka «Bwibepute daiin

[IpennaznaueHa JIst OTKPBITUS CUCTEMHOTO okHA DBM i1 BEIOOpa
3arpyskaeMoro (aiisia 6a3pl pemarmmx MpaBuil

Knonka «3arpy3nuts HOBBII
Habop MpaBUII»

[TpennasnaueHa 11 3arpy3Ku HOBOro Habopa 6a3bl peraronmx
MIPaBHJI CUCTEMBI OOHAPYKEHHS BTOP)KEHUN U3 BHIOPAHHOTO
noJib30BareseM (aiiia
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4.6.4. Ilogpaznen «Ilepemennsie COB»

[Mompaznen «Ilepemennsie COB» (cm. puc. 129) mnpenHa3HaueH i yKa3aHUS

3HAYEHUH MepEMEHHBIX B pemaromux npasmiax COB.

[Monpaznen «Ilepemennsie COB»

HacTpoiika nepemeHHbix COB
OnpenenuTe nepemexHyo COB
MMA nepemetHoii COB
3HaueHHe nepeMeHHoi COB

[IOBABUTL

CnMcoK NepemMeHHEIX COB

Wms nepemenHoid COB 3HayeHne nepemenHoi COB CHETYHMK CChINOK

HOME_NET [192.168.1.0/24,192.168.2.0/24,192.168.3.0/24,192.166.4.0/24] 1745 4
DNS_SERVERS 127.0.0.1 g
EXTERNAL_NET ISHOME_NET 3914 9
SMTP_SERVERS SHOME_NET 9 7
HTTP_SERVERS SHOME_NET 1708 7
SQL_SERVERS $HOME_NET 367 7
TELNET SERVERS SHOME_NET 30 g
SNMP_SERVERS SHOME_NET o 4
SIP_SERVERS SHOME_NET 0 7
SIP_PORTS 5060 0 g
HTTP_PORTS 80 1833 7
FTP_PORTS [20,21] 0 14
SSH_PORTS 2 0 7
SHELLCODE_PORTS 180 2 7
ORACLE_PORTS 1521 31 g
AIM_SERVERS [64.12.24.0/23,64.12.28.0/23,64.12.161.0/24,64.12.163.0/24,64.12.200.0/24,205.188.3.0/24,205.188.5.0/24,205.188.7.0/24,205.188.9.0/24,205.186.153.0/24,205.188.179.0/24,205.186.248.0/24]5 4
FILE_DATA_PORTS [SHTTP_PORTS, 110,143] 0 4

Puc. 129

[Tonpaznen «Ilepemennnie COB» cocTOUT U3 cienyomux 0J0KOB:
1) «Onpenenuts nepemennyo COBy;

2) «Cncok nepemeHHbIXx COBY.
4.6.4.1. brokx «Onpenenuts nepemeHayro COB»

binok  «Omnpenenmuts  mnepemennytro  COB»  (cm. puc. 130)  npennHasHaueH

i nobasieHust HoBoil nepemenHoit COB.

VeI [=XK/1I04YU.ph
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biok «Onpenenuts nepemennyto COB»

OnpegenTe NnepeMeHHy COB
MIMa nepemeHHod COB

3HaveHue nepeMenHoi COB
OOBABHUTL

Puc. 130

B TaGmume 55 mnpuBeneHO omMcaHWE dJIEMEHTOB Tmojapaszaena «OnpenenuThb

nepeMeHHyro COB».

Tabnuua 55 — Onucanue snemeHToB 0j0ka «Onpenenuts nepemennyo COBy

DeMeHT Onucanue

[Tone «MImst nepemMeHHON .
[Ipeana3znaueno ajst BBojia uMeHnu nepemennoit COB

COB»
[Ipeana3znaueHo st BBOJIa CETEBBIX OOBEKTOB UM CEPBHCOB.
B 3HaueHuu nepeMeHHON MOTYT ObITh yKa3aHbl KOMOMHALIMHU APYTUX
[Tone «3nauenue nepeMeHHbIX, |P-aapecoB n noproB. JlonycTuMo nonb30BaThCs UX
nepemenHoit COB» NEePEeYHCICHUEM Yepes3 3aATyI0 (IIPU 3TOM CoJiepKaHue epeMEHHOM

HY’KHO 3aKJIIOYUTh B CKOOKH), a TAaKXKe IPYTUMU [IepeMEHHBIMU

(B popmare $VMs_mepeMeHHOI)

[Ipenna3znauena g coxpaHeHus u gobasneHus nepemennoit COB B
cnucok nepemenHsix COB

Knomnka «Jlo6aBuTh»

4.6.4.2. bnok «Crniucok nepemeHHbix COB»

biaok «Cmucok mnepemennsix COB» (cm. puc. 131) mpencraBieH B BHIE
MH()OPMAITMOHHOW TaOIHIIBI.
Janublii ONOK mpeAHa3HaueH A OTOOpaXEeHHWs W PEJaKTUPOBAaHUS CIHCKa

nepemenHbix COB.
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biok «Cniucok nepemeHHbix COB»

CRMCoK NepemeHHsIX COB

Wma nepeMeHHnVI CcoB 3HaueHue HepeMeHHOPI coB CYETYUK CChINOK

HOME_NET [192.168.1.0/24,192.166.2.0124,192.168.3.0/24,192.168.4.0/24] 1745 [}
DNS_SERVERS 127.0.0.1 3 g o
EXTERNAL_NET ISHOME_NET 3914 g o
SMTP_SERVERS $HOME_NET 93 7 o
HTTP_SERVERS SHOME_NET 1708 g o
SQL_SERVERS SHOME_NET 367 7 a
TELNET_SERVERS $HOME_NET 30 7 o
SNMP_SERVERS SHOME_NET 0 g o
SIP_SERVERS SHOME_NET 0 7 a
SIP_PORTS 5060 0 7 o
HTTP_PORTS 80 1833 g o
FTP_PORTS [20,21] 0 7 a
SSH_PORTS 22 0 V a
SHELLCODE_PORTS 180 2 g o
ORACLE_PORTS 1521 321 7 a
AlIM_SERVERS [64.12.24.0/23,64.12 28 0/23,64 12.161.0/24 6412 163.0/24,64 12 200.0/24,205.188 3.0/24,205.188.5.0/24,205.188.7.0/24,205.188 9.0/24,205 188 153 0/24,205.188 179 0/24,205 188 248 0/24]5 ﬂ a
FILE_DATA_PORTS [SHTTP_PORTS, 110,143 0 ]

Puc. 131

Cronben «Wms mnepemennoir COB» comepX uT TnepedyeHb MEPEMEHHBIX,
ucnonb3dyembix B mnpaBwinax COB. B cronbue «3nauenus mnepemenHoid COB»
B COOTBETCTBYIOIIMX IMEPEMEHHBIM CTPOKaX OTOOPaKarOTCsI UX AKTyaJbHbIE 3HAUEHUSI.
B cronbue «CueTdnk CCBIJIOK» B COOTBETCTBYIOIIMX MEPEMEHHBIM CTPOKaX COJEPKUTCS
3HaYeHHUEe CYETUYMKa UCII0JIb30BAHUS COOTBETCTBYIOIIEH MEPEMEHHOM.

Jnst  penaktupoBanusi 3HaueHuss nepeMenHo COB  HeoOxomumo HaxkaTh

KHOIIKY « 4 » (M3MEHUTH), TIOC]IE YEero JaHHble B moiie «3HaueHue nepeMeHHord COB»

Mo/IeXKaT penaktupoBanuto (cMm. puc. 132). [{nsa ynanenns nepemennoit COB Haxxmute

KHOIIKY « ﬁ ».

PenaktupoBanue nepemennori COB

Cnncok nepemeHHbIx COB

Wmsa nepemertoil COB 3HaueHne nepemerHon COB CHETUMK CChINOK

HOME_NET [192.168.1.0/24,192 168 2.0/24, 192 165.3.0/24,192 168 4.0/24] 1745 7
DNS_SERVERS 127001 3 7
EXTERNAL_NET ISHOME_NET 3914 7
SMTP_SERVERS SHOME_NET B 7
HTTP_SERVERS SHOME_NET 1708 7
SQL_SERVERS $HOME_NET 367 7
TELNET_SERVERS $HOME_NET 30 7
SNMP_SERVERS $HOME_NET 0 7
SIP_SERVERS $HOME_NET 0 7
SIP_PORTS 5060 0 7
HTTP_PORTS 80 1833 7
FTP_PORTS 2021] 0 4
SSH_PORTS 22 0 7
SHELLCODE_PORTS 180 2 7
ORACLE_PORTS 1521 321 7
AlM_SERVERS [6412.24.0/23,64.12.28.0/23,64.12 161.0/24,64.12.163.0/24,64 12.200.0/24 205 186 3.0/24,205 168 5 0/24,205 165.7.0/24 205 186.9.0/24,205 188 153 /24,205 168.179.0/24,205 166,248, 0/24]5 7
FIl F DATA PORTS ISHTTR PORTS 110 1431 1] 0

Puc. 132
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4.7. Paznen «MexceTeBou SKpaH»

Paznen «MexceTeBoii 3KpaH» CONEPKUT CIAEAYIONINE MOaPa3 bl
1) «HacTpoliku MeKCETEBOr0 IKPAHa;

2) «loctyn k Cunemy uHTepdeicy»;

3) «Cyx0b1»;

4) «['pymnribl cayx0»;

5) «Anpecay;

6) «"pynmsl anpecoBy;

7) «aTepdeichl o YMOITYaHUIOY;

8) «I'pynmbl COCTOSHUI;

9) «IIpaBuia MEXCETEBOTO IKPaHAY;

10) «Koudurypanus DMZy.

[Ipu HacTpoiike MEXCETeBOro SKpaHa BO3HHKAET HEOOXOAMMOCThH HCIIOIH30BATh
3apaHee MpeoNpeaesieHHble MHEMOHHYECKHE OO0O03HAaueHUs NapaMeTpoB, HaIpUMep,
OTpe/IeNICHHBIX MIOPTOB WM aJPECOB, CBSI3aHHBIX C KOHKPETHOM CEThIO, JINOO UX TPYIII.

AJIMUHHUCTPATOP MEXKCETEBOT0 SKpaHa MOKET BHOCHTH B U3/IENIME JOTIOTHUTEIHHBIC
3aMyCy AJIs CIEYIOIIUX 3JIEMEHTOB:

1) anpeca;

2) ciyxO0bI;

3) rpynmsl aJipecos;

4) rpynmsl Ciryx0;

5) ceteBble UHTEP(PEHCHI;

6) TPyMIIBbl COCTOSTHUIA.
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4.7.1. Ilogpaznen «HacTpolKu MEKCETEBOTO dKpaHay

[Tompasnen «Hactpoiiku MexceTeBoro 3kpaHa» (cm. puc. 133) mnpenHasHaueH

JUTsl yCTAaHOBKH IMapaMEeTPOB aIMUHUCTPUPOBAHUS MEKCETEBOTO dKkpaHa. OO111ast HacTpoiika

MCIKCCTCBOI'O 3KpaHa 3aKJI0YaroTCiad B HEICTpOfIKC AJIMUHUCTPATUBHOI'O0 JOCTYyIIa

K MEKCETEBOMY JKpaHy, BHIOOpE PEKHUMOB €ro padOThI, a TAKKE€ B YCTAHOBKE IMOJIUTHK

0 YMOJTYaHUIO Ha UHTEep(deiicax.

[Tompasznen «HacTpolikyu MEKCETEBOTO SKPaHA»

HacTpoiiku:
CeTb a/MUHHCTPUPOBAHNA (PASPEILAET 3/IMMHNCTPATHBHLIR JOCTYN K YCTPOACTBY PyGUKOH N0 NPOTOKONY NHPS U3 3T0/ ceTh).
¥ Green_1
¥l Green 2
Green_3
Green_4
Dononwtensroe orpanenne noMAC-ampecy 0 ||
3anpeTuTh BCe (PaTMEHTHPOBARHLIE NaKeT BKIOYEHO
PacLUMpeHHbIH PEXHM. ¥ BrmioueHo
Hacrpoiikn GUI MOKa3bIBaTS LISETA UHTEPENCOB NPM NPOCMOTPE NPasHN

- BKIIIOHEHO
Mpasuno NEW not SYN

® ECnu 370 He Bal MAC, Bbi NONY4HTE aAMAHUCTDATHBHBIA AOCTYN K YCTPORCTBY PYGUKOH, TOMbKO KOMA CO3NANNTE MPABNIO AOCTYNA K YCTPOACTBY PYGUKOH ANA CBO&Mo CoBCTBEHHOrO!

TIONHTHKM CETEBBIX NHTEPCENCOB:

Wms Liger MonuTnka Banuce B KypHan AeicTEve no
Green_1 open O DROP
Green_2 open O DROP
Green_3 open O DROP
Green_4 open O DROP

Puc. 133

AocTyn k Gumemy uHTepdeiicy Reiicrave

VDI

[Tonpaznen «HacTpoiku MEKCETEBOIO dKpaHay COCTOUT U3 CICAYIONINX OJIOKOB:

1) «Hactpoiikmny;

2) «IlonmuThKYU CeTeBBIX UHTEPPENCOBY.

4.7.1.1. bnox «Hactpoitku»

biaok «Hactpoiikn»  (cm. puc. 134)  npeaHasHaucH

MCIKCETCBOI'O 3KpaHa.

VeI [=XK/1I04YU.ph
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bnok «Hactpoiku»

HacTpoukn:

BaHUA (PA3PELIAET ANMUHUCTPATUBHBIA JOCTYN K YCTPOACTBY PYOMKOH N0 NPOTOKONY hitps W3 3TOM CETH):

[ononHutensHoe orpaHuyenue no MAC-aapecy: @ :

3anpeTuTh BCe (PParMEHTUPOBAHHbIE NAKETH!

PaCLUIMPEHHBII PEkAM
Hactponku GUI

OKa3bIBATL LBETA WHTepdeiicoB MW NPOCMOTPE Npasmn

Mpaeuno NEW not SYN BKMIO4EHO

© ECNN 370 He Balu MAC, Bbi MIONYHHTE aAMAKHCTPATUBHBIA AOCTYN K YCTPOACTEY PYGHKOH, TONbKO KOTAA COSAAANTE NPABIN0 AOCTYNa K YCTPORCTEY PYGUKOH ANA CEOET0 COBCTBEHHOIO! CoxpannTe Copoc

Puc. 134

B Tabnune 56 nmpuBeneHo onucaHue 3J1eMeHTOB O1oka «HacTpoitkm.

Tabnuma 56 — Onucanue snemenToB 6moka «Hactpoiikmy»

DeMeHT Onucanue

[Ipenna3HaueH ass BBIOOpA BKIIOYEHUS/OTKIIOYEHUS pa3peIieHHs
AIMUHHUCTPATUBHOT'O JOCTYIIA K U3JACIIUIO IJId JOCTYIIHBIX B IICPCUHE
CEeTEBbIX UHTEP(ECOB, MOAKIIOYAEMbIX K BHYTPEHHEH CEeTH 10
npoTtokoiy https u3 sToii cetu

YekOOoKChI
«CeTh aIMUHUCTPUPOBAHHUS
*ums unmepgevica*»

[TpennasHaueH /i BbIOOpa BKIIOUEHHSI/OTKIIOUEHUS (QYHKLIUU
orpanndenust o MAC-aapecy 9BM, ¢ KOTOPOro BO3MOKHO
anmuHuctpupoBanue M3O. MAC-anpec He06X0IMMO yKa3bIBaTh

B nosie «JlomomHuTenpHOE orpannuenue mo MAC-amapecy».

[Tocne akTUBaIMK JAaHHOTO YeKOOKCa aIMUHUCTPUPOBAHUE C JPYTUX
MAC-anpecoB OyZeT HEBO3MOXKHO.

Yekooxkc «JlomoHUTENBHOE
OrpaHUYEHUE 110
MAC-anpecy»

IIpumeuyanne. Ecau ato He Bamm MAC-aapec, BBl IOIy4YHTE
aJIMHUHHUCTPATUBHBIN JOCTYII K U3JIEIIHIO, TOJBKO TOT/Ia, KOr/ia OyJeT cO31aH0
MpaBUJIO I0CTyNA K u31enuto st cooctsenHoro MAC-anpeca 9BM
aJMUHHCTpaTOpa

ITone «/lonmonHUTENBHOE
OTpaHUYECHUE IO

MAC-aapecy»

[Tpennasznaueno mis BBoga MAC-anpeca DBM, ¢ KOTOpOTO BO3MOKHO
aIMUHHCTpUpOBaHue MO

YekOokc «3anmpeTuthb Bce
[TpennasHaueH i BbIOOpa BKIFOUEHUS/OTKIFOUEHUS OJOKUPOBKH

(bparMeHTHpOBaHHbIE
CEeTeBBIX MaKeToB ¢ ¢iarom gpparmentanuu B [P-3arongoske
MAaKEThD»
YekOoxkc «PacimpeHHbIN
DESKHMD) [Ipeanaznauen a1t BBIOOpA BKITIOUYEHU S/ OTKIIIOUCHHS

HpeaHa:sHaqu JJIA BIJI6Opa BKJIIOUCHMS/OTKIIFOUCHHUS LIBETHOM

. MHAMKAIMU UHTEepQEIcoB MpH MpocMOoTpe mpasmit MD.
YexOoxc «Hacrpoitku GUI»
HpI/IMe‘IaHI/IC . AKTHBHBII 4eKOOKC MO3BOISET HU3ACIINIO ITOKA3bIBATh IIBETA

uHTEep(EHCOB MPU MPOCMOTPE MPABUI

[Ipenna3naueH a1 BHIOOpA BKIIOUYEHUS/OTKIIFOUCHUS OJIOKUPOBKH
SYN-nakeroB no mpotokony TCP mis KOTOpBIX He OBIJIO YCTaHOBJICHO
COCIIMHEHUE

Yexo6okc «IIpaBumo NEW not
SYN»

CKAYaHO ¢ —UELGYULeL 7N el
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DeMeHT Onucaunue
Knonka «CoxpaHHTB» [TpenHa3HaueHa JIs COXpaHEHHUS BBEJICHHBIX JIAHHBIX

[TpennasHaueHa 1yt OTMEHBI BBEIGHHBIX HACTPOEK OJ0Ka 10

Knomnka «Copocy . .
COCTOSIHUSI TIOCJICTHEH COXPAaHCHHOH KOH(MUTYpaIiH

4.7.1.2. bnok «IlonuTuku ceTeBbIX HHTEPEHCOBY

brnokx «Ilomutuku cereBbix uHTEpdeiicoB» (cMm. puc. 135) comepkUT mepeueHb

TCKYIIUX HACTPOCK ITOJIUTHK CCTCBBIX HHTGp(beICOB.

brok «Ilonutrku ceTeBbIXx HHTEPPEHCOBY

TIONMTHKN CETeERIX HHTEPEiCOR

Nus Lger Monutuka 3anuce B xypHan AelicTane no y [LlocTyn k CuHemy uHTepdeiicy Reiictane
Green_1 open DROP
DROP
DROP

DROP

Green_2 open
Green_3 open

gooo
A RS

Green_4 open

Puc. 135

brnox «llomutuku ceTeBbIXx WHTEPQEHCOB» TMPEACTaBIEH B BHUIEC TaOJHUIIbI,
uH(popMalus B KOTOPOH MpeICTaBICHA CO CIASAYIOIUMH MapaMeTpaMu:

1) «Ams»;

2) «liBer»;

3) «llonuTHka;

4) «3anuck B )KypHaI»,

5) «3anpemaroriee JeMCTBUE MO YMOTYaHUION;

6) «doctyn k Cunemy uaTEpdEiCyY»;

7) «/eiictBue».

B Tabnuue 57 mnpuBeneHO omnucaHue 3JIeMEHTOB OJioka «[loMUTHUKH CceTeBBIX

uHTEphENCOBY.

Tabmuna 57 — Onucanue snemeHToB 00ka «IlomuTHkN ceTeBbIX HHTEP(EICOBY

DeMEeHT Omnucanue

[Ipenna3HayeH A BeIOOpA BKIIOUEHHS/ OTKIIIOYEHUS 3aITUCH
0 COOBITUSIX B XKYPHAI

CKAYaHO ¢ —UELGYULeL 7N el
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DeMeHT Onucaunue

Knonka «M3meHuTtsy. IIpenHa3snadena st OTKPBITHS CTPAHULIBI
KHormka « 7 » «M3MeHeHne HaCTPOMKH MOJUTUKH CETEBBIX HHTEP(HEHCOBY IS

pPeaKTUPOBAHMSI TOJUTHKH 10 YMOIYAHHIO BEIOpaHHOTO HHTEepdeiica

4.7.1.2.1. Ctpanuna «I3MeHeHnEe HACTPOUKH MOJUTUKU CETEBBIX UHTEP(HENCOB)»

Crpannna  «l3MeHeHue  HACTPOMKM  MOJUTHKH  CETEBBIX  HHTEP(EHCOB»

(cM. puc. 136) Mo3BOJIIET WU3MEHHWTH IMOJUTHKY IO YMOJYAaHHIO BBIOPAHHOTO CETEBOTO
uHTEepdeiica.

[TogpoOHast mHboOpMalUsi O HACTPOWKE MOJUTHUKU IO YMOJYAHUIO ISl CETEBBIX

uHTepdeicoB ykazana B 1. 2.3 pykoBojcta anmunuctpatopa HITEIIL.465614.005PA.

Crpanuna «/3MeHeHne HaCTPOMKHU MOJIMTUKH CETEBBIX UHTEPPENCOB

VIZMEHNTE NONMTUKY:
WHTepdenc Green_1

MonuTHKa: OTKpLIT v

" . ypHanupoBaTb NakeTbl, KOTOPbIE HE COOTBETCTBYIOT MPaBMNy
3anwch B XypHan:

DROP v | nakeTbl, HE NOANAAAWME NOA npasuna
3anpeujalouiee AACTENE N0 YMOMYAHHI S G

Puc. 136

B Tabmume 58 mnpuBeaeHO ommMcaHWEe JOCTYMHBIX K HM3MEHCHHIO DJIEMEHTOB

cTpanuibl «VI3MeHeHre HACTPOIKY MOJIUTUKHU CETEBBIX MHTEPHEHCOBY.

Tabmuna 58 — Onmcanne »1eMEHTOB CTpaHUIbl «VI3MEHEHHEe HACTPOWKH TMOJUTHKU

CETEBbIX UHTEPHEHCOBY

DIeMEHT Onucanue
HNudopmanmronnoe mose [TpennaznaueHo i 0TOOpaXkeHUsT HPOPMAIIMU O HAMMEHOBAHUU
«MuTtepdeiicy BbIOpAaHHOTO JUIsl U3MEHEHUI ceTeBOro nHTepdeiica
[IpennaznaueH s BBIOOpA OJJHOTO U3 CIEAYIOIIUX MTapaMeTPOB:
Brimanmaromuii ciucok — «OTKpBITY;
«ITomuTHka — «[lomyoTkpbITY;

— «3aKphIT»

[TpennasHaueHa a1 BEIOOpa BKIIOUECHHSI/OTKIIOUECHUS
YekOoke «3anuch B )KypHAD)
KYpHAJIMPOBAHUS TAKETOB, KOTOPHIE HE COOTBETCTBYIOT PABHIITY

CKAYaHO ¢ —UELGYULeL 7N el
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DJIeMEeHT Onucanue
Brlnagaromuii Crimcok [IpennaznaueH 1j1s BBIOOpA OJTHOTO U3 CIEAYIONIUX IMapaMeTPOB:
«3amnpemniarolniee JaecTBue — «DROPy;
10 YMOJTYaHHIO) — «REJECT»
Knomnka «CoxpaHuTh» [Mpenna3HaueHa i COXpaHEHHS BBEJCHHBIX JTaHHBIX
[Ipenna3HaueHa ik OTMEHBI BBEICHHBIX HACTPOCK CTPAHHMIIBI 10
Knomnka «Copocy peal o Aen P ThAHIRT A
COCTOSTHUS TIOCTICIHEH COXPAaHEHHOM KoH(Hrypamu

4.7.2. lloppaznen «loctyn k Cunemy uHTEphEHCY»

[Mompasnen «Jloctym k Cuaemy wunHTepdericy» (cM. puc. 137) mnpemaHasHaueH

JUTSI HACTPOMKHU JIOCTYTIA y3710B (MCTOYHUKOB) K «CHHEMY» UHTEpQENCy.

[Toapaznen «loctyn k Cunemy untepdency»

[Dlo6asHTs ycTpoicTE0

KommeHTapuit: & |

BKITKOHEHO: v

3amesanve: HeODXOLIMO BBECTH N0 Kpaiitedi Mepe ot MAC Ui onuk IP-anpec AA YCTPOACTBA. Bbi MOXETE BBECTH Taloke i MAC 1t IP-aapec
onHospen

@ 370 None MOKET ObiTb NYCThiM [NobasnTb

YCTpOICTEA Ha CHHeM WHTepteiice
IP-anpec ucTouHMKa MAC-anpec 3amesatine Reiictame
192.168.1.1 NONE ¢ o

Puc. 137

B cooTtBetcTBHM C 11BETOBBIM IpoduiieM HacTpoek MD y3ibl «cuHero» unrepderica
MOTYT HMETh JOCTYIl B «3€JICHBII» HHTEep(dEeNC TONBKO MPH HAJIMYUU CHELHUATbHBIX
pa3zpemieHuil. Takue paspelieHus HEOoOXOJIMMO YCTaHaBIMBAaTh B JaHHOM TMOJpasjese
MEHIO U3ENHS.

B tabnune 59 npuBeaeHO omucaHuEe 3JIEMEHTOB  mojapaznena  «Jloctyn

k Cunemy uHTEepdEiicy».

Tabnuma 59 — Onucanue snemenToB noapasnaena «Jloctyn k Cuaemy unTepdency»

DIeMEHT Onucanue

[Tone «IP-ampec

HCTOMHUK Y [Ipeana3znaueno ans BBoja IP-aapeca ycrpoiictea

ITone «KommeHTapuiin™ IIpenna3zHaueHo i1 BBOJA OIIUCAHUS

CKAYaHO ¢ —UELGYULeL 7N el
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DeMeHT

Onucaunue

Yekookc «BKIrOUEHO

[IpennaznaueHa sl BBIOOpA BKIFOUCHUS/OTKIIIOUEHUS JOOABISIEMOTO
YCTpOICTBA

[Mone «MAC-anpec
UCTOYHUKAN™*

[Tpennasnaueno amst BBoga MAC-anpec ucrounuka

Knonka «Jlo6aBuTH»

[IpennaznaueHa Jyuist 106aBiI€HUSI HOBOI'O YCTPOMCTBA € 3aJaHHBIMU
HACTPOMKAMH.

Nudopmanmonnas tadbimia
«YCTpOICTBA HA CUHEM

[TpennasHauena 11 0ToOpaXkeHHst JOOABICHHBIX MOJIb30BaTENIEM
YCTPOMCTB (CETEBHIX Y3JIOB)

nHTepdeice»
YekOokc «AKTUBAIUS [TpennaznaueHa I BRIOOPA BKIIFOUCHUS/OTKIIFOUCHHUST BRIOPAHHOTO
YCTPOMCTBA» yCTpOiCTBa

Kuonka « {’? »

Knonka «M3meHntsy. IIpennasnadena ais OTKPBITHS CTPAHULIBI
«3MeHenne HaCTpONKH yCTPOICTBa» Ui PEIaKTUPOBaHUs, TIE
1I0CJIe BHECEHHS M3MEHEHHI HEOOX0IMMO HaXKaTh KHOIKY
«OOGHOBUTHY

i

Kuonka « »

Knonka «Y nanute». [Ipennaznadena s yaajaeHus CETEBOTO y3J1a U3
NepeyHsl YCTPONCTB Ha «CHHEM» HHTepdeiice

* — [lons, He 00s3aTeNIbHBIC K 3amoHeHUI0. HeoOxomumo BBecTH 1o KpaitHel Mepe oqud MAC wiu
onuH IP-agpec mis ycrpoiictBa. Bel Moxkere BBecTH Takke 1 MAC u IP-agpec ofHOBpeMEHHO

4.7.3. Tlompazaen «CirykObD»

[Tompasznen

JIONOJTHUTEIBHON

Ha TPAHCIIOPTHOM YPOBHE.

[l06aEMTE CryX6y:
VM CryX6b!

Caou cepencer

CepBHCE] NO YMONYAHUID:
WMA cnyx6b!

PCop AH

IPCop ESP

PCop dhcp

iPCop dns

PCop hitps

IPCop isakmp

P Cop nip

1PCop proxy

«Cyx0bD»

CITY>KOBI

VHsepTUpOBaTE Moprs!

(cm. puc. 138)  mpegHasHaueHa Uil BHECCHUS

WIA  ONPEACICHHOr0 MopTa Ui  B3aUMOJICHCTBUS

[Toapaznen «Coayx0b1»

MHBepTMPOEaTE npotokon

TUR ICMPY — MpasunbHsle THNLI ICMP — v

[00asHTE [copoc |

Tan ICMP

MopTsl Npotokon

= AH
ESP

o uDP
53 uoP
8443 TCP
500 UDP
123 UDP

8080 TCP

Ping
acap
afbackup

- ICMP
674 TCP & UDP
2988 TCP & UDP

Puc. 138
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JlaHHBIN MoApa3en MO3BOJISET CO37aBaTh HOBBIE CETEBBIE CIYXObI JUIsl yJIOOHOTO
3aaHus mpaBui MO, a TakKe COJAEPKUT CIIUCOK YK€ YCTaHOBJICHHBIX CITYXkO.

MD conepxUT nepeyeHb OCHOBHBIX CITYKO U IOPTOB, KOTOPBIE UCTIOJIB3YIOTCS B CETH
u 3apEruCTPUPOBAHBI LenTpom Ha3HA4YECHUSA UACHTU(PUKATOPOB [IANA.
[Ipu BO3HUKHOBEHHH HEOOXOJAMMOCTH MCIOJIb30BaHUS JOMOJHATEILHOM CITyKObI (TTopTa)
B Lensix ¢uibTpauuu MO wuzgenus HEoO0XoAMMO J00aBUTh €€ B CIHCOK CIYXKO
B uHTep(eiice ynpaBiaeHHUs.

B tabnune 60 npuBeaeHo onucaHue 3JIeMeHTOB nojpaszaena «Ciyx0obn.

Tabnuna 60 — Onucanue sneMeHToB nojapaszaena «Ciyx0b»

DJIeMEHT Onucanue

[Tpenna3HaueHo a7 BBOJA UMEHH CIykObl. JlOIyCTUMBI CUMBOJIBI
natuHckoro andasura u nudps 0 — 9
YekOokc «uBeptupoBars | [Ipennaznauena Juist BBIOOpa BKIKOUEHUS/OTKIIOYEHUS (QYyHKIIMU
HOPTBIN™ WHBEPTUPOBAHMS [TOPTA, TO €CTh BCEX IOPTOB KPOME YKa3aHHOTO
[Ipeana3znaueHo aJst BBOJIa MOPTOB IS CIIykKObI. JlOMmyCTUMBI
YHCIIOBbIE 3HAYEeHUs B Anana3oHe ot 1 10 65535 wnu nuana3oH u3
3HAYeHUH HOMEPOB HAYaJIbHOTO M KOHEYHOTO MOPTA, Pa3/IeIeHHBIX
3HAKOM «-», KOTOpbIE Oy/yT yKa3bIBaTh Ha TPAHCIIOPTHOM YPOBHE Ha
nopT (MOPTHI), UCHIOJIb3YEMbBIE TPU B3aUMoIelicTBUH. [JaHHOE moJte
3aIl0JIHACTCA B TOM Clly4ae, €Clii Cly>k0a Impe/rnonaraeT HopThl
TpPaHCIOPTHOTO ypoBHS. Hanpumep, cayxcoa OSPF ne ucnonv3yem
nOpMbl, NOIMOMY 3ANOJHAMb MO Noje He mpebyemcs.
B cnydae, eciu TpeGyeTcst onpeaenuTh CiIyK0y TpaHCIIOPTHOTO
YPOBHsI, KOTOpas Mpe/ronaraeT UCIoIb30BaHUE BCEX, KpOME
OTIpENIeIEHHBIX TIOPTOB, HEOOXOIMMO yKa3aTh TAHHBIE TOPTHI U
AKTUBUPOBATh YeKOOKC «IHBEpTHPOBATH MOPTHI»

[Tone «ms ciryx0bD»

[Tone «IlopTer»

YexOoKc [Ipeana3znauena A BHIOOpA BKITIOUEHUS/OTKIIIOUCHHS (DYHKIIUN
«HBepTupoBatTh MHBEPTUPOBaHM TUMa coodenus nmpotokona ICMP, To ects Beex
[TpoTokom»™ tumoB coodmenust ICMP kpome ykazaHHOTO
Brimanaromuii ciucox [TpennasHaueH i BbIOOpa OAHOTO U3 MPEJICTABICHHBIX B CIHCKE
«IIpoTokom» MIPOTOKOJIOB, KOTOPBIH OyIET MCIIOJIb30BaTh CIIyk0a
Brmanatommii cimcox [TpennasHaueH i BbIOOpa OAHOTO U3 MPEJICTABICHHBIX B CIHCKE
«Turm ICMPy tumnoB |ICMP
[TpennasHauena aiist 1006aBIeHUS HOBOM CITY>KObI C BBEJICHHBIMU

Knomnka «J{o6aBuTH .
HacTpoiKaMu

[TpennasHaueHa A1 OTMEHBI BBEIEHHBIX HACTPOEK J100aBICHUS
ciyx0bl. [Tocne HaxkaTHs nepe3arpyskaeT CTPaHUIy U BO3BpAIAET K
noapasneny «Ciayx0b». He ynanser yxxe 1o06aBieHHbIE paHee

Knomka «Copocy

CITY)KOBI
WNudopmannonnas tabiauua | [lpeanasnayena ans oTpaxkeHus HHPOpPMAILIUU O CEpBUCAX,
«CBoM cepBUCHI» J00aBJICHHBIX MOJIH30BATEIEM BPYUHYIO
f? Knomnka «M3menutby. [Ipenna3znadena ajis pe1akTHPOBaHUS CITYKO,
Knomka « ¥ » YCTaHOBJICHHBIX ITOJIb30BATENIEM BPYUYHYIO
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DeMeHT Onucaunue

Knonka «Y 1anute» B CTPOKE TaOIUITBI HATPOTHUB OIMPEICICHHON

i » CITyObl, YCTAaHOBJICHHOM IOJIb30BATEIEM BPYUHYIO, IPEeIHA3HAYCHA

JUISL yJTQJICHUS] TAHHOM CITy»KObI

Nndopmannonnas rabnmuua | [IpeanasHauena ans oTpakeHus nHGOpMAIIUK O cepBHUCax IO

«CepBHCHI 10 YMOIYAHUIO» | YMOJIYAHUIO, UMEIOLIMX CHEIUAIIBHOE UMsI B U31ETTUU

ITpenHazHaueH 1715 BU3yaJIbHOTO OT/EJIEHUS B TAOJIUIE CEPBUCOB I10
Pasnenurens « I YMOJTYaHHIO, UMEIOIUX CIIEIUAIbHOE UMS B U3EIUU (4acTO

UH()OPMAIIMOHHON TAOIUIIBI | UCIOJIb3yEeMbIe JUISl IOCTYIA K U3/ICNINI0) OT OCTAIbHBIX HMEHOBAaHHBIX

CETEBBIX CITYKO

Kuonka «

* — lHBepTUpOBaHHBIE TOJISI OTOOPAXKAIOTCS B KPACHBIX CKOOKAX CO 3HAKOM «!»

4.7.4. Tlogpaznen «['pynnsl ciyx0»

[Mogpazmen «['pymmsl cayx0» (cm. puc. 139) mpeaHasHadeH Uisi TPYIITUPOBKU

Pa3INYHbIX CCTCBBIX CJ'IY)K6 1o O AHUM 0003HaYCHUEM JJI y,[[06HOF0 3alaHu:A IIPpaBUJI MD.

[Tonpasnen «I'pymnrbl ciryx0»

[l06asuTL cnyx6y B rpynny:

3aronoBok 3ame4aHna; @

Mma rpynnbi cn

CEpBHCHI N0 YMOMHaHHI0 — v

Briouero: ¥

@ 370 none MOKET ObiTk NYCTHIM.

Tpynne! cnyxs:
)

group1 - Henonsayetcs 0x
PCop AH o ymortaro 21

acap Mo ymoratnio ]

[}

group2 - UenonsayeTes 0x
BLIGOpOUHbI

Puc. 139

B tabmuiie 61 npuBeneHo onvcaHue 3IEMEHTOB nojpaszzena «I pymmbl ciryx0».

Tabnuma 61 — Onucanue MeMeHTOB nojapaszesna « pymnmsl Cry K0

DneMeHT Ormnucanue

[IpennaznaueH a1 BbIOOpa HEOOXOAMMOCTH BBO/Ia HOBOTO UMEHU
rpynnsl cyx0. [Ipy oTCyTCTBUYM CO3/1aHHBIX TPYIIN BHIOOP TaHHOTO
MOJIsL MPOUCXOAUT aBTOMATHUECKH

[Tpenna3HaueHo AJ1sl BBOJA UMEHH IPYTIIAPYEMBIX CITY KO TIpr
[Mone «Mms rpynmsl ciy>k0» | akTHUBUPOBAaHHOM YeKOoKce. [lomycTUMBbI CUMBOJIBI JIATHHCKOTO
andasurta u nudper 0 — 9

CKAYaHO ¢ —UELGYULeL 7N el
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DeMeHT

Onucaunue

Brmmanaronuii cnucok «MMs
TPYIIIIBI CITY kKO0

[IpennasHaueH i BbIOOpa OAHOTO U3 paHee BBEJACHHBIX UMEH TPYTII
ciyx0. [losiBisieTcst ecinu cyiiecTByeT XOTs Obl OJIHA paHee CO3/1aHHas
[0JIb30BaTEIEM IpyIIa

TTone «3aronoBok
3aMEYaHUA»

[IpennaznaueHo /i BBOJA MPUMEYaHHM K TPYIIIE CIykO.

HpI/IMeanI/IG . I[aHHOG mojie He 00sI3aTeIBLHO K 3aITOJTHEHUTO

YexOokc «CepBuUCHI 110
YMOJTYaHHIO)»

[IpennaznaueH ass BeIOOpa A0OABICHUS CEpPBHUCA 10 YMOITYAHUIO

Brimagaromnmi cuucox
«CepBHUCHI IO YMOJYAHUIO»

[penna3HaueH A BEIOOpA OHOTO M3 CEPBUCOB 110 YMOIYAHUIO,
UMEIOIIHX CHCIUAILHOE UMS B M3/ICITUH MIM KIMEHOBAHHBIX CETEBBIX
ciyx0

Yex60kc «CBOU CEpBUCHI»

[Tpennasnauen i BeiOOpa 100aBIEHUs CEpBUCA U3 CIIMCKA paHee
J00aBJICHHBIX MTOJIF30BATEIEM BPYUHYIO

Brmmagaromuii cincok «CBou
CEPBUCHD)

[IpennaznaueH 1 BBIOOpA OJHOTO U3 paHee 100aBIEHHBIX
10JIb30BATEJIEM BPYUHYIO cepBUCOB. [losBIIsIeTCS €Ciii HaCTPOEH XOTS
Obl OJTUH CEpBHUC, 100ABJICHHBIN MMOJIH30BATEIEM BPYUHYIO

YekOokc «BKIHOUYEHOY

[penna3HaueH a1 BBIOOpA aKTUBALMU/ICAKTHBALMH CO3IAaHHOM
CIIyObI B BBIOPaHHOM TpyTIIie.

I[MIpumeuanue. He akTuBHBIC CITyKOBI HE OyIyT IPUCYTCTBOBATH B
npaBuiax MO npu HCNoNb30BaHUK BBIOPAHHOH IPYMITBI

Knormnka «/{o6aBuTh»

[Tpenna3nauena ass 1006aBIeHUS CIIy>KObI B BBIOPAHHYIO IPYIIITY

Knomnka «Copocy»

[Tpenna3HaueHa aJi1 OTMEHBI BBEIEHHBIX HACTPOEK J100aBIECHUS
ciryk0sb1. [Tocne HaxkaTHst epe3arpyskaet crpanuiyy. He ynamnser yxe
J00aBJIeHHBIE paHee CIIy>KObl

WNupopmannonnas tabnuia
«I'pynmnsl ciyx6»

[Ipeana3znauena s oToOpaxeHus: HHGOpPMAIUU O TPYIIIAX CITYkKO,
CO3JJaHHBIX 0JIH30BATEIEM BPYUHYIO

Kuomka « f/? »

Knonka «M3menuts». [Ipennaznauena 1uist peAakTUpOBAHUS TPYIIIIbI
ciy>k0 M OTKpbIBaeT cTpanully «/M3meHeHue rpynn ciayxo0»

i

Kuomnka « = »

Knomnka «Y nanute». [Ipenqnaznadena yist yaaneHus TPy CIIy kO
(KHOIIKa B 3ar0JIOBKE BBIOPAHHOM IPYIIBI) U CAaMUX CIykO0 (KHOIKa
CIpaBa OT BBIOPAHHOM CITy>KOBI).

[Ipumeuanus:

1. T'pynmty ciry:x0 BO3MOYKHO YAAJIUTh €CIIM OHA HE UCTIONB3YETCS U3AETHEM.
KHorka ynaneHust rpyIsl ciiy»0 NPUCYTCTBYET TOJIBKO €CIH JJAHHAS
TpyIIa He UCTIONB3YETCS U3JIEIIUEM.

2. I'pynma copepxuT XoTs Obl 0Hy ciyxO0y. Eciu B rpymnme npucyTcTByeT
BCETO OfIHA CITy’k0a, TO ee HeJb3sl yJaIUTh OT/IEIbHO — B TAKOM CITydae
HEO0OXOMMO YIAJIATH BCIO TPYIITY

YekOokc «*ums cayarcovi™»

[Ipenna3zHaueH A BBIOOpa aKTUBAIMK/I€aKTHBALMK BEIOpaHHOI
CITyOBbI B TpyTIIIE.

I[Ipumeuanue. He akTuBHBIE CITy>KObI HE OyIyT IPUCYTCTBOBATH B
npaBuwiax M3 npu ncnonb30BaHUK BEIOPAHHOM IPYMIIBI

CKAYaHO ¢ —UELGYULeL 7N el
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4.7.4.1. Crpanuna «M3meHeHne Tpynn ciryx0»

Crpanuna  «M3menenue rpymm  cimyx0O»  (cm. puc. 140)  mpennazHaveHa

AJIs1 UBSMCHCHHA BPYYHYIO ,IIO6EIBJI€HHBIX ITOJIB30BATCJICM I'PYIIIL CJIY)K6.

Crpannna «/3MeHnenue rpyri ciryx0»

[lo6asuTE cryx6y & rpynny

® WA rpynnbl cyxG: |groupt 3aronoBok samevaHA” o

© 370 NOME MOXET GITh MYCTHIM. ObHoBNeHNE copoc

Tpynnki CrIyK6:
group1 - Ucnonk3ayercs 0X : [}

PCop AH 10 yMOMHaHNI (]
acap Mo yMomaHHio ]

group2 - Ucnonksyeres 0x A}

abc BrIGOpOUHi

Puc. 140

B Tabmuie 62 mnpuBeneHo omnuMcaHUE TOCTYMHBIX K W3MEHEHHIO DJJIEMEHTOB

cTpaHullbl «M3MeHeHne rpymnm ciryxo».

Tabmuma 62 — Onucanue 2IeMEHTOB CTpaHUIlbl «M3MeHeHne TPy CITy K0y

DeMeHT Onucanue

[Tone «Mms rpynmsl cayx06» | [Ipennaznaueno i peJakTUpOBaHUS UMEHH BBIOPAHHOM IpyTIITBI

[Ipeana3znaueHo AJisi peAaKTUPOBAHUS/ T0OABICHHS IPUMEUYAHUM K

ITone «3aromoBok rpynme CJ'Iy>K6.

3aMevaHus»
[Ipumeuanue. [JanHoe noje He 0053aTENILHO K 3aII0JTHEHHUIO

[IpenHazHaueHa 11 COXpaHEHUs U IPUMEHEHUS OTPENaKTUPOBAHHBIX
HACTPOEK I'PYMIIbI

[TpennasHaueHa 1Jii OTMEHBI BBEICHHBIX HACTPOEK TPYIIIBI CITYKO.
Knonka «C6poc» [Tocne HaxkaTus nepe3arpy>kaeT CTpaHHIly U BO3BpallaeT K
noapazneny «'pymnmsl ciryx0»

Kunonka «O0HOBIEHUEY

4.7.5. Ilogpaznen «Aapeca»

[Moxpaszaen «Anpeca» (cm. puc. 141) npeaHa3HayueH IS IPEIONPEACICHUS aApeCcOB

CETEBBIX Y3JIOB Ui yA00HOT0 YKa3zaHus npasui MO.

CKAYaHO ¢ —UELGYULeL 7N el
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3ameuaHne: MAC-2IPEC He MOKET HCMOMB30BATLCA KaK A/IPEC HASHAUEHN

[lononkuTenkHLle agpeca
s

addressi

maci

CeT nio ymonsanmio:
Yms

Any

Green Address 1

Green Address 2
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[Toapaznen «Anpeca»

opmar anpeca Anpec Macka cetn

Copoc

Agpec VMenonbayeten
192.168.14.16 5 1x 7
08:0aab cdef 11 ox 21

Macka ceTn

Uger

I
Puc. 141

B Tabnuie 63 npuBeaeHO ONMCaHKUE AIEMEHTOB ToJpa3aeiia «Apecay.

Tabmuma 63 — Onucanue AIEeMEHTOB Moapa3aeia «Aapecar

DeMeHT

Onucanue

Ilomxe «ma»

[Ipenna3zHaueHo s BBoJa uMeHU (0003HAUYCHHUS) aapeca

Brimagaronmmii ciucok
«Dopmar aapeca»

[Ipeana3znaueHo njst BIOOpa 0THOTO M3 (GOpMATOB (TUIIOB) aapeca s
nosist BBojia «Anpecy. Jloctynusl Bapuanter: |P umin MAC (BbiGop
MAC neoOxonum 11st ykazanus ogquHnouHoro MAC-aapeca ceTeBoro
yCTpPOHCTBA)

[Tone «Anpec»

[Mpenra3HaueHo IS BBOJA ajpeca CETEBOro y3ia.

I[Ipumeuanue. MAC-agpec He MOXKET HCIIOIB30BATHCS KaK aapec
Ha3HAYEeHHUs

Ilone «Macka cetn»

HpeI[HasHaquo JJId BBOAA MaCKH CCTU B ITOJTHOM ACCATUYHOM BHUIC

Knomnka «/{o6aBuTh»

HpenHasHaqua JJIsA I[O63.BJ'ICHI/I$I HOBOM 3aITiCH 00 aZipecec CETCBOT'O
Yy3J1a C BBEACHHBIMU ITOJIE30BATCIIEM HaCTpOI\/JIKaMI/I

Knomnka «Copoc»

[Ipenna3zHaueHa 1y1st OTMEHBI BBEJCHHBIX HACTPOESK HOBOH 3amucu 00
azpece cereBoro y3ia. [locie HakaTHs mepe3arpyskaer CTpaHuILy

WNudopmannonnas Tadnuua
«JlonoMHUTEIBHBIE aipecar

HpeIIHa:sHaqua JJIA OTO6pa)KCHI/ISI I/IH(l)OpMaI_II/II/I O JOIIOJIHUTCIIBHBIX
aapecax CETCBhIX Y3JI0B, CO3AaHHBIX ITOJIB30BATCIICM BPYYHYIO

Kuomnka « &) »

Knomka «M3MeHUTHY» B CTpOKE TaOIUIIBI HATIPOTUB OMPEIEICHHOTO
JOTIOTHUTETFHOTO ajpeca CETeBOro y3ia, 100aBIeHHOTO
MOJIB30BATEIEM BPYUHYIO MPEeIHA3HAUYCHA I PEIaKTUPOBAHUS
JTAaHHOI0 aJjpeca U OTKpbIBaeT crpanuny «M3menenue aapecay

i

Kuomnka « »

Knonka «Y nanute» B cTpoke TaOIUIbl HAIPOTUB OINPEIETICHHOTO
JIOTIOJTHUTEILHOTO aJIpeca CETEBOTro y3I1a, 100aBJIeHHOTO
M10JIb30BATEJIEM BPYUHYIO, IIPeHA3HAUYEHA I yAaJCHUS TaHHOTO
azapeca.

[Ipumeganue. Anpec ceTeBOro y3iaa BO3MOXXHO YAAIUTh €CIIH OH HE
ucrnonb3yeTcs uzgenueM. KHomka yaaneHus agpeca ceTeBoro ysia
MPUCYTCTBYET TOJBKO €CJIM JAHHAS TPYNIa HE HUCIONb3YECTCS U3ACIUEM.

CKAYaHO ¢ —UELGYULeL 7N el
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DeMeHT Onucaunue

[TpennasHauena i OTpakeHUst UHHOPMAIMU O CETSX, CBA3AHHBIX C
CETEBBIMHU HACTPOMKAMHU U3/eus. JlaHHbIC CETH UCTIOIB3YFOTCS IS
yno0cTBa paboThI ¢ HAacTpoiikamMu MO

Wudopmannonnas Tabnumna
«CeTH 10 yMOJTYAHUIO»

4.7.5.1. Crpanuna «M3MeHeHUs aapecay

Crpannma «M3meHeHust anpeca» (cM. puc. 142) MO3BOJISET PEeIaKTHPOBAThH

HACTPOWKH ajipeca BEHIOPAaHHOTO CETEBOTO y37a.

Crpannna «M3meHenus agpecay

WamennTs agpec
Vms ®opmar agpeca Anpec Macka cetn

SameyaHue: MAC-apec He MOXKET UCNONL30BATLCA KaK aApec HasHaueHua OGHoBneHKe Copoc

[LononHuTenkHLle anpeca:

Wms Appec WenonbayeTca
addresst 192.168.14.16 255 % 4
mact 08:0a:abeder1 0x A

CeT o ymonsanHio:
Vs User IP-anpec Macka ceti

Any 00.0.0 00.0.0
Green Address 1 | | 1005222 255.255 255,255

Puc. 142

B TaGaume 64 npuBeneHO ONHMCaHWE DJJIEMEHTOB cTpaHullbl  «V3MeHeHus

ajgapccar.

Tabmuma 64 — Onucanue 2IEeMEHTOB CTpaHuUIlbl «3MeHeHus aapecay

DJIEeMEHT Onucanue
[Tone «Umsi» [Ipenna3znaueHo ajsi peTaKTUPOBaHUSI UMEHHU (0003HAUCHHUS) aapeca
Brimagarommii cimcok [Ipeana3znaueHo ajst K3MEHEHUs BeIOOpa hopmara ajapeca Jis Mmos
«Dopmar aapeca» BBOJA «Aapecy
[Tone «Anpec» [IpennaznaueHo Ui peIaKTHPOBAHUS a/Ipeca CeTEBOTO y3Iia
[Tone «Macka cetu» [IpenHnazHaueHo IS peAaKTHPOBAHUS MAaCKH CETH CETEBOTO y3Iia

[Ipeana3znaueHa AJjig COXpaHEHUs U IPUMEHEHHS OTPEAAKTUPOBAHHBIX
HACTPOEK aJipeca CETEBOro y3ia

[Ipeana3znaueHa AJji1 OTMEHBI BBEJIEHHBIX HACTPOEK aJpeca CETEBOrO
Knomnka «Copocy y3ia. [lociie HaxkaTus epe3arpyaet CTpaHUIy ¥ BO3BPAILIAET K
nozpasfenny «Aapecay

CKAYaHO ¢ —UELGYULeL 7N el
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4.7.6. Ilogpaznen «I'pynmsl aipecoBy»

[Monpaznen «I'pymmel aapecoB» (cM. puc. 143) mpenHazHadyeH ISl TPYNIIHUPOBKU
pa3IMYHBIX aJpPECOB CETEBBIX Y3JIOB IOJ OJHUM OOO3HAUEHUEM JUIsl YAOOHOrO 3aJaHus

npasui MO.

[Tonpasznen «I'pynmsl axpecoB»

DLoBaBwTE aapec K rpynne:

33r0N0BOK 3aMeYaHns: @

MMA TpyNNkl 3Apecos:

Brnoueno: ¥

3ameuaHne: MAC-aIPEC HE MOXET HCTIONBIOEATECA KaK aApec HasHaueHNs. B OJHO MPyriNe He JOMKHO ObITb APecos IP i MAC

© OT0 NONE MOKET GbiTh MYCTHIM.

rpynnk: anpecoe:

group - Uenonsayercs 0x g
address1 BbIGOPO4Hb of
Green Address 3 10 yMon4aHuo a
mact BHIOOPONHBiA ]
group2 - Ucnonsayercs 0x [}
Privale Network 172.16.0.0 Mo ymonsariio
Puc. 143

B  tabmume 65 mpuBeneHo — ommcaHuWe — dNeMEHTOB — mozapaznmena  «[pymmbr

aJIPecoBy.

Tabmuma 65 — Onucanue JIeMEeHTOB Mopasaea «I pynmsl aapecoBy

DIeMEHT Onucanue

[Tpenna3nauen i BbIOOpa HEOOXOMMOCTH BBOIa HOBOI'O MMEHHU
rpymisl agpecos. [Ipu OTCYTCTBUY CO3MaHHBIX TPYIIT BEIOOP JaHHOTO
OJISl IPOUCXOAUT aBTOMATHYECKH

[TpennasHaueHo A7 BBOJA UMEHH TPYTIUPYEMBIX aJpEeCOB MPH
AKTUBUPOBAHHOM 4yeKOOKce. [lomycTUMBI CUMBOJIBI JIATHHCKOTO
andasuta 1 udpe 0 — 9

[TpennasHauen i BbIOOpa OAHOTO U3 paHee BBEACHHBIX MMEH TPYIIT
anpecos. [losBisieTcs eciu CyniecTByeT XOTs OBl O1HA paHee
CO3JIaHHasl [10JIb30BATEJIEM IPyIIIa

YekOoxc «mst rpynmbl
aIpecoB»

ITone «Mms rpymnmsl
aZpecoB»

BrImagarommii cmucok
«Mms rpynmel axpecos

Yexookc «CeTH 110
[TpennazHaueH 1 BRIOOpA JTOOABICHUS CETH 110 YMOITYAHUIO

YMOTYaHUIOY
Brimanarommii ciucok [IpennaznaueH ajs BBIOOpA OJTHOM U3 ceTeld, CBI3aHHBIX C CETEBBIMU
«CeTH 0 YMOJTYaHHUION HACTPOUKAMU W3JIEITHUS

Yexbokc «Jlonomuutensueie | [IpeaHa3znaveH /s BeIOOpa 100aBIeHUS aipeca U3 CIHucKa paHee
azpeca» J100aBJICHHBIX MOJIH30BATEIEM BPYUHYIO

[IpennaznaueH A BBIOOpA OJHOTO U3 paHee N00aBIEHHBIX
MOJTb30BaTEJIeM BPYUHYIO aipecoB. [1osiBiIsieTCs eciii HaCTPOCH XOTSI
OBl OJTUH aJipec, 100aBICHHBIN OJIB30BATEIEM BPYUHYIO

CKAYaHO ¢ —UELGYULeL 7N el
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DeMeHT Onucaunue

[Tpennasnauen i BbIOOpa aKTUBALIMN/AEAKTUBAIIMH CO3aHHOTO

azpeca B BRIOpaHHOM TpyTIIe.
Yek0okc «BKIHOUEHO)

I[Ipumeuanue. He akTuBHBIC afpeca He OyAyT NPUCYTCTBOBATH B MpaBHIIaX
MD npH MCHONb30BaHUK BBIOPAHHOM TPYMIITBI

IMoste «3aroI0BOK [IpennaznaueHo /Ui BBOJA MPUMEUYAHUN K TPYIIIE aIpecoB.
3aMCHaHHuA» [Ipumeuanue. JlaHHOE MoOJIe HE 00SA3ATENBHO K 3aMOTHEHHIO
Knonka «/{o6aButb» [Ipennaznauena it 106aBIeHUs aipeca B BBIOPaHHYIO TPYIIITY

[IpennaznaueHa Jjisi OTMEHBI BBEICHHBIX HACTPOEK 100aBIICHUS
Knomnka «Copocy anpeca. [locne Haxarus nepesarpy:xaet ctpanuiy. He ynanser yxe
Jno0aBIeHHBIC paHee ajpeca

Nudopmannonnas tadnuma | [IpeanasHadeHa st orodpakeHust HH(GpOpMAIMK 0 TPyIax aapecos,

«['pymnmsl agpecoBy CO3JIaHHBIX I0JIb30BATEIIEM BPYYHYIO
ﬁ? Knonka «M3menntsy. [IpennazHayena 1 pejakTupOBaHUs IPYIIIbI
Kuomnka « ¥ » aJIPeCOB M OTKPBIBACT CTpaHuIly «V3MeHeHue IPyII aapecoBy

Knonka «VY nanutey. [Ipeqnasnadena ass yajaeHus TPy aapecos
(KHOTIKA B 3ar0JIOBKE BHIOPAHHOM IPYIIIBI) U CAMHX aApecoB (KHOIKA
CIpaBa OT BEIOPAHHOH CITy>KOBbI).

[Ipumeuanus:

1. I'pymmy aapecoB BO3MOXHO YAAIUTh €CIIH OHA HE HCIOIb3YeTCsI
u3zienueM. KHoMKa yaaneHus rpymiibl aipecoB MPUCYTCTBYET TOJIBKO €CIIU
JIaHHAs TPYIIIa HE UCIOJIb3YETCS U3/ICIIUCM.

2. I'pynmna comepxut X0Tst Obl 0AMH agpec. Ecau B rpyriie npucyTcTByeT
BCEr0 OJIMH aJIPEC, TO €ro HEeNb3s yIAIUTh OTACIBHO — B TAKOM CIIydae
HEOOXOIMMO YAAJSITh BCIO TPYIIITY

[IpennaznaueH A BbIOOpa aKTUBAIIMN/JICAKTUBAIIUU BRIOPAHHOTO
ajipeca B TpyIIIe.

i

Kuonka « »

YekOokc «*ums aopeca*»
[Ipumeuyanue. He akTuBHBIE anpeca He OyMyT MPUCYTCTBOBATH B MPaBUIIAX

MD npH MCHOIb30BaHUK BBIOPAHHOM I'PYMIIBI

IIpumeuanus:

1. MAC-anpec He MOXKET UCITONB30BATHCS KaK ajjpec Ha3HaueHus. [Ipy co31aHuy U HallOJTHEHUH
IPYMIIB 3IPECOB HEOOXOANMO YUUTHIBATE €€ TOCIIEAYIOIIee HCIIoIb30BaHue B paBuiax MO. MAC-anpec, B
TOM YHCJI€ B COCTABE TPYIIIbI, HE MOKET OBITh MCIONB30BaH ISl YKa3aHUs ajpeca Ha3HaueHUs B mpaBmiax MD.

2. B oxHoi1 rpymine He 10KHO O0bITh aapecoB |IP u MAC

4.7.6.1. Crpanuna «/3MeHeHHE TPYIIT aIpEeCcOB)

Crpanunia  «M3menenue  rpynm  azgpecoB»  (cwm. puc. 144)  mo3Bossier

peIaKTUPOBATh HACTPONUKH BHIOPAHHOM TPYIIIIHI aAPECOB.

CKAYaHO ¢ —UELGYULeL 7N el
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Crpanuna «/3MeHeHue rpyIi agpecoBy

[.062BHTE aAPEC K rpynne:

® Vms rpynne agpecos 3aronosok 3amesaHus: o
[lononHuTeNbHbIe apeca
BKITIOYEHO:!
SameyaHMe: MAC-a/IPEC He MOKET HCTIONB30BATECA KAk aAPEC HA3HAYEHHA. B OMHOR rPYNNe He AOMKHO GbITb 2APECoB IP u MAC
Tpynni anpecos:
group1 - Mcnankayetes 0X )
address1 BhiGOPOuHBiiE ]
Green Address 3 Mo ymoraniio (]
mact BiBopoN bl ]
group2 - cnonkayeTes OX : A}
Private Network 172.16.0.0 o yMonuanuio
Puc. 144

B Tabmuie 66 mpuBemeHO oOMMCaHWE DJIEMEHTOB CTpaHWIbl «l3mMeHeHUe

TPYIII aIPECOBY.

Tabnuia 66 — Onrcanne MeMEHTOB CTpaHUIlbI «VI3MeHeHue rpyIi aapecoBy

DIeMEHT Onucanue

ITone «Mms rpymnst
IIpeana3zHaueHo 11 peAAKTUPOBAHUS UMEHH I'PYIIIBI aIpEeCOB

aZPeCcoB)»
TMone «3arojIoBOK [Ipeana3zHaueHo A5 peAAKTUPOBAHUS TPUMEUYAHUI K TPYIIIIE apeCcOB.
3aMEYaHUA) IMTpumeuyanue. JlaHHOe TOJIE HE 00A3aTENHHO K 3AMOIHEHHIO

HpeJlHa3Haqua AJI1 COXPAaHCHUSA U IPUMCHCHHA OTPCAAKTUPOBAHHBIX
HACTPOEK aJIpeca CETEBOro y3iia

HpeJIHa3Haqua AJIs1 OTMCHBI BBEACHHLIX HACTPOCK I'PYIIIbI CJ'IY)K6.
Knomnka «Copocy» [Tocie HaxkaTus mepe3arpyaet CTpaHHIly M BO3BpaIaeT K
noapasneny «Axpecay

Kaomnka «O0HOBIEHMEY

4.7.7. llogpaznen «uTepdenchl 0 yMOTYaHUIO

[Mogpasmen «MWutepdeiickt 1o  ymomadanuio»  (cM. puc. 145) mnpenHasHadeH

JUTSI PETUCTPAIIMH B U3/CIMHA BUPTYATbHBIX HHTEP(EIHCOB.

VeI [=XK/1I04YU.ph
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[Tonpaznen «MuTepdeichl o yMOIYaHUIO

No6aBuTk MHTEpeiic:

LononHuTeNkHbIe MHTepdecE:

Wma VHTEphelic Mcnonesyetcs
VLAN10 VLAN10 0

A}

WHTepdeiicsl No yMon4aHnio:
Wma Liger WHTEpgerc

Puc. 145

CereBble HHTEp(ENCH MOKHO pa30UTh HA IBE TPYIIIIbL:
1) pusnyeckue — onpeAessiFoTess UCXOAs U3 HAMYUS (PU3NYECKUX CETEBBIX aJallTePOB;
2) BUpPTyaJbHbIC — HA3HAYAIOTCS Ha (QU3MUECKUX HHTEepdeiicax WM O00bEeIUHSIOT

UX B BUPTyaJIbHbIE HHTEP(EHCHI.

B kauectBe nmpumMepa BUPTyaJIbHBIX HHTEP(ENCOB MOKHO BBIJICIUTD CIENYIOLIHE:
1) tynnemm GRE;

2) tya"enu OpenVPN;

3) unrepdericel 00bEAUHEHMS;

4) unrepdeiicbl MOCTa;

5) untepdeticer VLAN.

NHuTtepdeiickl ceTeBhIX aanTepoOB MOTYT HANPSMYIO y4acTBOBATh B 3aJlaHUM MPABUI
MD 1o “MeHaM COOTBETCTBYIOIINM IBETOBBIM ToiuTuKaM («Green_1», «Blue_3» u 1. 1.).

Peructpamusi OMOMHUTENBHBIX HWHTEP(PEHCOB OCYNMIECTBIACTCS B  JIAHHOM
noapaszaene MeHwo uzaenus. [Ipu stom M 10/1:KeH ObITH NepeBeleH B paclIUPeHHbIN
pexxuM (B oapasene «MexcereBoit Dkpany — «HacTpoiku MeKCeTeBOro SKpaHa).

[Tonpobuee nHpopmalis 0 HaCTpOrKax (PU3MUECKUX U BUPTYaIbHbIX HHTEp(deiicoB
npeacTaBiieHa B moapasjaene «HacTpoiika MeXCeTeBOro -»KpaHa» PYyKOBOACTBA

agmuauctparopa HITEIT.465614.005PA.
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B Ttabmune 67/ mpuBeNeHO oOmMcaHUE 3JIEMEHTOB Toapasznena  «MuTtepdeiics

110 YMOJTYaHHIO» .

Tabnuua 67 — Onucanue ’neMeHToB nojapaszaena « urepdeicel mo yMor4aHuo»

DeMeHT Onucaunue

[Ipeana3znaueHo st BBOJIa IICEBIOHUMA JJISl PETUCTPUPYEMOTO
[Tone «ms» uHTepderica. [IceBmoHUM MOXKET COBITAaTh ¢ (DAKTUICCKUM
HAaUMEHOBAHHEM HMHTEpdeiica

[IpennaznaueHo /i BBoJa (PaKTUYECKOTO HAaMMEHOBAHUS

[one «uTEpdEiic» CYULIECTBYIOIIEro HHTepdeiica Il JalbHEHIIeH perucTpanuy ero B
U3JIEINH
[Ipeana3znaueHa g COXpaHEHHs U 100aBICHUS (PErUCTPALIIN)
Knomnka «Jl0o0aBuThH» BBEJICHHOr0 HHTep(eiica B MHPOPMALIMOHHYIO TaOIUILy

«JlonomHuTENbHBIC HHTEPDEHCHD)

ITpenHazHaueHa JUisi OTMEHBI BBEIEHHBIX HACTPOEK PErUCTpalluu

cereBoro uHTepdeiica. [locne HaxaTus nepezarpyxaer CTpaHHUILY
WNudopmannonnas tabnuua | Ilpeanasnayena s oto6paxenus nHGopManuu o 100aBIeHHbBIX

Knonka «Copoc»

«JlomomHUTENTHEHBIC (3aperucTpUpPOBAHHBIX B U3JICIHH) BPYYHYIO TOTIOTHUTEIBLHBIX
uHTEphEHCh nHTepdencax
Kuomnka «3menutsy. [IpenHasHaueHa 1jis peJakTHPOBAHUS
KHOMKA « 7 » BBEIOPAHHOTO JIOTIOTHUTEIIFHOTO HHTEP(Eiica U OTKPBIBACT CTPAHUILY

«3meHenne nHTEPGECcoB MO YMOITYAHHIO
Knomnka «VY nanutey. [Ipenqnaznadena qjis yajaeHus BRIOpaHHOTO
JOTIOTHUTETILHOTO HHTEepdeiica.

i

[Mpumeuanue. JJononHUTENbHBINA HHTEP(EIC BOZMOXKHO YAAIUTh €CIIH OH
HeE UCToNb3yeTcs u3aenueM. KHomnka ygaleHus JONOIHUTEIbHOIO
uHTepdeiica MPUCYTCTBYET TOJIBKO €CJIN JaHHBIH nHTEpdeiic He
UCIOJIB3YETCS U3ICIINEM

Kuaomnka « = »

WNupopmannonnas tabnuia
«MHuTepdeticel mo
YMOTYAHHIO»

[TpennasHaueHa a1 0TOOpaXKeHHsI CIUCKA (PU3MUECKUX CETEBBIX
uHTepdeiicoB

4.7.7.1. Crpanuna «/3meHeHue nHTEp(dECOB M0 YMOTYAHUIO

Crpanunia  «M3meHenune  uHTEp(EHcOB 1m0  yMomauaHuio»  (cm. puc. 146)

MO3BOJISIET PEIaKTUPOBATh HACTPONUKH BEIOpAaHHOTO MHTEpdeiica Mo yMOTYaHUIO.

CKAYaHO ¢ —UELGYULeL 7N el
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Crpanuna «/3menenne nuurephericoB Mo yMOITYaHUIO»

N3meHNTE nHTepdenc:
WmsA: VLAN10 WHTepenc: VLAN10

OGHOBNEHUE Copoc

[LononHUTeNLHEIE HHTEPheHCEI:
Wms WHTepdeiic Wcnonesyetca
VLAN10 VLAN10 0x 0 ﬁ

WHTepdeick! No yMon4aHHIo:
Wma User WnTepderc
Green_1 eth0
Green_2 eth1
Green, eth2
Green_4 eth3

|
e

Puc. 146

B Ta6J'II/IIIC 68 IMPUBCACHO OIMMCAHHUC JJICMCHTOB CTpaHHIbI «3MeHeHue

UHTEPPENCOB IO YMOITYAHUION.

Tabnuna 68 — Onucanue 31eMeHTOB cTpaHullbl «M3MeHenne HHTEp(ErcoB MO0 YMOTYAHUIO

DIeMeHT Onucanue

[Ipeana3znaueHo AJ1s1 peIaKTUPOBAHUS TICEBOHMMA JIJIS
peructpupyemoro untepdeiica. I[lceBIoHUM MOXKET COBIAAATh C
TTone «Ms» (akTHYeCKUM HaMMEHOBaHHEM HHTepdeiica.

HpI/IMe‘IaHI/Ie . HaHHO@ I1OJIC BO3MOXHO PEAAKTUPOBATH €CIIN BI:I6paHHLII\;I
PIHTGp(i)efIC HC UCTIOJIB3YCTCS U3ACJIMEM B MOMCHT U3MCHCHUSA

[Ipeana3znaueHo a5t peIaKTUPOBaHUs (PaKTUIECKOTO HAUMEHOBAHUS
CYIIIECTBYIOIIIETO CETEBOT0 HHTEpdeiica

[Ipenna3znaueHa AJis COXpaHEHHs ¥ IPUMEHEHHS OTPEAaKTHPOBAHHBIX
HACTPOEK BHIOPAHHOTO JOMOJIHUTEIHHOTO CETEBOr0 HHTEpdeiica
[Ipenna3znaueHa A1t OTMEHBI BBEJIEHHBIX HACTPOEK BHIOPAHHOTO
JOTIOTHUTETIFHOTO ceTeBoro uurepdeiica. [locne Haxarus
nepe3arpy’kaeT CTpaHHILy U BO3BpaIaeT K moapazaeny «uarepdernch
110 YMOJTYAHHUIO»

[Tone «MuTepdeiicy

Kuonka «O0HOBIIEHHEY

Knomnka «Copocy»

4.7.8. Ilogpaznen «I'pynmbl COCTOSTHUI

[Moapaszmen «['pymmsl coctosiHuiy (cM. puc. 147) npeaHasHayeH IS CO3MAHHUS H

PEIaKTUPOBAHUA TPYIII COCTOSIHUNA CETEBBIX COCIUHEHUIN U3IEIHSI.

CKAYaHO ¢ —UELGYULeL 7N el
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[Toapaznen «I pynmbl COCTOSTHUI»

TpynMki COCTORHUA COEAWHEHMI

Group1 v

BbIGpaTh COCTORHME CORAHHEHHMA NEW v

pynne
# HasgaHme rpynnei COCTOSHHE COBAMHEHNS Menonesyetca
1 Group1 NEW ESTABLISHED 0 nj

2 Group2 ESTABLISHED 0 ]f[

Puc. 147

B rtabmume 69 mnpuBeneHo ommcaHWe 2JIEMEHTOB  mozpaszaena  «[pymmbl

COCTOSTHUNY.

Tabnuua 69 — Onucanue eMeHTOB Toipazaeia «I pyIbl COCTOSHUNY

DaeMeHT Omnucanue
Yexooxc «Ha3zBanue [Ipenna3zHaueH AJig aKTUBAIUK BHIOOpA BBOJIa HOBOTO HAa3BaHUS
TCPYIIIBI» TPYIIIbI COCTOSTHUM
IIpenna3nadeHo aJIsi BBOJa BPYUHYIO HOBOT'O Ha3BaHMS TIIIBI
ITone «Ha3Banue rpymnmbby pei . A /la BpYHHY Py
COCTOSIHUM
IIpenua3sHadeH Qi1 aKTUBALIMHU BBIOOPA VIKE CYIIECTBYIOIIEH TIIIBI
Yexb6okc «BpiOpaTh rpymniy» DEHAsHE s 1 pa yxe ¢y YIOMEH Ipy
COCTOSTHUM
Brimagaromuyii cnucok [TpennaznaueH a1 BbIOOpa HAMMEHOBAHUS OJTHOM U3 yKe
«Bp1Opath rpynny» CYIIECTBYIOIIMX IPYII COCTOSIHUM

[TpennasHaueH i BbIOOpa OAHOTO U3 CIEeTYIOIMX BapUaHTOB
COCTOSIHUSI COSIMHEHUS TSl CO3/1aBa€MOM TPYTIITH:

— «NEW)» («HoBoey) — ceTeBoil maker, sSBIsSETCS MaKETOM
YCTQHOBJICHHSI COETUHEHUS;

— «ESTABLISHED» («YcranoBineHHOe») — aHATTU3UPYEMBII MTaKeT
MIPUHAIIISKAT COETNHEHHUIO, KOTOPOE YK€ €CTh B CITHCKE
YCTAQHOBJICHHBIX COEMHEHUH;

— «RELATED» («CBsi3aHHO€») — aHAIM3UPYEMBIN CETEBOM MaKeT
CBSI3aH C yCTAHOBJIICHHBIM coeuHeHneM. Hampumep, ipu paboTe 1mo
npotokony FTP, cHauana coennnenne ycraHaBIMBaeTcs Ui OPTa €
HoMepoM 21. [To 3ToMy coeTMHEHUIO MEPENAIOTCS YIIPABIISIOINE
KOMaHJIbl. A IpH HE0OXOAUMOCTH TIepeIayy JaHHbBIX UCITIONIb3YeTCs
nopT 20, HO ceTeBbIe MAKETHI C JAHHBIMH CBSI3aHBI C COSIMHEHUEM,
YCTaHOBJIEHHBIM Ha 1opty 21;

— «INVALID» («Omubo4yHOe») — aHaTU3UPyEeMbIil CeTeBOM MaKeT He
MOJKET OBITh OIIPEJEIIEH WU HE UMEET OIIPEEIIEHHOIO COCTOSHUS,
Hanpumep, ommbka ICMP, koTopast He OTHOCHTCS K KaKOMY-JIH00
KOHKPETHOMY COEIMHEHHIO

CKAYaHO ¢ —UELGYULeL 7N el
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DeMeHT Onucaunue

[TpennasHaueHa it COXpaHEHHS U 100aBICHUS HOBOM TPYIIIIBI
Knomka «/{[o6aBuTh» COCTOSIHHUI C BBEICHHBIMU paHee HacTporikaMmu. Co3aHHas rpymnmna
COCTOSIHUHM 0TOOpa3uTcsi B MHGOpMaIMOHHOH Tabnuie «I pynmsh»
Nudopmannonnas tabnuma | [Ipeanasznauena ayis otobpaxeHus nHGopMalmu o 100aBICHHBIX

«'pynnsny BPYUYHYIO IPYIIIAX COCTOSHUM CETEBBIX COCIMHECHUM U3IEINs
Knonka «Y nanutey. [Ipeana3znadena aiis ynajacHusi BBIOpaHHON
TPYIIIBI COCTOSSHUM CETEBBIX COCIUHEHUMN.

[Ipumedanus:
ﬁ‘ 1. I'pymnimy cocTostHHI BO3MOKHO YAaIUTh €CITH OHA HE MCIIOJIb3YeTCs

» nznenueM. KHomka yianaeHus rpynibl COCTOSHUIN CeTEeBbIX COSAMHEHUN
IMPUCYTCTBYET TOJIBKO €CJIM JaHHas IrpyIia HE UCHIOJIB3YyETCA U3ACTTUCEM.

Kuonka «

2. Ilpn He0OXOIMMOCTH PENAKTUPOBATH YK€ CO3AAHHYIO TPYIILY COCTOSHHUN
HEO0XOIMMO YAAJIUTh BIOPAHHYIO TPYNITY U CO31aTh HOBYIO

Co3pnaBaemasi MOJB30BATEIEM TPYyNIA COCTOSHHUI MOMET COJIEPKATh J0 YETHIPEX
pPa3UYHBIX JJIEMEHTOB (COCTOsHUM coeauHeHus). [ jmoOaBieHUsT 3JIeMEHTa
B CYIIECTBYIOIIYIO TPYIIY COCTOSHHM HEOOXOIMMO BBIOpAaTh TPeOyeMOe€ COCTOSIHUE
Y Ha3BaHUE TPYMIIbI, B KOTOPYIO HEOOXOAUMO ero n00aBuTh. Co3naHHast TakuM o0pazoM

rpymmna € YKa3aHHbIM HMCHCM ABTOMATHYCCKHU 06LCI[I/IHI/IT BBI6paHHBI€ COCTOAHUA

(cMm. puc. 148).

['pynna ¢ pa3IM4HbIMU COCTOSIHUSMHU COEINHEHUS

[pynnk
i HazeaHwWe rpynnkl CocToAHME cOoeWHEHHUA

1 Group1 NEW ESTABLISHED

Puc. 148

4.7.9. Tlompaznen «IIpaBuna MeKCETEBOTO IKpaHa)

[Mompasnen «lIpaBuima MexcereBoro »skpaHa» (cM. puc. 149) mnpennasHaueH

IUTs1 OTOOpaXKEHUsI U YCTAaHOBKHU HOBBIX MpaBmil MO.
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[Tonpaznen «IIpaBuiia MeKCETEBOrO SKpaHa

[loBaEnTL HOBOE
[lpyrie ws BHYTPEHHER CETH Bo BHELWHD | [locTyn K yeTpoWCTBY PyGuKoH I Kanane (Pinholes) | NMepexanpasnexue nopToe I Mpokcu I MocTyn n3sHe | L2 | coB |

Texyume npasuna:
Lz:
Cee Cete

= n Hy . = H
WHTepdeic CTOMHUE ypHan. repdeiic azHAYEHNES

[pYTHe W3 EHYTDEHHEH CETH B0 BHEWHIO:

Ceme MeTouruk cere HasHauenne
WuTepdeiic WnTepdeic
1 Green_1 Green Network 1 Any Any : afs3-viserver

OocTyn K yCTpoHCTEY PyOHKOH:

3ameuarne

3ameuaHue

LeicTEnE

DefictEne

Fhliav

Ce =
Mme:’;’eﬁc WeToummk Hypxan: HasHauenne 3ameyaHne [eAcTEre
1 Green_1 Green Network 1 B » IPCop : Ping B AT
Kanane! (Pinholes):
— HcTouHKE HypHan: — HasHaueHne 3ameuanue DedcTEne
WHTepdeiic Lk WHTepdeic
1 Blue_1 Blue Network 1 BB » Green_1 Green Network 1 - Ping B AT
HocTyn u3eHe:
— WeToummk Hypxan: HasHauenne 3ameyanne DedcTEne
WHTepdeiic L
1 VLAN1O Any = » IPGop : IPGop dhep BfATAY
Cucrema ODHapy®eHHA BTopweHwi:
Ci =
Mm:’rq;’eilc WcTouHKE Hypnan: HasHauenne Jameyanue HedcTene
HacTpoiika nepeHanpaEneHnA NopTos:
— HeTounur BHe LM eC HasHavyeHuA Rubicon Hyphan: — B HHUIA C H3SHa4EHURA Jameyanwe DedicTane
WhTepdeic Lt Lo Wrrepdeiic s R
1l Any Any » —asp » Green_1 address1 : bgp B ATAv
Mpokcu:
— HeTounur BHeLWHWA eC HasHaveHnA Rubicon KypHan: — Bi HHMI EC HA3SHA4YEHURA JameyaHwe DedicTane
WhTepdeic e s WhTepheiic AL Lo
1 Red_1 Any » — - afs3amisys » Red hitp BiATAv
Nerenpa: @ 3annck B XypHan AKTMEMPOEAHO (HAKMWTE ANA AEaKTABALMN) 3annck B ¥ypHan [eakTHEMPOBaHO (HAAKMHTE ANA AKTHEALWMK) ))Crar\nap’mne NPAEWNO NPHHATHA »Banpemarolupe npasano »npaauno KYPHANWPOBAHKMA, TONBKD 3aNKHCh B KypHAN )}Facmmpennoe NPaBANo NPHHATHA, OTKpEIEaET Baw M3
[ AxTvenposaro (HakmuTe 4nR feaKTHBaLM) D heax ans ) # Vsmesms P Cronuposats npasuno 7 vaanums A Beepx
¥ Bhis llEce senchuie, VPN, cunme, xpactsie nhtepdeiice [JfBce cunne, KpacHbie iicel [JEce KpacHLie it .Ece KpacHbie MHTEpdERCE!

Puc. 149
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[Mogpaznen «IlpaBuia MeEXCETEBOTO 3KpaHa» COCTOUT U3 CIEAYIOIIUX CTPAHUI
U OJIOKOB:

1) crpanuna «Jlpyrue u3 BHyTPEHHEH CETH BO BHEIITHIOION;

2) ctpanuna «Jloctyn K ycTpoiictBy PyOukony;

3) crpanuna «Kanansy;

4) crpanuna «llepenanpasieHre MopToBy;

5) crpanuna «lIpoxcny;

6) ctpanuna «Jloctymn u3BHe»;

7) crpanuna «L.2y;

8) crpanuma «COBy;

9) 6110k «Tekyue npaBuIay.
4.7.9.1. Ctpanuna «/lpyrue u3 BHyTpeHHEH CETH BO BHEITHIOIO»

Crpanuna «Jlpyrue w3 BHYTPEHHEH ceTH BO BHeEmHIOW» (cM. puc. 150)
OTKPBIBACTCS TIOCJIC HAXATHUSI OJHOMMEHHOW KHOIIKM, HaXOJSIIECHCS B BEPXHEH YaCTH

9KpaHa noapasaciia «HpaBI/ma MCKCCTCBOI'O SKpaHa».

Crpanunna «/lpyrve u3 BHyTPEHHEN CETH BO BHEIIHIOIO

cTouHuk HasHnauenue [eiictBne [lononHuTenbLHO

® Uimepebeiics Mo ymonvariui0 Green 1 -
LononHumensiisie unmepgelcs! VLANTO v

Hr+gepmuposams

® Aopec Green Network 1 v
®oprMam adpeca P - Anpec nctournka (MAC unm IP unu ceTb):
[onontumenshbie adpeca addresst v
Ipynnsl adpecos

group1 v

Hr+gepmuposams

Menoms3oeams 1o,

TEpPT UCTONHHUKE.

Mreepmuposams
Hasag | [anee | | Coxpannte | | COpoc | | OTmena

Puc. 150
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Crpanuna «/lpyrue u3 BHyTpeHHEM ceTH BO BHEIIHIOIO» IpeJHa3HauYeHa
U1 100aBIeHUS MPaBUil (GUIBTPALMM CETEBBIX MAKETOB, U1 KOTOPBIX aJpec UCTOYHHUKA
U a/ipec Ha3Ha4eHUs1 MapLIPyTU3UPYIOTCS U3 OJHOTO (PM3MYECKOro cereBoro uurepgeiica
B JIPYTOM.

Crpanuna «/Ipyrue u3 BHYTPEHHEHN CETH BO BHEILIHIOI» COCTOUT M3 CIEAYIOLIUX
BKJIAJIOK:

1) «crouHuk»;

2) «Ha3nauyenuey;

3) «/leiictBuey;

4) «J1onOTHUTETTBHOY.

Ha nanHoii cTpaHuiie IpucyTCTBYIOT TAaK)Ke CIAEAYIONINE JIEMEHTHI HABUTAIIMOHHOTO
MEHIO:

1) xHomka «Hazamy — npenHa3zHaueHa Ui Mepexo/ia Ha MPEAbLAYIIYIO BKIAIKY
CTpaHUIIbI;

2) kHomika «/lanmee» — mpenHazHaueHa JUid  TEpeXoJa Ha  CIEAYIONIYI0 BKJIAJIKY
CTpaHUIIbI;

3) kHomka «CoXpaHuTh» — NpeAHa3HAYEHA JJIs1 COXPAaHEHHsI BBEJICHHON HH(OpMaLny;

4) kHorika «COpoc» — npeHa3HaueHa JJIsl OYMINEHUS 3alofHEeHUsS Bcer (HOpMbI
aKTUBHOM BKJIAJIKH;

5) kaonka «OTMeHa» — peAHa3HayeHa i Bo3Bparta B mozapazaen «lIpaBuma

MEXKCETEBOI0 dKpaHay 0e3 COXpaHEHHs BBEJICHHBIX JAHHBIX HA CTPaHUIIC.
4.7.9.1.1. Bxnanka «AcTouHUK)

Bxnagka  «Mcrounmk»  (cM. puc. 151) mpemHasHadueHa IS HACTPOMKHU
napamMeTpoB  QuIbTpalMM MO  JAaHHBIM 00  HMCTOYHHUKE  CETEeBOro  IaKeTa

B npasuiie MO.

CKAYaHO ¢ —UELGYULeL 7N el
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Jenon+Humenstisie adpeca
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Bxmangka «McTOUHUK»

Green_1 v

VLAN10 ~

Green Network 1 v
P - Anpec ucTodHNKa (MAC unu IP uni cetb)

address1 ~

group1 v

Puc. 151

B Tabmune 70 mpuBeneHO onrcaHue 3JIEMEHTOB BKIAAKU «ICTOUHUKY.

Tabmania 70 — Onucanue 351eMeHTOB BKIAIKA «CTOYHUK))

DIeMEHT

Onucanue

YekOoxc «HTEpdeEiich! o
YMOTYAHHIO»

[TpennasHaueH Ui akTUBALMK BbIOOpa pu3nueckoro nurepgeiica
U3JIEIHs

Brimagaronmmii ciucok
«MHTepdeiice 1o

[TpennasHaueH i BbIOOpa OAHOTO U3 MEPEYHS TOCTYIHBIX
¢buznueckux UHTEpPeiicoB n3nenus

YMOJTYaHUIO»
UekoOoxke «Jlomonmaurensupie | [IpegHazHaueH /uisi akTHBALIMK BBIOOpA BUPTYaIbHOTO MHTEpPeiica
uHTepPeich»™* U3JIeIUs, OIPEIEIIEMOrO II0JIb30BATEIEM
Brinmagarommii cimcok [Ipenna3nauen a1 BBIOOpA OHOTO U3 TIEPEUHS TOCTYITHBIX
«JlomosmHUTENbHBIE BUPTYaJIbHBIX (3apETUCTPUPOBAHHBIX TOJIb30BATEIIEM BPYUHYIO)
uHTepdecon™ uHTepdeiicoB u3aenus

UekOokce «uBEpTHpOBATHEN *

[TpennasHaueH i BbIOOpA BKITIOUEHHS/OTKIIOUEHUS (QYHKLIUU
MHBEPTUPOBAHUS CETEBOro UHTep(delica, TO €CTh BCEX CETEBBIX
UHTEpECcOB KpoMe yKa3aHHOTO

YekOoke «Aapec»

HpeaHa3Haqu JJIA aKTHBAIlHU BLI60pa aZpeca HCTOYHUKA U3 MICPCUHA
JOCTYIIHBIX aApECOB

Brimagarommii coiucox
«Anpecy

HpenHa3Haqu JJIA BBI60pa OIHOTO U3 MCPCUYHA JOCTYIIHBIX aApCCOB
NCTOYHUKA

YekOoke «Dopmart aapecar

[IpennaznaueH a7 aKTUBAIIMU BBIOOpA BBOJA aJpeca UCTOYHUKA
Bpy4HYIO0 ¢ ykazanueM ero tuna (MAC, IP umu ceTs)

VeI [=XK/1I04YU.ph
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DeMeHT

Onucaunue

Brimagaromnmii cuucox
«Dopmart aapeca»

[Ipeana3nauen AJig BbIOOpA OAHOTO U3 CIEAYIOIIUX TUIIOB aJPECOB
HCTOYHHUKA.

— «IP»;

— «MAC»

[Tone «Anpec uctouHuka
(MAC wunu IP wim cetb)»

[Ipenna3zHaueHo Ui BBOJA aipeca HCTOYHUKA 00pabaThIBaeMbIX
nakeToB B ¢popmare MAC unu IP wiu cets. [{nst paboThl 1aHHOTO
napaMeTpa HeoOX0IMMO aKTHBUPOBATh YeKOoKe «Dopmar ampeca»

YekOoke «JlomoTHUTEIIBHBIC
ajzipecay

HpeﬂHasHaqu JJIA aKTHBallK1 BI)I60pa JOIMOJTHUTCIIbHBIX aIpECOB
CCTCBLBIX Y3JIOB M3 CO3JaHHBIX PaHCC I10JIB30BaTCIICEM BPYUYHYIO

Brinanarommii ciucok
«JloTOMHUTENIbHBIE aIpecar

[IpennaznaueH s BbIOOpa OJJTHOTO TOIOJHUTENBHOTO aJipeca 13
nepeyHs (CO3aHHBIX paHee MOJIb30BaTeIeM BPYUHYIO)
JIOTIOJIHUTEIIbHBIX CETEBBIX Y3JIOB

Yexbokc «'pymiibl apecoBy»

HpenHaSHaqu JJIA aKTHBallun BH60pa IpYyHIIbI aAPECOB CETCBBIX
Y3JI0B U3 CO3JaHHBIX paHCC IT0JIB30BATCIICM BPYUHYIO

Beinagaromuii ciucox
«I'pynnsl agpecoB»

[TpennaznaueH s BBIOOpA OJHOM TPYIIIBI U3 MEepeyHs (CO3IaHHBIX
paHee oJIb30BaTeeM BPYUHYIO) Py aIPpECOB

Yexb6okc «HBEpTUpOBATHN *

HpenHaSHaqu JIIA BLI60pa BKJIFOUEHMS/OTKIIFOUEHHUS Q)YHKHI/II/I
HHBCPTUPOBAHUA aJpecCa CETCBOI'O y3Jia, TO €CTh BCEX aApCCOB
CCTCBLIX Y3JIOB KPOMEC YKA3aHHOI'O

Yexkookc «Mcrionp30Barh
MOPT UCTOYHUKAN ™

[IpennaznaueH a1 BbIOOpa BKIFOUEHUS/OTKIIIOUEHUS UCTIOIB30BaHUS
1I0pPTa, YKa3aHHOIO I10JIb30BATEIEM BPYUHYIO

[Tone «IlopT ncrounukan™

HpenHasHaquo AJI1 BBOJIa TOPTa, € KOTOPOT'O IMOCTYIAOT CETCBBIC
IMaKCThI

UekoOokc «uBEepTHpOBATEN*

HpenHasHaqu JJIsA BLI60pa BKJIIOUCHMS/OTKIFOUCHHUS q)YHKI_II/II/I
HHBCPTUPOBAHUA ITOPTA, C KOTOPOTO MOCTYNNAOT CETEBLIC ITAKCThI, TO
CCTh BCCX MOPTOB KPOME YKAa3aHHOI'O

* — DneMeHT uHTepdeiica, TOCTYIMHBIN TONBKO B «PaciimpeHHOM pexkuMes

4.7.9.1.2. Bxinanka «Ha3gauenuey

Bxmanka

«Haznauenuey»

(cm. puc. 152) npenHasHaueHa ISt

napamMeTpoB (PHIIBTpAIMU TIO TaHHBIM O Ha3HAYCHUH B CETEBOM MaKeTe B mpaBuiie MD.

CKAYaHO ¢ —UELGYULeL 7N el
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Lpyrve U3 BHyTPEHHER CETH BO BHELUHIOW
* [imepdhelicsl N0 yMONYaHUKw

Lsem usmepgedlica

JononHumensHsie uHmepgelcs!

HHeepmuposamsb

®) Cemu 1o yMON4aHuo

fononHumensHeie adpeca

Mpynnsl adpecos

IP unu cems HazHa4eHun

HHBEPMUPOEAMb

v Hcronbaogams Cymoy

Fpynnei cnyxG

Csou cepsucsi

* Cepsuckl N0 yMOMYaHUK
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Bxnanka «Ha3znauenuey

Any v
KpacHbii v
VLAN1O v
Any v
address1 v
group1 v
group1 w
abc ~
-- BriDepuTe CETeBOI NPOTOKOMN CRYKOb — v
Puc. 152

B Ta6J'II/II_Ie 71 IIPpUBCACHO OIMMCAHHC 3JICMCHTOB BKJIIAAKH «HaznaueHue».

Ta6Jmua 71 — Onicanue 3JIEMEHTOB BKJIaJIKH «Ha3znauenue»

DIeMEHT

Onucanue

YMOJTYaHHIO»

YekOoxc «HTEpdeiich! o

[TpennasHaueH Ui akTUBAIMK BbIOOpa MHTEP(EHCOB MO yMOTYAHHIO

«MHuTepdetice! o
YMOITYaHHIO»

Brimmanaromuii Ciucok

[TpennaznaueH 1y BBIOOpA OJHOTO U3 IOCTYITHBIX B TIEpEYHE
(UBUYECKUX CETEBBIX MHTEPGHEHCOB U3IETHUS

UekOoxkc «IBet nnTepdeiica»

[IpennazHaueH A7 aKTUBAIIMU BBIOOpA I[BETOBOM TOJUTHKU CETEBOTO
uHTepderica n3nenus

HpeL[Ha3Haqu JJIA BLI60pa OJIHOH M3 CJICAYIOIUX IIBETOBBIX
ITOJINTHK:

Brimagaromuii ciimcok «L{ser | — «3enenslil/ VPNy;
uHTepdeiicay — «CunHuity;
— «OpaHXeBbIiy;
— «KpacHblity.

CKayaHo ¢ —IRELGULeE/Nole o)
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DeMeHT

Onucaunue

YekOoke «JlomoTHUTEIIBHBIC

[TpennazHaueH aJs aKTUBAIIUU BBIOOpa BUPTYyaIbHOTO HHTEpdeiica

nHTEepDEHCH» > W3ENHS, ONPEeIISIEMOTO MOJIb30BaATEIEM
Brimmanaromuii ciucok [Ipeanaznauen aJisg BbIOOpA OAHOTO U3 IEPEUHS TOCTYIHBIX
«JlonmoTHUTENbHBIC BUPTYAJIbHBIX (3aPETUCTPUPOBAHHBIX MTOJIH30BATEIIEM BPYUHYIO)
uHTephEeichN™ UHTEpECcOB H3AEHS

YexoOokc «HBEpTHpOBATHN *

[TpennasHaueH i BbIOOpA BKITFOUEHUS/OTKIIOUEHUS (PYHKIUU
MHBEPTUPOBAHMS CETEBOT0 HHTEp(erica, TO eCTh BCEX CETEBBIX
uHTEp(eiicoB KpoMe YKa3aHHOTO

Yexkookc «CertH o
YMOJTYaHHIOY

[Ipenna3HaueH A BbIOOpa JOOABIECHUS CETH IO YMOIYAHHIO

Bremaparomuii cnucok «CeTn
10 YMOJTYAHHIO)

[IpennaznaueH i BBIOOpA OJHOM U3 CeTel, CBSI3aHHBIX C CETEBBIMU
HACTPOMKaMHU U3JEIus

YekOokc «JloMmoaTHUTEIBHBIC
agpecay

HpenHaSHaqu JJIA aKTHBallun BBI60p8. JOINOJHUTCIIbHBIX aJI[pC€COB
CCTCBLIX Y3JIOB U3 CO3JaHHBIX PaHCC I10JIB30BATCICM BPYUYHYIO

Brinanarommii ciucok
«JloTOTHUTENIbHBIE aIpecar

[IpennaznaueH a1 BBIOOpA OJJHOTO TOTIOJHUTEIBFHOTO aapeca U3
nepeyHs (CO3aHHBIX paHee MO0JIb30BaTEIEM BPYUHYIO)
JIOTIOJTHUTEIIbHBIX CETEBbIX Y3JI0B

Yexbokc «['pynmbl anpecoB»

[IpenHazHaueH 17 akTUBALMU BbIOOpA TPYIIIIBI aIPECOB CETEBBIX
y3JI0B U3 CO3/IaHHBIX paHee M0JIb30BATEIEM BPYUYHYIO

Brimagaromnmi cuucox
«['pynmbl agpecoB»

[IpennaznaueH s BbIOOpa OJJHOM rPpyIIIbl U3 MepeuHs (CO3/1aHHbIX
paHee M0JIb30BaTEeNIEM BPYUHYIO) IPYII IpECOB

Yexkookc «IP unu ceThb

HpenHasHaqu JJId aKTHBAIlUHU BBI60pa aZipeCa HAa3HAYCHUA C

Ha3HAYCHUA» YKa3aHHBIM BPYYHYIO NTosib30BaTesneM [P uimm cetbro
Ilone «IP nnm ceThb IIpennasnauen qos BBoAa IP-aapeca wnu cetu [uis y3i1a Ha3HaYEHUs
Ha3HAYCHHUS (tenieBoro y3ya 00pabaThIBAEMOTO TTAKETA)

YekOoke «uBEpTHpOBATHEN *

HpeﬂHasHaqu JJIsA BLI60pa BKJIIOUCHMS/OTKITFOUCHHUS q)yHKI_II/II/I
HHBCPTUPOBAHUA aJpeca CETCBOTO y3Jia, TO €CTh BCEX aApCCOB
CCTCBLIX Y3JIOB KPOME YKAa3aHHOI'O

Yex0okc «Mcmonp308aTh
CIIy)KOY»

[Ipeana3znauen a1 BHIOOpA BKIFOYEHUS/OTKIIFOUCHUS UCTIOIb30BaHUS
BBIOpAHHOM MOJIb30BaTEIEM CIYKOBI WIIH CEpPBHUCA

Yexbokc «I'pynbl ciryxo»

[Ipeana3znaueH AJis aKTUBALIUK BHIOOPA UCTIOIB30BAHUSI TPYIII CITYXKO,
CO3/IaHHBIX PAHEE BPYUYHYIO MOJIb30BATEIEM

Brimagaromnmi cuucox
«"pynmsl cayx0»

[IpennazHaueH 1y BbIOOpa OJJHOM IPYIIIBI U3 MEPEUHs CO3AaHHbBIX
paHee BPYUHYIO M0JIb30BaTENIEM

YekOokc «CBOU CEPBUCKHI»

[Ipenna3zHaueH A1 aKTUBAIIMUA BHIOOpA MCIIOIB30BAHUS CEPBUCA,
CO3/IAaHHOTO PaHEe BPYYHYIO MOJIb30BATEIEM

Brimamaromuii coucok «CBou

HpenHa:sHaqu JJIA BLI60pa OIHOTO CCPBUCA U3 TICPCUHA PAHECC

CEPBHCHI» J100aBJIECHHBIX BPYYHYIO MIOJIb30BATEIEM
Yexbokce «CepBHUCH TIO [IpenHnazHaueH A7 aKTUBAIIUU BBIOOpPA UCTIOIB30BAHUS CETEBOTO
YMOJTYAHUIO» MIPOTOKOJIA CIIYKOBI, UMEIOIIEH CITeMAIbHOE UMSI B U3/ICITUN

Brimagarommii coiucox
«CepBHUCHI IO YMOJYAHHUIO»

HpenHa:sHaqu JJIA BLI60pa OI[HOI71 N3 CCTCBLIX IMPOTOKOJIOB CJ'IY)K6BI,
M3 MEPCUHA UMCIOIHNX CIICHWAJTIbHOC UM B U3ACIINN

* — DneMeHT uHTepdeiica, JOCTYMHBIN TOIBKO B «PaciimpeHHOM pexxumes



Пишущая машинка
Скачано с

Штамп


170
HIIEII.465614.005P11

4.7.9.1.3. Bximanka «JlefictBue»

Brmanka «/letictBue» (cm. puc. 153) mpeaHa3sHadeHa I HACTPOWKHU JICHCTBUH

1o GUIbTPALIUU MPU CpadATHIBAHUY TTPABUIL.

Bxnanka «JlenictBue»

v [1pasuno eKiMHEHD
Tpasuno xypHanuposaHus
[eicTBue Npasuna ACCEPT -

3aronoBoK 3amedaHus

@ 370 None MOXET ObiTh NyCThIM.

PaclnpeHHble HACTPORKK
KpWTepnil cpabaTeIBaHWUA NPH NpeBbIWeHNM (Match limit):

PaspelleHo ANA XypHanuposaHua v
®) CpedHan yacmoma cobblimudi(—limit avg) 10/minute
ecmso colbimuli 3a 3 yaca(—iimit-burst number) 5
BKMH4UMB HeMeOneHHbIe OMOSeLLEHUA U OMOGELUEHUA No 3NeKkmpokHol novme(email
alert)
Brro4ums HemednenHsle onoselenus (local alert)
Puc. 153

B Tabnuie 72 nmpuBeneHO ONMCaHKe JIECMEHTOB BKIAAKU «JlefcTBHEY.

Tabauma 72 — OnucaHue 3JI€MEHTOB BKIIAJIKH «JlelicTBrE»

DeMeHT Onucanue
Yexo6okc «IIpaBuo [TpennaznaueH 115 BBIOOpA BKIFOUSHUS/OTKIIIOUEHUS TIPaBUIIa U
BKJIFOUEHOY BBIOpaHHBIX JICHCTBUH, IIPU €r0 cpadaThIBAHUU

[TpennasnaueH i BbIOOpa BKIFOUEHUS/OTKIIIOUEHUS TIpaBUIIa
KYPHAJIMPOBAaHUS POXOKIECHUS ITAKETOB 10 HACTPAUBAEMOMY
IIpaBUILy

[Ipennaznauen a1 BBIOOpA OAHOTO U3 CISAYIOMNX ACHCTBUN TTPH
cpabaThIBaHHUH MpaBUIIA:

Yek6oxke «IIpaBumno
KYPHATUPOBAHHS

B . — «ACCEPTx»;
;ngnaromnn CITHCOK _ «DROPy:
«/[levicTBue mpaBua» _ «REJECT»:

— «TonbKo 3amKCh B XKypHAI»;

— «Cucrema O6Hapy>keHusi Bropxenuii»

Ioie «3arooBoK IIpenna3zHaueHo 1 BBOJA IPUMEYAHUM K HACTPAMBAEMOMY IIPABUITY.
3aMeYaHus)

IIpumeyanue. JlaHHOE MOJIe HE 00SI3aTSIIBHO K 3aI0JTHEHUIO

VeI [=XK/1I04YU.ph
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DeMeHT

Onucaunue

Brinmagarommii ciucok
«Kputepwuii cpabaTeiBaHUS
MIPU TIPEBBIILICHUN

(Match limit)»™*

ITpennazHaueH 175 BbIOOpa OJJTHOTO U3 IOCTYIIHBIX B IIEPEYHE
paclIMpeHHbIX HACTPOEK AEUCTBUS NPU cpadaThIBAHUM ITPABUIL:
— «B03MOXHOCTb OTKIIIOUEHAY;

— «PaspenieHo 11 KypHaIUPOBAHUA Y,

— «Pa3perieHo 115 NOJUTUKY IPUHATUS WINK COPAaChIBAaHUSD;

— «PaspernieHo s MOJUTHK 000MX BUIOBY

Yekooke «Cpeansist yacToTa
coObiTHit (--limit avg)»™*

[TpenHa3HaueH I aKTUBAI[MU BBIOOPA MCIIOIB30BAHMS (DYHKITHH
OTpPaHWYCHUS 3aITMCU COOBITUH B )KYPHAJ IO CPEIHEH YacToTe
COOBITUI

[Tone «Cpenusis yactoTa
coObITHii (--limit avg)»™*

[TpennasHaueHo A7 BBOJA CpeaHel yacToThl coObTuii. HeoOxoammo
yKa3bIBaTh B (hopMaTe: YHCJI0 cOObITHII/eINHNLIA BPEeMEHH

Yex0okc «MakcuMaabHOe
KOJIMYECTBO COOBITHM 3a 3 yaca
(—-limit-burst number)»*

[TpennasHaueH Ui aKkTUBAIIMK BHIOOpA MCIIOIB30BaHUS (DYHKIINN
OTpaHMYCHUS 3aMUCH COOBITHH B KYpHAI IO MAKCUMAIILHOMY
KOJIMYECTBY COOBITHI

Ilosre «MaxkcumansHOe
KOJIMYECTBO COOBITHH 3a 3 yaca
(--limit-burst number)»*

[Tpenna3HaueHo 171 BBOJA MAaKCUMAJILHOTO KOJIMYECTBO COOBITUH 3a
3 4aca, 3aNMChIBAEMBIX B KypHaJl. JlaHHBII mapameTp Oyaer
OIPEAECIIATh UK «Pa30BOi» JOCTaBKH I1aKETOB. 3HAYECHUE 110
YMOJTYAHUIO «5»

UYekOoke «BrIFOUUTH
HEME/IJICHHBIC OTTOBEIIICHUS U
OITOBEIICHYS 110 MIEKTPOHHOU

noute (email alert)»™

[IpennaznaueH A BbIOOpa BKIFOUEHUS/OTKIIIOUEHUS (DyHKINUN
II0JIy4€HUs OTIOBEUICHHS O CpadOTaBILIEM MPABUJIE HA AIEKTPOHHYIO
MouTy

Yex0okc «BKIIFOUNTE
HEME UIEHHBIE OITOBEILIEHHUS
(local alert)»*

HpenHasHaqu JJIsA B]':»I60p3 BKJIIOUCHUS/OTKITFOUCHHS Q)YHKI_II/II/I

OINIOBCIICHMS B BCIIJIBIBAKOIIIEM OKHC YBCI[OMJ'ICHI/Iﬁ N3OSN « »

* — DneMmeHT uHTepdeiica, TOCTYIHBIN TONBKO B «PacmmpeHHOM pexxume»

4.7.9.1.4. Bxnanka «/lonmomHUTETBEHOY

Brimagka «JlonmoaautenbHo»  (cM. puc. 154) mpenHasHaueHa JUIS  HACTPOWKH

JOTIOJTHUTENBHBIX MapaMeTpoB (GUIbTpALMM: TIO BpPEeMEHH, N0 OWUTOBOM Macke,

10 COCTOSAHHNIO COCAMHCHM, 110 (l)paFMeHTI/IPOBaHHI)IM ImakertaM, 110 MaHAaTHBIM MCTKaM.

[Ipu cpabaTeiBaHMM TpaBWJIa BO3MOXKHO TIPUCBOCHHME YHUCJIOBOW  METKH,

MIPUMEHSIEMOH TS TaJibHEHIIel 00pabOTKHU CETEBOTO MaKeTa B LEJISIX MApIIPyTHU3AIINH.

Hp HUMCUYAaHUC — I[aHHaSI BKJIaJKa AOCTYIIHA TOJIBKO B pacliipeHHOM PEIKUME

(BKITFOUMTH PACIIMPEHHBIH PEXXUM MOXKHO B pazzeine «MexkcereBorl Dxpan» — «HacTpoiiku MexceTeBoro

9KpaHa» aKTUBUPOBAB YeKOOKC «PacuIupeHHbINH pexKnum»)

CKAYaHO ¢ —UELGYULeL 7N el
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Bxkrnanka «JlonmoaHATETBHOY

JoSacume spesennod duanazon

EBmopHur
Cpeda
Yemespz
Mamuuga
CyB6oma
Bpewr
oo v 00 w 00 v oo v
Bpewnr 2an3eTcA B dopmare UTC(ne rprHenuy) (MSK, +0300)
DUNETPaYNA No macke (4 GaiTa
Exmosume gunempayure no Sumoeod macke
CMELYEHIE
MaEcks
Brmgsumb hunsmp, N0 COCMORHURY
YETSHOENEHHOS CORARHEHRE v corTenHnE
Exmosume gunempauur §pssMeHMUPoSSHELE NEREMos
Exmosume $unsmpsuure N0 MaHSamuEsid MEmEaH
YpoBeHs
Kareropwes
3adagams MEMKY COOMESMCMEYHILUUM MEKEMSM
MeTka
Puc. 154
B Tabnwure 73 MIPUBECHO OMUCaHue AJIEMEHTOB BKJIAJKH
«J1OTIOJTHUTEIIBHOY .

Ta6auma 73 — Onucanue 3JIEMEHTOB BKIIAJIKH «J10TOTHUTEIHLHOY

DJIeMeHT Ormcanue

[IpenHnazHaueH 1J1s aKTUBAIIUU BBIOOpA MCTIOIB30BAHUS (DYHKIIHH
J0OaBJICHHS] BPEMEHHOTO IMana3oHa Jiis paBuil GUIbTPAINH
CETEBBIX ITAKETOB

[Ipenna3zHaueH AJ1s aKTUBALIMA BPEMEHHOTO TUAIa30Ha B THSX,
YKa3aHHBIX B BBINAJIAIOMIUX MOJISIX «JIHEH»

VeI [=XK/1I04YU.ph
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DeMeHT

Onucaunue

Brimamaromye nois «aHen»

[IpenHazHaueHsl 111 BEIOOPA BPEMEHHOTO TMAna3oHa B THAX MECSAIIA.
Hauano BpemeHnHoro nuamnasona (IepBbIi IeHb) HEOOXOAMMO BBIOpaTh
B [IEPBOM CITHCKE, 2 OKOHYaHHUE BPEMEHHOTO AMAara3oHa (TociaeIHun
JICHb) BO BTOPOM BBIINAJIAIOIIEM CIIUCKE (CIIpaBa OT HAJIHUCH «JI0»)

UekOokc «JIHN HEmem»

[TpennazHaueH 115 aKTUBAIIUU BBIOOpA MCIIOIH30BAHMS PABUIa
(buIbTpaUK CETEBBIX MTAKETOB B COOTBETCTBUU C BHIOPAHHBIMH THSMU
HEJIEJIM U BPEMEHH, YKa3aHHOMY B BBINAIAIOMINX ClIUCKaxX «Yace» u
«MUHYTBI»

UYekbokcb! «BockpeceHbe,
«ITonenenbHUK», «BTOPHUKY,
«Cpena», «HerBepr»,
«[Iaranmay, «Cyo60Ta

[Ipenna3zHaueHsl 1J1s1 BBIOOpA AHEH HEAeNIHr, 10 KOTOPBIM OyAeT
HCIIOJIb30BAThHCS IPABIIIO (PHITBTPAIIMU CETEBBIX TTAKETOB

Brimagaromue coucku
«Hacein™*

[Tpenna3HaueHs! 17151 BHIOOpA 4acoB, O KOTOPBIM OynieT
MCTIOJIB30BATHCS MPABIIIO (DUIBTPAIIMN CETEBBIX MAKETOB.

Hauano yacoBoro nuana3oHa HeOOXOJMMO BbIOPATh B IEPBOM CIIHCKE,
a OKOHYaHHE — B TPETHEM BBINAJAIOLIEM CIIUCKE (IIEPBBIN CIIpaBa OT
HAJIITUCH «J10»)

Bremagaromue cnucku
«MunyTBI»*

[TpennasHaueHs! 17151 BEIOOpAa MUHYT, IO KOTOPBIM OyIeT
UCIIOJIb30BATHCS PABUIIO (DMIIBTPAIIMU CETEBBIX ITAKETOB.

Havano MuHYTHOTO JUamna3oHa HeoOX0UMO BEIOPATh BO BTOPOM
CIIHCKE, 2 OKOHYaHUE — B YETBEPTOM BBINAJAIOIIEM CITHCKE (BTOPOM
CIpaBa OT HAJIUCH «JI0%»)

Yek0OoKc
«BKITI0YNTH QUIBTpALINIO 110
OHMTOBOI Macke»

[IpenHazHaueH 1y akTUBAMU QYHKIMH QUIBTPALUU IO OUTOBOM
Mmacke (4 Gaiita)

Ilone «cmemnieHue»

[TpenHazHaueHo /TS BBOJIA BEIMYMHBI CMEIICHUS OKHA TIOUCKa 32-X
OuTHOTO (hparMeHTa OTHOCUTENIHHO Hayaja Mmakera B Oaitax

ITone «macka»

[Ipeana3znaueHo st BBOJIa MACKH, HAKJIAIbIBAEMOM HA JTAHHBIE
CETEeBOrO MaKeTa MO BHIOPAHHOMY CMEIICHUIO

Ilone «c»

[Ipeana3znaueHo st BBOJIa MUHUMAJIBHOTO 3HAYEeHHS 32-X OUTHOTO
dbparMeHTa TaHHBIX

TTone «1o»

[Ipeana3znaueHo st BBOJIa MAaKCUMAIBHOTO 3HaYeHUs 32-X OUTHOTO
dbparMeHTa TaHHBIX

YekOoKe
«BKITIOUNTH QUIBTPALIHIO 110
COCTOSIHUIO COEAMHEHUS)

[IpennazHaueH Ij1s aKTUBAIIMHU BBIOOpA MCTIONB30BAHMS (PYHKIIHH
(GUIBTpAIHU TI0O COCTOSTHUIO COSAMHEHUS UM CO3/IaHHON paHee
M0JIb30BATEJIEM BPYUHYIO IPYIION COCTOSIHUM

Brimagaronmii cuucok
«CocTogae COSTUHEHU

[TpennazHaueH I BBIOOPA OJTHOTO U3 CIEAYIONMUX COCTOSTHUN
COCIUHCHMI:

— «YCcTaHOBIIEHHOE COEIMHEHHUEY;

— «HoBoe coennHenne;

— «*Haumenogarnue nonv308amenbCKoll 2pynnsvl COCMOAHUL
CcOeOuHeHUL ™.

[Ipumeuanue. CTpoku Belagarouero cnucka «CocrosiHue
COCIMHEHUS» — «Y CTAHOBJIEHHOE coennHeHue» U «HoBoe coennHeHue,
SIBJISIIOTCS 3ape3ePBUPOBAHHBIMM 1 0TBEUalOT COCTOAHUAM «NEW» u
«ESTABLISHED» cOOTBETCTBEHHO
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«BKITIOYUTH QUIBTPALIHIO 110
MaHJaTHBIM METKaM»»

HIIEIIL.465614.005PII
DnemMeHT Onucanue
YexOokc
«Bximounts punbrpanuo | [IpeanasHaueH as akTUBaIMU BHIOOPA MCIIONB30BaHUS (QYHKIMN
(bparMeHTUPOBAHHBIX ¢ubTpanuu pparMeHTHPOBAHHBIX ITAKETOB
MTAKETOBY
YekBoke [TpennasHaueH i akTUBAIIMK BEIOOpA UCTIONB30BaHUs (DYHKIIUU

GwibTpanuy 1o MaHAaTHeIM MeTKaM. [pu akTuBanuy gaHHOM
(GyHKIMHU co3aHHOE MpaBuiio MO npoBepsieT HaTuyue MaHAaTHOU
metku coriacuo 'OCT P 58256 (RFC 1108)

ITone «YpoBeHb»

[TpennazHaueHo IS BBOJA 3HAYCHUS YPOBHS JAHHBIX (COTJIACHO
I'OCT P 58256). 3agacrcs B necaTuaiom Gopmare 0, 1, 2 u 1. 1.

[Tone «Kareropus»

[TpenHa3HaueHo /IS BBOJA M OITMCAHMS KaTerOpUH, K KOTOPOI
otHocsrcs aanubie (corimacuo [OCT P 58256). 3amaetcs B hopmare
nociaenoBareabHocTu 0 u 1 (mpumep: 1, 10, 11 u . 1.)

YexOokc «3a1aBaTh METKY
COOTBETCTBYIOLIMM ITaKETaM»

[IpennasHaueH Ui akTUBAIIMK BHIOOpA MCIIONB30BaHUS (DYHKIIUN
3aJJaHusl METKU COOTBETCTBYIOIIMM NakeTaM. [Ipu akTuBanuu naHHOM
(yHKIMH CETEeBBIC MAKEThI, MONaAaroNIue mo 1 npasuiao MO, OyayT
IPOMapKHUPOBaHbl METKaMH JJ1s1 00paOOTKU B U3AEITHH.

JIaHHBIN MEXaHU3M HCIIONB3YETCS Ul CTATHYECKOW MapLIPyTU3aLlu1
110 METKaM

ITone «Metka»

[IpennasHaueHo a7 BBOJA U 3a7aHUs METKH, HaunHas ¢ 1002
(manpumep, 1002, 1003, 1004 u T. 1.)

* — Bpewmst 3agaercs B popmare UTC (o I'punsuuy) (MSK, +0300)

4.7.9.2. Crpanuna «Jloctyn K ycTpoiicTBy PyOukon»

Crpanuna

«loctyn K

PyOukon» (cm. puc. 155)

YCTPOHCTBY

OTKPBIBACTCS TIOCJIC HAXXATHUS OJHOMMEHHOW KHOIIKW, HAXOJAIICHCS B BEPXHEW 4YacTHu

9KpaHa noapasaciia «HpaBI/ma MCKCCTCBOI'O SKpaHa».

CKAYaHO ¢ —UELGYULeL 7N el
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Crpanuna «Jloctyn k ycrpoiictBy PyOukon»

WcTouHumk HasHaqenne Heiicteue NononnutensHo

® YHmepelcsi N0 YMONYaHUI0 Green_1 v

LononHumensHsie usmepgetics VLANTO M

® Adpec Green Network 1 v

" +  Aapec ncrostika (MAC nnv IP unn cers)

address1 v

groupt v

Mcnons3aosams nopm UcmodHuKa

MlopT HeTouMK

WHeepmuposame

Hasan Coxpanis Ormera

Puc. 155

Crpanuna «J/loctyn k ycrpoiictBy PyOukoH» npenHasHaueHa JUisl Iepexoja
K cTpaHuIle J00aBJIeHUs TPaBUi (PUIBTPAIIMU CETEBBIX MAKETOB, JUISI KOTOPHIX aIpecoM
Ha3HAYEHUs SBIAETCS ajpec (WM TCEBIOHUM ajpeca) cereBoro uHTepdeiica MD
(Hanmpumep, s HACTPOMKUA aAMUHUCTPATUBHOTO JOCTYIIA U3 «3EJCHOW» WA U3 «CHHEI
MOJICETH, WM JIsl pa3pelieHus MaKkeTOB MHUIMAIM3alld MHTepdeiica s MpOoTOKoJa
GRE).

Crpanuna «Jloctym k ycrpoiictBy PyOUKOH» COCTOUT U3 CIEAYIONIUX BKIIAOK:

1) «cTounuk»;

2) «Ha3nauenuey;

3) «/leticTBuey;

4) «J1OTIOTHUTEIIBHOY.

Ha I[aHHOﬁ CTPpaHUIC NPUCYTCTBYIOT TAKKC CIACAYIOINNC 3JICMCHTBI HABUTAITMOHHOT'O

MEHIO:

1) kHonika «Hazam» —npenHa3zHaueHa Ui Mepexola Ha MPEAbLAYIIYI0 BKIAJIKY
CTpaHUIIbI;

2) kHomka «/lanee» — mpenHazHaueHa JUid MEpeXoja Ha  CIEAYIOUIYI0 BKJIAJIKY
CTpaHUIIbI;

VeI [=XK/1I04YU.ph
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3) xHomka «CoXpaHUTh» — MpeAHa3HAYECHA JJIs1 COXpAaHEHHsI BBEJICHHON MH(OpMalIny;

4) kaonka «COpoc» —MpeqHa3HaYeHa sl OYMIICHHUS 3allOJHEHHs] Bced (OpMBI
aKTUBHOMW BKJIAQJIKHU;

5) knonka «OTMeHa» —OpeAHa3HayeHa i1 Bo3Bparta B monpasaen «lIpasuia

MEKCETEBOTO PKpaHay 0e3 COXpaHeHHS BBEJCHHBIX JAHHBIX HAa CTPAHUIIC.
4.7.9.2.1. Bknagka «cTouHUK»

Bknanka «HMcrounuk» Ha crpanune «Jloctym Kk ycrpoiictBy PyOukon»
npeaHa3HaYeHa Il HACTPOMKH IapaMeTpoB (GUIbTpPAIlMU IO JaHHBIM 00 HCTOYHHUKE
CeTeBOro Iakera B mpaBuie MD u omnmcanHa mojapodbHo B 1. 4.7.9.1.1 Hactosiiero

JOKyMEHTA.
4.7.9.2.2. Bxinanka «Ha3zgauenus»

Bxnanka «Hasnauenus» Ha crpanune «Jloctynm Kk  ycrpoiicTBy PyOukon»
(cMm. puc. 156) mpenHa3HaueHa Ui HACTPOWKU IMapamMeTpoB (HIBTPALUU IO JaHHBIM
O Ha3HAYeHUM B CETEBOM MakeTe B npaBuwie MD. AnpecoM Ha3Hau€HUs BCEr/a SIBIISETCS

azpec (WM MCeBJOHUM aapeca) ceTeBoro unrepderica M.

Bxnanka «Ha3znaueHus»

[0CTYN K YCTPORCTBY PYOHKOH

KO group1 v

Cgou cepsuchi abc M

® Censieh N0 VMONYaHID - - -
LEDEUCH! MO yMOT4aHUIKo — BoibepuTe ceTeBol NPOTOKON CNykObl — v

Puc. 156

B Tabmune 74 nmnpuBeaeHO omHMcaHuWe JJIEMEHTOB Bkiaaku «HasnaueHnue»

Ha cTpaHulie «JlocTyn K ycTpoicTBy PyOukony.
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Tabmumna 74 — Onucanue »3meMeHToB BKiagku «HasHauenue» Ha crpanuie «JlocTym

K ycTpoicTBY PyOuKoH»

DeMeHT

Onucaunue

Yexookc «Vcrionp30BaTh
CITy KOy »

[IpennaznaueH s BbIOOpa BKIFOUEHUS/OTKIIIOUEHHUS UCTIOTIB30BaHUS
BBIOPAHHOM MOJIb30BATENIEM CITY>KOBI HITH CEpPBHCA

YekOoxc «I'pymnmsl ciryx0»

[IpennazHaueH 15 aKTUBAIIMHU BBIOOpA MCIOIB30BAHUS TPYIII CIIYXKO,
CO3aHHBIX PaHEE BPYUHYIO I0JIb30BATEIIEM

Brimanmaromuii criicox
«I'pynmsl ciyx06»

[IpennaznaueH 1 BbIOOpaA OJJHOM IPYIIIBI U3 MIEPEUHs CO3/aHHbIX
paHee BPYUHYIO I0JIb30BaTENIEM

Yex6okc «CBOU CepBUCHD)

[Ipenna3HaueH I aKTUBAIIMK BEIOOpA MCIIOJIb30BAHUS CEPBHUCA,
CO3JITAaHHOTO PaHee BPYUHYIO MOJIb30BATEIEM

Brmmagaromuii cnucok «CBon

Hpe/:[HaSHaqu JIIA BLI60pa OJIHOI'O CEpBHCA U3 IICPCUYHA PAHCC

CEPBUCHD) J00aBJICHHBIX BPYYHYIO IIOJIH30BATEIEM
YekOokc «CepBHCHI 110 [Tpenna3HaueH Ui akTUBALIMM BEIOOpA MCIIOJIb30BaHUS CETEBOTO
YMOJIYaHHIO» IIPOTOKOJIA CITY>KOBI, UMEIONICH CIIENUATBHOE UMS B M3/ICTTHU

Brimagaromnmi cuucox
«CepBHUCHI IO YMOJTYaAHUIO»

[TpennaznaueH i1 BbIOOpa OJJHOM U3 CETEBBIX IPOTOKOJIOB CITYKOBI,
U3 NIEPEYHs UMEIOIIMX CIELUAIbHOC UMS B U3JICIIUU

4.7.9.2.3. Bximanka «JlelicTBre»

Bknanka «/lelictBue» npegHazHayeHa JUisi HACTPOWMKH ACUCTBUEM MO (pUiIbTpanuu

MpH cpabaThIBAHUU MIPABWII U OMUCaHa MoipoOHO B 1. 4.7.9.1.3 HacTosIIero T0KyMEHTA.

4.7.9.2.4. Bxnanka «/lonomHUTETHEHOY

Bxnanka «J/lomoJHUTENbHO» TMpeaHa3HAYeHa IS HACTPOUKH JOMOJHUTEIIBHBIX
napamMeTpoB (UIbTPALMU: IO BPEMEHH, 10 OUTOBOM Macke, MO0 COCTOSHUIO COEIMHEHUS,
Mo (QparMeHTUPOBAHHBIM MaKeTaM, IO MaHAATHBIM METKaM W OIHCaHa MOJPOOHO

B 11. 4.7.9.1.4 HacTOsIIIETO JOKYMEHTA.

[Ipumeuanue. B nanHOW BKIajKe, B OTIMYUM OT OMHMCaHHOW paHee B 1. 4.7.9.1.4 nacrosiero

HAOKYMCHTA, OTCYTCTBYCT BO3MOKHOCTD 3aJlaHUS MCTKH COOTBCTCTBYIOIIIUM ITAKETAM.
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4.7.9.3. Crpanuna «Kanaier (Pinholes)»

Crpannma «Kanamer (Pinholes)» (cwm. puc. 157) oTkpbiBacTcs TOCiae HaXaTHs
OJTHOMMEHHON KHONKH, HaXOMSIIECHCA B BEPXHEW yacTh 3KpaHa mnojnpasnaena «lIpaBuna
MEXCETEBOTO 3KpaHa». [[aHHAsg KHOINKA CTAaHET BUAMMOW M JOCTYIHOM B NOApA3JEIe

TOJIPKO €CJIA B U3/ICIIUU TIPUCYTCTBYET (CO3/71aH) «CHHUI» CETEBOUM HHTEP(DEIC.

Crpanuna «Kanaier (Pinholes)»

UcTounmk Ha3HaueHue NedicTere [lononHUTENLHO

Blue_1 v

Green Network 1 v

. o AIPEC UCTOUHMKA (MAC W IP Wik CeTb)

address1 v

Fpynnel aopecoe group1 v

Hreepmuposams

Vicnons3oeams NOpM UCMOYHUKE

MopT ucTosHKa:

ViHeepmuposams
Hasan | | Manee | | Coxpannte | | COpoc | | OTMena

Puc. 157

Crpanunia «Kananer (Pinholes)» npenna3HaueHa paas HacTPOWKH mapaMeTpPOB
(GunapTpali MAaKeTOB OT BBIJACICHHBIX y3J0B «CHUHEN» WM «OPAHXKEBOW» CETU K y3JaM
«3EJICHON» CETHU.

Crpannna «Kanansl (Pinholes)» coctout u3 ciaemyronmx BKIaI0K:

1) «crounuk»;

2) «Ha3nauenuey;

3) «/leiicTBUey;

4) «J1oTIOTHUTETTHHOY.

VeI [=XK/1I04YU.ph
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Ha IIaHHOﬁ CTpaHHUIC IIPHUCYTCTBYIOT TAKIKC CJIICAYIOIIUC 3JICMCHTBI HABUTAITMOHHOT'O

MEHIO:

1) kHonka «Hazam» —npenHasHaueHa Uil Mepexojia Ha MPEAbLAYIIYI0 BKIAJIKY
CTpaHUIIbI;

2) kHomka «/laymee» —mpenHazHauyeHa JUId MEpPEXOJa Ha CIEAYIOUIYI0 BKJAJIKY
CTpaHUIIBI;

3) kHonka «CoXpaHHUTh» — MpeIHA3HAuEHA JJIsl COXpaHEHHs BBEIEHHON MH(OpMaIny;

4) kHonka «COpoc» —peqHa3HayeHa JJIsl OYMIICHUS 3allOJHEHUs] Bced (OpMBbI
AKTUBHOM BKJIQJIKU;

5) knonka «OTMeHa» —OpeAHa3HayeHa il Bo3Bpata B monpasaen «lIpasuia

MEXKCETEBOI0 AKpaHa» 0e3 COXpaHEHHs BBEJICHHBIX JIAHHBIX HA CTPAHUIIE.
4.7.9.3.1. Bximagka «cTOYHUK

Brimagka «Mcrounuk» Ha crpanune «Kanamel (Pinholes)» (cM. puc. 158)
mpeaHa3HadeHa JUisli HACTPOWKH IMapaMeTpoB (UIbTpAIMU IO JAHHBIM 00 MCTOYHHKE

CETEBOro nakera B mpasuiie MO.

Bxnanka «McTogHUK»

® Mumepgbedcs Mo yMon4aHLo Blue_1

Green Network 1 ~
@opmam adpeca P v AJpec MCTouHKKE (MAC unu IP unu ceTb)
address1 ~

lpynnsl adpecos group? v

Ureepmuposams

Henons3osamb nopm LUCMOYHUKE

MopT HCTOMHHKA

Hreepmuposams

Puc. 158

VeI [=XK/1I04YU.ph
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B Ttabnuie 75 mnpuBeAEeHO ONHMCAaHUE DJIEMEHTOB  BKIaAKUd  «VcTouHMK»

Ha ctpanwute «Kanansr (Pinholes)y.

Tabmuma 75— Omucanue  2JIeMEHTOB  BKiIagku — «MIcTouHWk»  Ha  CTpaHHUIIC

«Kanamsr (Pinholes)»

DeMEHT Onucanue

YekoOoke «uTepdeticel mo | [Ipeana3znayeH aiis akTUBAIMU BeIOOpa hu3mdeckoro narepderica

YMOJYAHUIO» U3JIEIHs
Brimanatomuii ciucox [TpennasHaueH i BbIOOpa OAHOTO U3 MEPEUYHS JOCTYIHBIX
«MHTepdeiicsl 1o ¢usnveckux nHTEpHENCcoB U3 (JOCTYIHBI Il BBIOOPA TOIBKO
YMOJTYAHHIO» «CHHHUE» U «OPAH)KEBbIE» CETeBbIE MHTEP(ENCHI)

[IpenHazHaueH 715 aKkTUBALMK BbIOOpA a/ipeca HCTOUYHUKA U3 IEPEUHS

JIOCTYIIHBIX aJIPECOB

Belnagaromuii ciucox [Tpenna3HaueH [uis BbIOOpa OAHOTO U3 MEPEUHsI JOCTYIIHBIX aIpecoB
«Anpecy HCTOYHUKA

[TpennasHaueH uig akTUBALMK BbIOOpa BBOJA apeca MCTOUHUKA

BpYyuHYI0 ¢ yKkazanueM ero tuna (MAC, IP uinu cetpb)

[Tpenna3naueH i BbIOOpa OAHOTO U3 CIEIYIOIUX THUIIOB a/IpeCcOB

YekOoxc «Anmpecy

YexOokc «Dopmart agpecar

Beinagaromuii ciucox HCTOYHUKA:
«Dopmar aapeca» — «IP»;
- «MAC»

[Tpenna3HaueHo A7 BBOJA ajjpeca UCTOYHHKA 00pabaThiBaeMBbIX
naketoB B popmate MAC wiu IP unu cets. [ paboThl JaHHOTO
napamerpa HeoOXOAMMO aKTUBHPOBATh YekOoKc «DopmaT agpeca»
Yexo6okc «Jlononuutenpuple | [IpegHazHaveH [uid akTUBAllMK BHIOOPA JOMOIHUTEIBHBIX aJIPECOB
aapeca» CETEBBIX Y3JIOB M3 CO3/IaHHBIX PAHEE M0JIb30BATEIEM BPYUHYIO
[TpennasHaueH i BbIOOpa OAHOTO JIOTIOJIHUTENBHOTO ajipeca U3
nepeyHs (CO3aHHBIX paHee MOJIb30BaTeIEM BPYUHYIO)
JIOTIOJTHUTEIIbHBIX CETEBBIX Y3JI0B
[IpenHazHaueH 175 akTUBALMU BbIOOpA TPYIIIIBI a/IpECOB CETEBBIX
y3JI0B U3 CO3JJaHHBIX paHee M0JIb30BATEIEM BPYUHYIO
Brimaarommii cniucok [IpennaznaueH ajs BbIOOpa OJTHOM IPpYIIIBI U3 MepeuHs (CO3/1aHHbIX
«"pynnel agpecosy paHee MoJIb30BaTeNIEM BPYUHYIO) IPYIII a/IpECOB
[Ipenna3znauen A BHIOOpA BKITIOUEHUS/OTKIIIOUCHUS (PYHKITUN
YexOokc «HBepTHPOBATE»* | HHBEPTUPOBAHUS a/Ipeca CETEBOTO y37a, TO €CTh BCEX aIPECOB
CETEBBIX Y3JIOB KPOME YKa3aHHOTO
YekOoxc «lcnonb30BaTh [TpennasHaueH i BbIOOpa BKIIOUEHHS/OTKIFOUEHHUS HCIIOIB30BaHUS
MOPT UCTOYHHUKAN™ MOpTa, YKa3aHHOTO M0JIb30BATEIEM BPYUHYIO
ITpenHazHaueHo U1 BBOJA MOPTA, C KOTOPOI'O MOCTYMAKOT CETEBHIE
MAKEThI
[Ipennaznauen A BHIOOpA BKITFOUYCHUS/OTKIIIOUCHUS (PYHKITUN
Yekbokc «HBEepTHPOBATE»* | HHBEPTUPOBAHUS MTOPTA, C KOTOPOTO MOCTYIAIOT CETEBbIE MAKETHI, TO
€CTh BCEX MIOPTOB KPOME YKa3aHHOIO

[Tone «Anpec uCTOUHHKA
(MAC unu IP unu cetb)»

Brimagaromnmi cuucox
«JlomoHUTENbHBIE apeca

YekOoxkc «I'pymnmsl aapecoB

[Tone «Ilopt ucrounuka»™

* — DneMeHT uHTepdeiica, JOCTYMHBIN TOIBKO B «PaciimpeHHOM pexxumes



Пишущая машинка
Скачано с

Штамп


181
HIIEII.465614.005P11

4.7.9.3.2. Bxnagka «Ha3znauyenue)

Brmanka «Hasnauenwe» Ha crpannne «Kananer (Pinholes)» (cM. puc. 159)
MpeHa3HaYCHa JUISl HACTPOWKH IMapaMeTpoB (UILTPAIMHM IO JaHHBIM O Ha3HAYCHHH

B CETEBOM IaKeTe B MpaBuiie MD.

Bxianka «Ha3znauenuey

KaHans! (Pinholes)

® [Hmepdhelcsl Mo yMONYAHLI Blue_1 v
® Cemu no ymonyasL Any h
fononsumensHsle adpeca address1 ™
rpynnsl adpecos group1 e

1P unu cems HagHa4YeHus

HHeepmuposamb

v Henonesoeams Cyxay

group1 hd

Csou cepsLcsl abc ~
IR T T T —— _ - _

Cepeucs! Mo yMOMYaHUo — BriOepuTe CETEBOM NPOTOKOMN CRY*Obl — A

B Tabmmme 76 nmpuBeneHO ommMcaHWE JJIEMEHTOB BKIaaku «HasnaueHue»

Ha ctpanulie «Kanansl (Pinholes)».

Tabmuna 76 — Onucanne sneMeHTOB Biianaku «Hasnauenwe» Ha crpanmie «KaHaisr

(Pinholes)»

DIeMEHT Onucanue

YekOoxc «HTEpdeiich! o .
[TpennasHaueH i akTUBAIMK BbIOOpa MHTEP(ENHCOB MO yMOITYaHHIO

YMOJTYAHUIO»
Brinmagarommii ciucok [TpennaznaueH 1y BBIOOpA OJHOTO U3 TOCTYITHBIX B TIEPEUHE
«uTepdericer mo (MBUYECKUX CETEBBIX MHTEPHEHCOB U3AeNus (OCTYITHBI I BBIOOpa
YMOJTYAHUIOY TOJIEKO «CHHHE» M «3€JICHBIE) CETEBbIC MHTEP(EICHI)

VeI [=XK/1I04YU.ph
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DeMeHT

Onucaunue

Yexbokce «Cetu o
YMOJTYAHUIOY

[Ipenna3HaueH A BbIOOpa JOOABIECHUS CETH IO YMOIYAHHIO

Brinamaronmmii cnucok «Cetu
10 YMOJTYAHHIO)

[TpennaznaueH ajs BEIOOpA OJTHOM U3 CETEH, CBSI3aHHBIX C CETEBBIMHU
HACTPOIKaMu U3JeNUs

YekOokc «JlomoaHuTEIbHBIC
azpeca»

HpenHa3Haqu JJIA aKTHBallun BBI60pa JOIIOJIHUTEIIBHBIX aIpECOB
CCTCBLIX Y3JIOB U3 CO3JaHHBIX PaHCC I10JIB30BATCICM BPYUYHYHO

Brimagaromnmi cuucox
«JlomomHUTENIbHBIE aipecar

[IpennaznaueH s BbIOOpa OJJHOTO JTOTOJIHUTEIBLHOTO aapeca U3
nepeyHs (CO3aHHBIX paHee MO0JIb30BaTEIEM BPYUHYIO)
JIOTIOJTHUTEIIbHBIX CETEBBIX Y3JI0B

Yexbokc «'pymiibl apecoBy»

[IpenHazHaueH 1715 aKkTUBALMU BbIOOpA TPYIIIIBI a/IPECOB CETEBBIX
y3JI0B U3 CO3/IaHHBIX paHee M0JIb30BATEIEM BPYUYHYIO

Brimagaromnmi cuucox
«['pynmbl agpecoB»

[IpennaznaueH 1y BbIOOpa OJJHOM rPpyIIIbI U3 MepeuHs (CO31aHHbIX
paHee M0JIb30BaTeJIeEM BPYUHYIO) IPYIII a/IpeCcCOB

Yexookce «IP nnn cetn

[Ipeana3nauen AJis akTUBALUK BHIOOpA ajpeca Ha3HAYCHUS C

Ha3HAYCHUS yKa3aHHBIM BPY4HYIO Mosib3oBareseM [P uim cetsio
ITone «IP nnu cetp IIpenna3nauen mia BBona IP-agpeca nim cetu i y3i1a Ha3HA4ECHUS
Ha3HAYCHH (tiesreBoro y3ia 00pabaThIBAEMOTO TTAKETa)

Yekooxkc « HBEpTHPOBATHN *

[IpennasHaueH i BEIOOpA BKITFOUEHUS/OTKIIOUEHUS (PYHKIUU
MHBEPTUPOBAHUS a/lpeca CETEBOr0 y3J1a, TO €CTh BCEX apECOB
CETEBBIX Y3JIOB KPOME YKa3aHHOI O

Yex0okc «Mcmonp308aTh
CIIy)KOY»

[TpennasHaueH i BEIOOpA BKITFOUEHHS/OTKIFOUEHUS HCIIOIB30BaHHS
BbIOpPaHHOM MOJIb30BATENIEM CITY>KOBI MITH CEpBHCA

YekOoxc «I'pynmsl cirysx0»

[Ipeana3znaueH AJis aKTUBALIUK BHIOOPA MCIIONB30BAHUS TPYIII CITYKO,
CO3/IaHHBIX PAHEE BPYUYHYIO MOJIb30BATEIEM

Brimagaromnmi cuucox
«"pynmsl cayx6»

[Ipeanaznauen A BHIOOpA OAHOM TPYIITBI U3 TIEPEUHS CO3aHHBIX
paHee BPYUHYIO M0JIb30BaTEIEM

YekOokc «CBOM cepBHUCHI»

[Ipenna3znaueH AJi9 aKTUBAIIUK BHIOOpA MCIIOIH30BAHUS CEPBHUCA,
CO3/IAaHHOTO PaHee BPYYHYIO M0JIb30BATEIEM

Brimamarommii ciucok «CBou

[penHa3HaueH A1 BEIOOpA OJTHOTO CEPBHCA U3 TIEPSUHS paHee

CEPBUCHD) J00aBIECHHBIX BPYYHYIO MOJIb30BaTEIEM
YekOoke «CepBHUCH TIO [Ipeana3zHaueH AJig aKTUBAIIUK BHIOOPA MCIIOIB30BAHUS CETEBOTO
YMOJITYAHUIOY MIPOTOKOJIA CITY>KObI, UMEIOIIEH CcrielnaabHOe UMS B U3EIHUU

Brimagaromnmi cuucox
«CepBHUCHI IO YMOJIYAHUIO»

[Ipeana3znauen A1 BHIOOpA OHOM U3 CETEBBIX MTPOTOKOJIOB CIIYKOBI,
Y3 NEPEYHS UMEIOIIUX CIEHHAIBHOE UM B U3/I€IIUU

* — DneMeHT uHTepdeiica, TOCTYITHBIN TOIBKO B «PaciimpeHHOM pexumer

4.7.9.3.3. Bximanka «/leiicTBue»

Bxmanka

Ha cTpanune «Kananbl

«JlencTBue»

Ha cTpanune «Kanamer (Pinholes)» (cm. puc. 160)

(Pinholes)» mnpegnazHaueHa i HACTPOMKH  JEHCTBUMN

no guiapTpanuu npu cpabaThIBAHUH MTPABUIL
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Bknanka «JlerictBue»

v [Ipasuno eKmoyeHo

Mpasuno xy

nuposaHus

3aronoBok 3aMevaHun o

@ 370 none MOKET BbiTh NYCThbiM

PacluMpeHHble HAacTpoik1
KpuTepuil cpaGaTbiBaHWA Npu npeebiwednn (Match limit):

PaspelUeHo ANA #ypHaNHpoBaH1a v

10/minute

£

Puc. 160

B Ttabnuue // TpUBENEHO OINMHCAHUE DJIEMEHTOB  BKIAIKU  «JleficTBUe»

Ha ctpanulle «Kanansl (Pinholes)».

Tabnuna 77 — Onucanue aneMeHToB BKIaku «/JlerictBue» Ha ctpanutie «Kanansl (Pinholes)»

DIeMEHT OnucaHue
YekoOoxke «IIpaBumno [Ipeanaznauen A1 BHIOOpA BKITIOUEHUS/OTKIIIOUCHHS TIPaBUIIa U
BKJIIOUEHOY BBIOpaHHBIX JIEHCTBUH, MPU €ro cpabaTbIBAHUU

[Ipeana3znauen a1 BHIOOpA BKITIOUEHUS/OTKIIFOUCHUSI TIPaBUIIa

Yexo6okc «IIpaBuio
JKyPHAIUMPOBAHUS IPOXOXKACHUS IAKETOB 10 HACTPAUBAEMOMY

KYPHATUPOBAHHS HpaBy
Iomne «3aroIoBOK [Tpenna3HaueHo 171 BBOJA IPUMEUYaHUN K HACTPanBaeMOMY IIPABUITY.
3aMEYaHUA» IMTpumeuvanwne. JlanHoe mojie He 0053aTEIbHO K 3aIOTHEHHIO
[Tpennasnauen /i BbIOOpa OHOTO U3 JOCTYIHBIX B IEPEYHE
BBIHaI[aIOH_II/Iﬁ CIIUCOK paCInPECHHBIX HACTPOCK JleﬁCTBI/ISI npu Cpa6aTBIBaHI/II/I IIpaBUJI:
«Kpwurepuii cpabarpiBanus | — «B03MOXKHOCTB OTKIIIOYEHAY,
IIPU MIPEBBILICHUH — «PaspernieHo 11 KypHaIUPOBAHUSY,
(Match limit)»* — «Pa3penieHo 1J1s MOJIMTHKY TPUHSTHUS WA COpachIBAaHHSD»,

— «PaspernieHo Juist MOJUTHK 000UX BUIOBY
[IpennazHaueH s aKTUBAI[MH BBIOOpA MCIOIB30BaHUS HYHKIIUH
OTpaHUYEHUS 3aIMCU COOBITHI B XKypHaJ 110 CpelHel yacToTe

Yexb6okc «CpenHsst yactoTa
coOwITHit (--limit avg)»™*

COOBITHH
[Mone «Cpenusist yactora [Ipenna3zHaueHo i BBOJA CpeAHEH YacToThl coObITHi. HeoOoxoammo
coOwITHit (--limit avg)»™* yKa3bIBaTh B (hopMaTe: YHCJI0 COOBITHII/€INHNIIA BPEMEHHT
YekOokc «MaKkCcCHMATBHOE [penHa3HaueH /15 aKTUBAIIMK BHIOOPA UCTIONB30BAHUS (PYHKIMN
KOJIMYECTBO COOBITHIA 32 3 yaca | OrpaHMYCHMS 3aIUCH COOBITUH B JKypHAJ IO MAKCUMAJIbHOMY
(--limit-burst number)»* KOJIMYECTBY COOBITHIH

CKAYaHO ¢ —UELGYULeL 7N el
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DeMeHT Onucaunue

[TpenHnazHaueHo I BBOJA MAKCUMAIILHOTO KOJIMYECTBO COOBITHIA 32
3 yaca, 3aMMChIBa€MbIX B )KypHal. JlaHHbIi napamerp Oyaer
ONPENIETATh MUK «Pa30BO» TOCTABKU MAKETOB. 3HAUECHUE T10
YMOJTYAHHUIO «5»

Tlone «MakcumannHoOe
KOJIMYECTBO COOBITHHM 3a 3 yaca
(--limit-burst number)»*

UYekOokce «BrITHOUUTH
HEME/JICHHBIC OTTOBEIIICHUS U
OIOBEIIECHYS 110 MIEKTPOHHOU

noure (email alert)»™*

UYekOokce «BrITFOUUTH

HEMCJICHHBIC OITOBCHICHISA
(local alert)»* OIOBCIICHHA B BCIUIBIBAKOIIIEM OKHC YBECAOMIICHUHN U3ACIIUS « »

[TpennasHaueH i BbIOOpa BKIIOUEHHS/OTKIIOUEHUS (QYHKIUU
HOJTY4EHHS ONTOBEUICHHUS O CPadOTaBIIEM IPaBHJIE HA SIEKTPOHHYIO
HOYTYy

[TpennasHaueH i BbIOOpA BKIIOUEHHS/OTKIIOUYEHUS (PYHKIUU

* — DneMeHT uHTEpdeiica, TOCTYITHBIA TOJIBKO B «PacIimpeHHOM peKknMe)

4.7.9.3.4. Bxinagka «/{onmonHUTEIBEHOY

BKJ'IaI[Ka ((Z[OHOJ'IHHTCJIBHO» MpcaHasHa4dyCHa IJIA HaCTpOﬁKH JOITOJIHUTCIIBHBIX
ImapaMCTpoOB (bHJIBTpaI_II/II/IZ I10 BpCMCHHU, II0 OUTOBOM MacCKeC, I1I0 COCTOAHHUIO COCANHCHMSI,
10 (l)paFMCHTI/IPOBaHHBIM Imak€raM, IIO0 MaHAJATHBIM MCTKaM M OIIKMCaHa HO}IpO6HO

B 11. 4.7.9.1.4 HacTOsIIETO JOKYMEHTA.

[Ipumeuanune. B manHOM BKIaJIKe, B OTIIMYMH OT ONMMCaHHOW paHee B 1. 4.7.9.1.4 macTosiiero

HAOKYMCHTA, OTCYTCTBYCT BO3MOKHOCTD 3aJIaHUS MCTKH COOTBCTCTBYIOIIIUM ITAKETAM.

4.7.9.4. Crpanuna «IlepenanpapiieHre mopTOB»

Crpanunia «lIlepenanpabienue mopToB» (cM. puc. 161) oTkpeiBaeTcs mocie
HaXaTHsI OJHOMMEHHOM KHOIKHM, HAXOJAIICHCS B BEPXHEW YacTH 3KpaHa Noapasicia

«HpaBI/IJ'Ia MCIKCCTCBOI'O SKpaHa.

CKAYaHO ¢ —UELGYULeL 7N el
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Crpanuna «llepenanpapieHre mopToB»

WcTounnk Hasnauenne NencTeure [IONONHUTENLHO

e o Anpec ucTousmka (MAC unu IP unu cets)

address1 v

groupt v

Ncesnormm IP

Red Address 1(192.168.4.1) v

abc v

— BbiGepuTe CeTesoii MpoToKoN CryAGbi — v

Hasan Coxpanmte Ommera

Puc. 161

Crpannna «IlepeHanpasnenue NOpToOB» NpeaHA3HAYCHA JJI1 HACTPOUKHY ITapaMeTpOB
GuIbTpAIMU CETEBBIX MAKETOB, ISl KOTOPHIX (U3MUYECKUN aIpec W TOPT Ha3HAYCHUS
MOJICTABISIETCSl NpU MOJlydeHHHn MD makera ¢ ONpEeeNeHHbIMH aJIMUHUCTPATOPOM
napaMeTpamMu HasHaueHus. Hampumep, nans opraHuszanmyd JOCTyla K cepBepam
B JCMHUIINTApU30BaHHOM 30HE (Hamee — IM3).

Crpanuua «llepenanpapiieHue NOPTOB» COCTOUT U3 CIAEAYIOUINX BKJIAJOK:

1) «cTounuk»;

2) «Ha3nauenuey;

3) «/leiicTBUey;

4) «J1OTIOTHUTEIIBHOY.

Ha I[aHHOﬁ CTPpaHUIC IPUCYTCTBYIOT TAKXKC CIACAYIOIHC 3JICMCHTBI HABUT'aAITMOHHOT O

MEHIO:

1) xknomka «Hazamy — npeqHa3HaueHa Ui Mepexoia Ha MPEAbIAYIIYI0 BKIAIKY
CTpaHUIIbI;

2) kHomka «/lanee» —mpenHazHaueHa JUid MEpeXoja Ha  CIEAYIOUIYI0 BKJIAQJIKY
CTpaHUIIbI;

VeI [=XK/1I04YU.ph
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3) xHomka «CoXpaHUTh» — MpeAHa3HAYECHA JJIs1 COXpAaHEHHsI BBEJICHHON MH(OpMalIny;

4) kaonka «COpoc» — MpeqHa3HaYeHa sl OYMIICHHUS 3allOJHEHHs Bced (OpMBI
aKTUBHOMW BKJIAQJIKHU;

5) knonka «OTMeHa» —OpeAHa3HayeHa i1 Bo3Bparta B monpasaen «lIpasuia

MEKCETEBOTO PKpaHay 0e3 COXpaHeHHS BBEJCHHBIX JAHHBIX HAa CTPAHUIIC.
4.7.9.4.1. Bxnagka «cTouHUK»

Bxknanka «Mcrounnk» Ha crpanune «llepenamnpasienue moptoB» (cMm. puc. 162)
npelHa3HayeHa JJii HAaCTPOMKHM MapaMeTpoB (QUIbTpAllMU MO JAaHHBIM 00 HCTOYHUKE

CCTCBOI'O ITAKCTA B IIPAaBUJIC MD.

Bxiranka «McTogHuk»

e o Anpec ucTouHnka (MAC nnu IP unu ceTs)

address1 £

Ml a0pecos groupt v

Henonsaosams Nopm UcmoqHUKa

a

OpT UCTOYHHKA

Husepmuposams

]

cesaoHum IP Red Address 1 (192.168.4.1) ~

Ceou cepaucs! abc e

-- BbiBepuTe CEeTEBOH NPOTOKON CNy#Obl -- ~

Puc. 162

B Ttabnuue /8 mnpuBeaeHO oONMCaHUE DJIEMEHTOB  BKIaakud  «VcTouHMK»

Ha CTPpaHUIC «HepeHanpaBneHI/Ie IIOPTOB».

Tabnuna 78 — Onucanue 31neMeHToB Bk «Mcrounnk» Ha ctpanuue «IlepeHanpasnenne

MIOPTOB

DeMeHT Onucanue

[Ipenna3zHaueH AJi1 aKTUBAIIMKA BHIOOpPA BCEX BO3ZMOKHBIX aJIPECOB
HCTOYHHUKA

VeI [=XK/1I04YU.ph
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DeMeHT

Onucaunue

YekOokc «Dopmart agpeca

[IpennazHaueH A aKTUBAIIMU BBIOOpA BBOJA aJpeca UCTOYHUKA
Bpy4HYI0 ¢ ykazanueM ero tuna (MAC, IP umu ceTs)

Brimanmaromuii criucox
«Dopmar aapeca»

[Ipeana3nauen AJig BbIOOpA OJAHOTO U3 CIEAYIOIIUX THIIOB aIpECOB
HCTOYHHUKA:

— «IP»;

— «MAC»

[Tone «Anpec uctouHuka
(MAC wunu IP wim cetb)»

[Ipenna3zHaueHo i BBOJA a/ipeca HCTOYHUKA 00pabaThIBaEMBIX
nakeToB B popmare MAC unu IP unu cets. [{nst paGoTel JaHHOTO
napaMeTpa HeoOX0IMMO aKTHBUPOBATh YeKOoKe «Dopmar ampeca»

YekOoke «JlomoTHUTEIIBHBIC
azipecay

HpenHa3Haqu JJI1 aKTHBAallKU B1)160pa AOMOJIHUTCIIBHBIX aJpeCOB
CCTCBLIX Y3JI0OB M3 CO3JAaHHBIX PAHCC ITOJIb30BATCIICM BPYYHYIO

Brimagaromnmi cuucox
«JlomoaHUTENIbHBIE aipecar

[TpennaznaueH s BbIOOpa OJJHOTO JIOMOJIHUTEIBHOTO apeca U3
nepeyHs (CO3JaHHBIX paHee MOJIb30BaTeIeM BPYUHYIO)
JTIOTIOJIHUTEIbHBIX CETEBBIX Y3JIOB

Yekbokc «'pymribl apecoBy»

HpenHaSHaqu JJIA aKTHBalllun BH60pa T'pyHIibl aApeCOB CETECBBIX
Y3JI0B M3 CO3JaHHBIX PaHCC IMMOJIL30BATCICM BPYUHYIO

Belnagaromuii ciucox
«I'pynnsl agpecoB»

[IpennaznaueH ajs BBIOOpA OJTHOM TPYIIIBI U3 MepeuHs (CO3/1aHHbIX
paHee I10JIb30BaTeIEM BPYUHYIO) IPYII aJPECOB

Yekxbokc «Mcmonp30Barh
MOPT UCTOYHUKAY

HpenHa3Haqu JUIA BI)I60pa BKJIIOUEHMST/OTKJIFOUCHUS UCIIOJIH30BaAHUS
IIOpTa, YKa3aHHOI'O I10JIb30BATCIICM BPYYHYIO

[Tone «ITopT ncrounuka»

HpenHa3Haquo AJi1 BBOJIa IOPTa, C KOTOPOr'o NOCTYIAOT CETCBBIC
MMaKCThI

YekOoxc «HBEepTHPOBATH»

[Ipennaznauen A BHIOOpA BKITFOUYEHUS/OTKIIFOUCHUS PYHKITUN
MHBEPTHUPOBAHUS MTOPTA, C KOTOPOTO MOCTYMAOT CETEBBIE MAKETHI, TO
€CTh BCEX MOPTOB KPOME YKA3aHHOTO

Brimagaronmmii ciucox
«IIceBnonum IP»

[TpennasHauen i BbIOOpa MceBIOHUMA HHTepdeiica HIH «KPaCHOTO»
ceTeBoro nHtepdeiica. O6s3arenbHbIN TapaMeTp Il BIOOpa.

[Ipumeuanue. JaHHBIN agpec SBISETCS OJHUM U3 ITApaMETPOB IPHHATHS
peleHns 0 MpeoOpa30BaHUU aapeca U MopTa Ha3HAUYCHUSI, TTO3BOJISIS
pa3/IenTh 3aNpOCHI K y3JIaM BHYTPEHHEH CeTH

YekOokc «CBOM cepBHUCHI»

[MpenHa3HaueH I aKTUBAIIMK BHIOOpA MCIIOB30BAHUS CEPBHUCA,
CO3JIAaHHOTO PaHee BPYUYHYIO MOJIb30BaTEIeM

Brimagaronmui crmcok «Cson

[penna3HaueH Ay BBIOOpA OJTHOTO CEPBHCA U3 MIEPEUHS paHee

CEPBUCHD) JI00aBJICHHBIX BPYYHYIO MOJIb30BaTEIEM
Yex6oxc «CepBUCHI IO [Ipenna3zHaueH AJ1s1 aKTUBAIIUK BBIOOPA UCTIOIB30BAHUS CETEBOTO
YMOJTYAHUIOY MIPOTOKOJIA CITY>KObI, UMEIOIIEH crielnaaIbHOe UMS B U3EIHUU

Brimagaronmii cuucok
«CepBHUCHI IO YMOJIYAHUIO»

[Ipeana3znauen a1 BHIOOpA OAHOM U3 CETEBBIX MTPOTOKOJIOB CITYKOBI,
Y3 NEPEYHS UMEIOIINX CIIELUAIBHOE UM B U3JICIIHU

4.7.9.4.2. Bxnanka «Ha3zgauenus»

Bxmanka

«Hazgauenusa»

Ha  crpanune  «llepenanpaBieHue  MOPTOB»

(cm. puc. 163) npenHaszHaueHa Il HACTPOMKM MapamMeTpoB (GUIbTPALUM IO JAaHHBIM

O Ha3HAYEHUH B CETEBOM MaKeTe B mpaBuie MO.
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Ceaou cepsuch!
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Bxnanka «Ha3znauenue»

Green_1 v

address1 v

abc v

-- BribepuTe CETEBOI NPOTOKOM CRYKObI — ~

Puc. 163

OJICMCHTOB  BKJIaKH «HaznaueHue»

Ha CTPpaHUIC «HepeHaHpaBJleHHe IIOPTOB».

Ta0onmuna

«IIepenamnpasieHre TOPTOBY

79 — Ornucanue

DJICMCHTOB BKJIaAKH «Haznauenuey Ha CTpaHHIIC

DeMeHT

Onucanue

Yexb60kc «HTEpderics no
YMOJYAHHIO»

[Tpenna3HaueH Ui akTUBAlMK BbIOOpa MHTEP(ENHCOB MO yMOITYaHHIO

Brimaarommii ciucok
«MHuTepdeticel mo

[TpennasHaueH i BbIOOpa OAHOTO U3 IOCTYINHBIX B IEpEeYHe
(bu3nYeCKUX ceTeBbIX UHTEP(PENCOB U3aeNUs

YMOJTYAHUIOY
Yexbokc «Jlonomuutensubie | [IpegHa3zHaveH /uis aKTUBAIIMK BEIOOPA JOTIOTHUTEIHHBIX aJ[pECOB
ajzpeca» CETEBBIX Y3JIOB M3 CO3/IaHHBIX PaHEe M0JIb30BATEIEM BPYUHYIO

Brimagarommii ciucox
«JlomoTHUTENBHBIE aipecar

[IpennaznaueH a7 BEIOOpA OJTHOTO TOTIOMTHUTEILHOTO aJipeca U3
nepeyHs (CO3/IaHHBIX paHee MOJIb30BaTeIeM BPYUHYIO)
JIOTIOJIHUTEIbHBIX CETEBBIX Y3JIOB

Yexbokc «IP HazHAUEeHU )

[Ipeana3zHaueH AJ19 aKTUBAIUK BHIOOpA apeca Ha3HAYCHUS C
YKa3aHHBIM BPYUHYIO ntosb3oBaTeneM [P i cetbro

Tlone «IP HazHaueHus»

[Ipennasnauen ns BBoAa IP-aapeca wim cetu uis y3ia Ha3HAYEHUS
(ueneBoro y3ia 00pabaThIBaEMOI0 AKETa)

YexoOokc «VcIionp30BaTh
CITyKOY»

[TpennasHaueH i BbIOOpa BKIIOUEHHS/OTKIIOUEHUS HCIIOIb30BaHUS
BbIOPAHHOM MOJIb30BATENIEM CITYKOBI TN CEPBHCA.

[Ipumeuyanue. JlaHHas ciryx0a SIBISETCS OJHUM M3 NIaPaMETPOB MTPHHSATHUS
pelieHus o mpeodpa3oBaHUM MOPTA HA3HAYEHUS, TO3BOIISIS PA3ACTUTh
3ampockl K y3JlaM BHYTpeHHeH cetu. HeoOXxoauMo BRIOpaTh TOTIOTHUTEIBHO
o/ivH 13 4ek00kcoB: «CBou cepBUCHD WM «CEpBUCHI IO YMOITYAHHIO)

CKAYaHO ¢ —UELGYULeL 7N el
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DeMeHT Onucaunue

[TpennazHaueH s aKTUBAIIUU BBIOOPA MCTIOIB30BAHUS CEPBUCA,
CO3JJaHHOT'O PaHee BPYUYHYIO I0JIb30BATEIIEM
Brimanaromuii cincok «Cou | [Ipennasnauen Jijis BIOOpa OJIHOTO CEpBUCA U3 MEPEUHS paHee

YekOokc «CBOM cepBHCHD»

CEPBUCHD JI0OABJICHHBIX BPYYHYIO MTOJIb30BATEIIEM
Yex60okc «CepBUCHI IO [Ipenna3zHaueH 1)1 aKTUBALIMKA BHIOOPA UCIIOIB30BAHUS CETEBOTO
YMOJTYAHUIOY MIPOTOKOJIA CITYKObI, UMEIOIIEH CIIeUaIbHOS UMS B U3ICIIUU
Brimanaromuii cmucok [Ipenna3naueH a1 BBIOOpA OAHOM U3 CETEBBIX IMTPOTOKOJIOB CITYKOBI,

((CepBI/ICBI 10 YMOJIYaHHIO» M3 NCPCUHA UMCHOIIHNX CIICHUAJIbHOC UMS B U3ACIINA

4.7.9.4.3. Bximanka «/leiicTBue»

Bxnanka «/leicTBue» npeaHasHaueHa I HACTPOWKH JEHUCTBUH 1O (QuiIbTparuu

MIpHU cpabaThIBAHUU MIPABWII U OMUCaHa MoIpoOHO B 1. 4.7.9.1.3 HacTOsIIEro TOKYMEHTA.
4.7.9.4.4. Bxinagka «/{onmonHUTEIHEHOY

Brxiaaka «/lononHurenbHO» npeaHa3HauyeHa Uil HACTPOWKHU JIONOJHUTEIBHBIX
napaMmeTpoB (UILTpAIMU: MO BPEMEHU, MO0 OUTOBOM MacKe, MO COCTOSHUIO COCTUHEHUS,
mo (parMeHTUPOBAHHBIM IMaKETaM, IO MaHJATHBIM METKaM U OIKMCaHa MOJAPOOHO

B 11. 4.7.9.1.4 HacTOsIIETO JOKYMEHTA.

[Ipumeuanne. B manHOM BKIaJIKe, B OTIIMYMH OT ONMUCaHHOW paHee B 1. 4.7.9.1.4 macTosiero

AOKYMCEHTA, OTCYTCTBYCT BO3MOXKHOCTE 3aJlaHUS MCTKH COOTBETCTBYIOIIIUM ITAKETAM.

4.7.9.5. Crpanuna «IIpokcu»

Crpanunia  «IIpokcu»  (cm. puc. 164)  oTKpbhIBaeTcsi  MOCJI€  HaXaTHs
OJHOMMEHHOM KHOIIKH, HaxOJSIIEWCS B BEPXHEW 4yacTW dKpaHa noxapasnena «llpaBuna

MCIKCCTCBOI'O DKpaHa».

CKAYaHO ¢ —UELGYULeL 7N el
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Crpanuna «lIpokcu»

VcTounmk HaaHauenue [evicTeue [1ONOMNHUTENbHO

® ynmepgpedics 1o ymonyanuio Green_1 v

JononHumenbHble UHMepelcs VLAN10 v

e «  AlpecucTodnuka (MAC wnw IP uni ceTs)

address1 v

group1 v

Hcnonbsosams nopm ucmodtuka

Mopr HCTouHMKa

Mrsepmuposame

Puc. 164

Crpanuna «[Ipokcum» npegHazHaueHa IJisi acColMAlMKM Tpaduka, MOCTYMAOIIETO
Ha OTmpeJeeHHbIN MopT, ¢ ogHUM U3 oopabdarsiBaembix TunoB (HTTP, FTP). O6paboTka
ATOTO TpaduKa OCYIIECTBISETCS C MMOMOIIBIO TPOTPAMMBI-TIOCPETHUKA.

Crpanuna «IIpokcn» cOCTOUT U3 CIEIYIOMNX BKIAJ0K:

1) «crounuk»;

2) «Ha3nauenuney;

3) «/leticTBuey;

4) «J1OTIOTHUTEIIBHO.

Ha I[aHHOﬁ CTPpaHUIC NPUCYTCTBYIOT TAKXKC CIACAYIOIHC 3JICMCHTBI HABUT'aITMOHHOT O

MEHIO:

1) kHonika «Hazam» —npenHasHaueHa Ui Mepexoja Ha MPEAbLAYIIYI0 BKIAJIKY
CTPaHMIIBI;

2) kHomka «/lanee» — mpenHazHaueHa Uil MEpeXoja Ha  CIEAYIOUIYI0 BKJIAQJIKY
CTPaHMIIBI;

3) knonka «CoXpaHUTh» — MpeAHA3HAuEHA JAJIsl COXpPaHEHHs BBEIEHHON MH(OpMaIny;
4) kHonka «COpoc» — npeaHa3HaueHa [Js OYMINEHUS 3alojHEeHHsT Bced (HOopMbl

aKTUBHOM BKJIAJIKU;

VeI [=XK/1I04YU.ph
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5) KkHOmKa «OTMeHa» — MNpcaHasHa4YCHa OJsI BO3BpdTa B IIOAPA3ACII ((HpaBI/IJ'Ia

MEKCETEBOTO PKpaHay 0e3 COXpaHeHUs BBEICHHBIX JAHHBIX HAa CTPAHUIIC.
4.7.9.5.1. Bxnagka «McTouHUK»

Bxnanka «cTouHnK» Ha CTpaHulle «ITpoxcm» (cMm. puc. 165)
MpeaHa3HadeHa JUIsl HACTPOWKH IMapaMeTpoB (UIbTpAIlMU IO JAHHBIM 00 HCTOYHHKE

CCTCBOI'O ITAKCTA B ITPAaBHJIC MD.

Bxiranka «McTogHuk»

® Humepelicsi N0 yMon4aHuo Green_1 h

HenonHumensHsie uimeppeics VLAN10 b

P “ AApec UCTOYHMKE (MAC MNM IP UNu CETL)

HenonHumensHsie adpeca address1 h

Yl 30pecos group1 v

Mcnons3oeams Nopm Ucmo4HUKa

MopT MCTG4HKKA

Hueepmuposams

Puc. 165

B tabnuue 80 npuBeneHo omnMcaHue 3JIeMEHTOB  BKIaAkd  «VcTouHMK»

Ha ctpanuue «IIpokcmy.

Tabmuna 80 — Onmcanue snemMenToB BkiIaaku «ctounnk» Ha crpanutie «IIpokcm

DIeMEHT Onucanue

Yexb6okc «uTepdeiicel mo | [IpeanasHauen ans akTuBaluu BbiOopa pusnueckux uHTepdencon
YMOJYAHHIO» U3JIEHs
Brimaarommii cniucok
«MHuTepdeticel mo

[TpennasHaueH i BbIOOpa OAHOTO U3 MEPEYHS JOCTYIHBIX
¢buznueckux UHTEpPeicoB n3enus

YMOTYAHHIO»
YexoOokc «Jlonomuutenbubie | [IpeqHa3zHaveH Ui akTHBAIIMK BEIOOPA BUPTYaTLHOTO HHTEpdeiica
nHTEepDEUCH» * W3JICIHs, OPEICISIEMOTO TTOJIH30BATEIIEM

VeI [=XK/1I04YU.ph
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DaeMeHT Omnucanue
Brmmanaromuii ciucok [Ipeanaznauen aJisg BbIOOpA OAHOTO U3 IEPEUHS TIOCTYIHBIX
«JlonmoTHUTENbHBIC BUPTYQJIbHBIX (3aPETUCTPUPOBAHHBIX MOJI30BATEIIEM BPYUHYIO)
uHTEephEeichN ™ UHTEpEICcOB H3AETHS

[Tpenna3HaueH i BbIOOpa BKIFOUEHUS/OTKIFOUEHUS (PYHKLIUU
YekOokc « THBEpTUPOBATE»* | MHBEPTUPOBAHHS CETEBOr0 HHTEp(delica, TO €CTh BCEX CETEBBIX
UHTEpEcCOB KpOME yKa3aHHOIO

[TpennasHaueH Ui aKTUBAIIMK BEIOOpA BCEX BO3MOXKHBIX a/IpECOB
MCTOYHUKA

[Tpenna3HaueH i akTUBALMK BbIOOpa BBOJA apeca UCTOUHHUKA
BpYyuHYI0 ¢ yKkazanueM ero tuna (MAC, IP uinu cetpb)
[Tpenna3naueH i BbIOOpa OAHOTO U3 CIEIYIOIUX THUIIOB a/IpeCcOB

Yexbokc «Anpec Any»

YekOokc «Dopmart agpeca

Belnagaromuii ciucox HCTOYHHUKA:
«Dopmar aapeca» — «IP»;
- «MAC»

[Tpenna3HaueHo a1 BBOJA ajjpeca UCTOYHHKA 00padaThiBaeMbIX
nakeToB B ¢popmare MAC unu IP wnu cets. [{inst paboThl JaHHOTO
napamerpa HeoOXOMMO aKTUBHPOBATh YeKOOkc «DopmaTt agpecay
YexOoxkc «lononaurenpusie | [IpeqnasHaueH s akTHBAIIMK BEIOOpA TOTIOIHUTEIBHBIX apEecOB
ajzipecay CETEBbIX Y3JIOB U3 CO3JAHHBIX paHee M0JIb30BaTEIeM BPYUHYIO
[Tpennasnauen i BbIOOpa OHOIO JOMOJIHUTENIBHOTO a/ipeca U3
nepedHs (CO3JaHHBIX PaHEe M0JIb30BaTEIEM BPYUHYIO)
JIOTIOJTHUTEIIbHBIX CETEBBIX Y3JI0B
[IpenHazHaueH 175 akTUBALMU BbIOOpA TPYIIIIBI a/IpECOB CETEBBIX
y3JI0B U3 CO3JJaHHBIX PaHEE MOJIb30BATEIEM BPYUHYIO

[Tone «Anpec uCTouHUKA
(MAC unu IP unu cetb)»

Brimagaromnmi cuucox
«JlomomHUTENIbHBIE aipecar

YekOoxkc «I'pymnmsl aapecoB

Brimaarommii ciucox [IpennaznaueH 1 BbIOOpa OJJHOM rpyIIIbl U3 MepeuHs (CO3/1aHHbIX
«"pynnel agpecos» paHee NoJIb30BaTeIeM BPYUHYIO) TPYIII aJpecoB
Yex0okc «Mcmonp308aTh [Ipenna3nauen A BHIOOpA BKITFOUEHUS/OTKIIFOUECHUS UCTIOIh30BAHUS
TOPT UCTOYHHUKAY 1IOpTa, YKa3aHHOIO M10JIb30BATEIEM BPYUHYIO
IIpenna3zHaueHo s BBOJA IOPTA, C KOTOPOTO IMOCTYIAIOT CETEBBIC

[Tone «IlopTt ucrounuka»
MIAKETHI

[Ipenna3znauen A BHIOOpA BKIFOUEHUS/OTKIIIOUCHUS PYHKITUN
Yexbokc «IHBepTUpPOBAaTh) | HHBEPTUPOBAHMS IOPTA, C KOTOPOTO MOCTYMAIOT CETEBbIE MAKETHI, TO
€CTh BCEX MOPTOB KPOME YKA3aHHOTO

* — DneMeHT uHTepdeiica, JOCTYMHBIN TOIBKO B «PaciimpeHHOM pexxumes

4.7.9.5.2. Bxnanka «Hasnauenuey

Bxnanka «Hasnauenume» Ha ctpanuiie «lIpokcm» (cM. puc. 166) npemnasHadueHa
JUTSI HACTPOMKHK TapaMeTpoB (UILTPAIMK IO JTaHHBIM O HAa3HAYCHUH B CETCBOM IAKETe

B npasuiie MO.
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Bxmnanka «Ha3znauenue»

abc v

-- BuibepuTe ceTeBoH NPOTOKON CNYKObI — A

HTTP v

Puc. 166

OJICMCHTOB  BKJIaKH «HaznaueHue»

Tabmuma 81 — Onucanue sneMeHToB Bk «Ha3nauenue» Ha ctpanuie «lIpokcu»

DeMeHT

Onucanue

YekOokc «lcnonb3oBaTh
CITLyKOy»

[IpennaznaueH a1 BRIOOpaA BKIFOUEHUS/OTKIIIOUEHHUS UCTIOTB30BaHUS
BBIOPAHHOM TOJIH30BATEIIEM CITYKOBI UJTH CEpBHCA.

[Ipumeuanue. JlaHHas ciryx0a sBISETCS OJHUM M3 ApaAMETPOB IIPHHATHS
peleHns 0 MpeoOpa30BaHNU MOPTa HA3HAYEHHS ISl aCCOLMAIMY TpaduKa,
MOCTYTIAIOIIETO Ha OIPEICICHHBIN TIOPT, C OTHUM M3 00padaThIiBaeMbIX
turioB (HTTP, FTP).

Heo6xomuMo BBIOpaTh AOTOHUTEIHHO OIUH 13 4eKOOKCOB: «CBOU
cepBUCHD) WK «CepBHCHI IO YMOIYaHUIO»

YekOokc «CBOM cepBHUCHI»

[TpenHa3HaueH I aKTUBAIIMK BHIOOpA MCIIOB30BAHUS CEPBHUCA,
CO3JIAaHHOTO PaHee BPYUYHYIO MOJIb30BaTEIeM

Brimamaromuii coucok «CBou

HpenHa3Haqu JJIA BIJI6Opa OIHOTO CCpBHUCA U3 NICPCUHSA PAHEC

CEPBHCHI» J100aBJICHHBIX BPYYHYIO MIOJIb30BATEIEM
UekOokc «CepBUCHI IO [IpennazHaueH A7 aKTUBAIIUU BBIOOpA MCTIOIB30BAHUS CETEBOTO
YMOJTYAHUIO» MIPOTOKOJIA CIIYKOBI, UMEIOIIEH CIIeMAIbHOE UMSI B U3/ICITUN

Brimagaronmii cuucok
«CepBHUCHI IO YMOJIYAHUIO»

[Ipeana3znaueH A1 BHIOOpA OAHOM U3 CETEBBIX MTPOTOKOJIOB CITYXKOBI,
Y3 NEePEYHS UMEIOIIUX CIIEHHAIBHOE UM B U3/I€IIUU

Beimapatomuii cimcok
«ITpuknagHON MOCPETHUK»

[TpenHasHaueH s BRIOOpA MIPHUKIIATHOTO MMPOTOKOJIA JJIST ACCOIHAIIAN
1 00paboTKu Tpaduka, onpeaeIeHHOTO MoIb3oBareneM. JJocTymHbI
JUTSI BBIOOpa CIIeAYIONINE BaPHAHTHI:

— «HTTPy;

— «FTP»
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4.7.9.5.3. Bximanka «JlefictBue»

Brmanka «JleiicTBue» mpenHazHadeHa ISl HACTPOMKH ACUCTBUM MO (UIBTpALIUU

IIpu cpabaThIBAaHUU MPABUII U ONMCaHa MoapoOHo B 1. 4.7.9.1.3 HacTosIero 10KyMeHTa.

4.7.9.5.4. Bxinagka «/{onmonHUTEIBEHOY

Brximaaka «/lononHuTenbHO» NpeaHa3HAdYeHa ISl HACTPOWKHU JIOTIOJHUTEIBHBIX
rmapaMeTpoB (UIBTpAIMU: IO BPEMEHHU, 10 OUTOBOM MAacKe, IO COCTOSHHIO COCTUHCHHS,
Mo (QparMeHTUPOBAHHBIM MaKeTaMm, IO MaHJAATHBIM METKaM W OMNHcaHa MOJpOOHO

B 11. 4.7.9.1.4 HacTOsIIETO JOKYMEHTA.

[Ipumeuanue. B ganHOW BKIAgKe, B OTIMYMHM OT OMUCAaHHOHW paHee B 1. 4.7.9.1.4 Hacrosero

HAOKYMCHTA, OTCYTCTBYCT BO3MOKHOCTD 3aJIlaHUSI MCTKH COOTBCTCTBYIOIIUM ITAKETAM.

4.7.9.6. Ctpanuna «Jloctyn u3BHe»

Crpanuna «Jloctym wu3BHe» (cM. puc. 167) oTkpbIiBaeTcs TMoOcCiae HaKaTHs
OJHOMMEHHOM KHOIIKH, HaxXOMSAIIEHCsS B BEPXHEW yacTh dKpaHa noxapasznena «lIpaBuna

MCKCCTCBOI'O DKpaHa».

Crpannna «/loctymn u3BHe»

WcTounnk Hasnauenue Heiicteue [JononxuTensHo

Red_1 v

VLAN10 v

P «  Anpec ucrounka (MAC unw IP nm ceTb)

address1 v

groupt v

e Companm o

Puc. 167
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Crpanuna «/loctyn u3BHE» NIpeIHa3HA4YeHA JUIsl CO3[JaHUs IPABUII OpraHU3ALMH
aAMUHUCTPATUBHOTO TOCTYyMa K MO U3 «KpacHOI» CETH.

Crpanuna «/locTyn U3BHE» COCTOUT U3 CIEAYIOINX BKIAIOK:

1) «crounuk»;

2) «Ha3naueHuney;

3) «/leiictBuey;

4) «/lonomHUTETHEHOY.

Ha nanHoi1 cTpaHuile TpUCYyTCTBYIOT TAKKE CIEAYIOIINE JIEMEHTHI HABUTALIMOHHOTO
MEHIO:

1) kHonika «Hazam» —npenHasHaueHa Ui Mepexoja Ha MNPEAbIAYIIYI0 BKIAJIKY
CTpaHULIbI;

2) kHomka «/lanee» —mpeqHazHaueHa JUId MEpEXoJa Ha CIEAYIOUIYI0 BKJIAJKY
CTpaHUIIbI;

3) xHomka «COXpaHuTh» — MpeAHa3HAYCHA JJIs1 COXpaHEHHsI BBEJICHHON MH(OpMaIIny;

4) xHonka «COpoc» — mpeHa3HayeHa [Jisi OYMILEHUSI 3arojdHeHHs] Bcell (hopmbl
AKTUBHOM BKJIQJKH;

5) kHonka «OTMeHa» —OpeAHa3HayeHa il Bo3Bpata B mnozpazaen «lIpasumia

MEKCETEBOTO PKpaHay» 0€3 COXpaHCHHS BBEJCHHBIX JAHHBIX Ha CTPAHUIIE.
4.7.9.6.1. Bxinanka «AcTouHUK)

Bxmagka  «Mctounmk» Ha  ctpanuie  «Jloctym  wm3BHe»  (cM. puc. 168)
MpeaHa3HadeHa JUisl HACTPOWKH IMapaMeTpoB (UIbTpAIMU IO JAaHHBIM 00 MCTOYHHKE

CETEeBOro nakera B mpaBuiie MO.
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Bxmangka «McTOUHUK»

® Hmepgbelcsl Mo yMonyaHUI

Red_1 v

Hon

ONHUMENsHbI

e uHm

epgedics!

VLAN10 v

Afpec ncTouHuKa (M

noNHUMensHsie adpeca

VNbl 80pECOs

Mneepmuposar

Hcnons308ams NOPM UCMOYHLK:

MopPT UCTOHHWKA

Husepmupogams

B

tabnuiie 82

P v

address1

group1

Puc. 168

IMPUBCACHO OIINCaHUC

QJICMCHTOB

AAC vnu IP nnn ceTb)

BKJIaIKH

«CcTOYHUKY

Ha cTpaHule «JlocTym u3BHe».

Tabmuma 82 — Onmcanue 31eMeHTOB BKIAAKU «VICTOYHHMK» Ha cTpaHulle «JloCTyIT n3BHE

DIeMeHT

Onucanue

YekOoxc «HTEpdeiich! o
YMOJTYaHHIO»

[Tpenna3HaueH Ui akTUBALMK BbIOOpa (pU3NUECKUX HHTep(eiicoB
U3JIEIHs

Brimagaronmmii ciucok
«MHTepdeiice 1o

[Ipeana3nauen AJisg BHIOOpA OHOTO U3 IEPEUHS TOCTYITHBIX
¢bu3nueckux uHTEphHencoB n3aenus

YMOJTYaHUIO»
UYekoOoxke «Jlonmomautensupie | [IpeqnazHadeH Juisi akTHBAIMK BRIOOpA BUPTYaIbHOTO MHTEpdeiica
uHTepPeich»™* U3JIeIUs, OIPEIEISIEMOr0 II0JIb30BATEIEM
Brimagarommii cimcok [Ipenna3nauen a1 BBIOOpA OAHOTO M3 TIEPEUHS TOCTYTHBIX
«JlomosHUTENbHBIE BUPTYaJIbHBIX (3apErHCTPUPOBAHHBIX MOJIH30BATEIEM BPYUHYIO)
uHTepPerco»™ uHTepdeiicoB u3aenus
YexGoke «Axpec Any» [IpennazHaueH A7 aKTUBAIIUU BBIOOpPA BCEX BO3ZMOXKHBIX aJIPECOB

HCTOYHHUKA

YekOoxc «Dopmar agpecar

[IpennaznaueH a7 aKTUBAIIMU BBIOOpA BBOJA aJpeca UCTOYHUKA
Bpy4HY1O0 ¢ ykazanueM ero tuna (MAC, IP unu ceTs)

Brimagaronmii cuucok
«Dopmar aapeca»

[IpennaznaueH ajs BBIOOpA OJJHOTO U3 CIEAYIOIIUX TUIIOB aJIPECOB
HCTOYHUKA:

— «IP»;

— «MAC»

[Tone «Anpec ncrounuka
(MAC unu IP wm cetb)»

[Ipenna3zHaueHo I BBOJA a/ipeca HCTOYHNKA 00pabaThIBaEMBbIX
nakeToB B ¢popmare MAC unu IP unu cets. [{ns paGoTel JaHHOTO
napaMeTpa HeoOX0IMMO aKTHBUPOBATh YeKOoKke «Popmar ampeca»
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DeMeHT

Onucaunue

YekOoke «JlomoTHUTEIIBHBIC
ajzipecay

HpeﬂHasHaqu JJI aKTHBAallK1 BI)I60pa AOMOJIHUTCIIbHBIX aIpC€COB
CCTCBLBIX Y3JIOB U3 CO3JaHHBIX PaHEC I10JIB30BATCIICM BPYUHYIO

Brimagaromnmi cuucox
«JlomomHUTENIbHBIE aipecar

[TpennazHaueH 1y BbIOOpa OJJHOTO JTOMOJIHUTEIBHOTO apeca U3
nepeyHs (CO3aHHBIX paHee MOJIb30BaTeIeM BPYUHYIO)
JIOTIOJIHUTEIIbHBIX CETEBBIX Y3JIOB

YexOokc «I'pymmbl aapecoBy

[TpennasHaueH Ui akTUBAIIMK BEIOOpA TPYIIIBI IpECOB CETEBBIX
y3J10B U3 CO3JJaHHBIX PaHEe MOIb30BATEIEM BPYYHYIO

Brinmagaromnmi cuucox
«['pynmbl agpecoB»

[Ipeanaznauen A BbIOOpA OAHOM IPYIIIIBI U3 MTEPEUHS (CO3IaHHBIX
paHee I0JIb30BaTeIEM BPYUYHYIO) IPYIII aJpECcOB

Yekookc «aBEpTHpPOBATHY *

[TpennasHaueH i BEIOOpA BKITFOUEHUS/OTKIFOUEHUS (PYHKIIUU
MHBEPTUPOBAHUS a/lpeca CETEBOr0 y3J1a, TO €CTh BCEX alpECOB
CETEBBIX Y3JIOB KPOME YKa3aHHOIO

Yekookc «Mcrionp30Barh
MOPT UCTOYHUKAN ™

[IpennaznaueH a1 BbIOOpA BKIFOUEHUS/OTKIIIOUEHHUS UCTIOIB30BaHUS
1I0pPTa, YKa3aHHOIO I10JIb30BATEIEM BPYUHYIO

[Tone «ITopt ucrounukan™

HpenHaSHaquo AJI1 BBOJIa ITOPTa, € KOTOPOI'O IMOCTYIAOT CETCBBIC
ITaKCThI

Yexbokc «HBEpTUpOBATHN *

HpenHaSHaqu JIIA BLIGOpa BKJIFOUEHMS/OTKIIFOUEHHS (1)YHKI_II/II/I
HHBCPTUPOBAHUA ITOPTA, C KOTOPOT'O MMOCTYNAKOT CCTEBLIC ITAKCTLI, TO
CCTh BCCX ITOPTOB KPOMEC YKA3aHHOI'O

* — DneMeHT uHTepdeiica, JOCTYIMHBIN TOIBKO B «PacimpeHHOM pexkuMes

4.7.9.6.2. Bxinanka «Hasnauenuney

Bknanka «Ha3znaueHue» mpenHasHaueHa AJi1 HACTPOMKU MapaMeTpoB (PUIbTpauu

I10 JaHHBIM O Ha3HAYCHHUH B CCTCBOM IIAKCTC B IIPABUJIC MD. A,Z[pCCOM HazHa4YCHH BCCTAa

ABJISIETCS afipec (WK TICEBIOHUM ajipeca) CeTeBOTo uHTepdeiica MDO.

JlanHas BKJIaJIKa onrcaHa moapoOHO B 1. 4.7.9.2.2 HacTOSAIIETO JOKYMEHTA.

4.7.9.6.3. Bxmanka «/leiicTBue»

Bknanka «/lelictBue» npegHazHaueHa JUisi HACTPOWKH ACHCTBUHN MO (UIBTpALUU

MpH cpabaThIBAHUU NPABWII U ONUcaHa Mo ipoOHo B 1. 4.7.9.1.3 HacTos1Iero 10KyMeHTa.

[Ipumeuanue. B nanHOW BKIajKe, B OTIMYUM OT OMKMCaHHOW panee B 1. 4.7.9.1.3 Hacrosiero

HAOKYMCHTA, OTCYTCTBYCT I10JIC ((I[eﬁCTBHC IpaBHJIa».
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4.7.9.6.4. Bxinanka «JlomoIHUTEIIBHOY

Brximagka «/lonmonHuTenbHO» NpeaHa3HAdYC€Ha JJIsi HACTPOWKHU JIOTIOJHUTEIBHBIX
nmapaMeTpoB (UILTpAIlMU: IO BPEMEHHU, 10 OUTOBOM MacKe, MO COCTOSHHIO COCTUHEHHS,
mo (parMEeHTUPOBAHHBIM ITAKETaM, [0 MaHJATHBIM METKaM W OIMCaHa TOIPOOHO

B 11. 4.7.9.1.4 HacTOSAIIETO JOKYMEHTA.

[Ipumeuanue. B gaHHOW BKIAgKe, B OTJIMYMHM OT OMUCAaHHOUW paHee B 1. 4.7.9.1.4 Hacrosero

HAOKYMCHTA, OTCYTCTBYCT BO3MOKHOCTD 3aJIlaHUSI MCTKH COOTBCTCTBYIOIIUM ITAKETAM.

4.7.9.7. Crpanuma «L2y

Crpanunia «L2» (cm. puc. 169) oTkpbeIBaeTcs TmTOCIe HaKaTHS OJHOMMEHHOM
KHOIIKM, HaXOJSIICHCsS B BEpXHEHW YacTH dKpaHa moppaszaena «lIpaBmima MexceTeBOro

9KpaHa».

Crpannma «L2y

WcTounuk HasnayeHne LeicTBure

®) MHmepgedcsl Mo yMORYaHulo Green_1 v

LononxumensHsie unmeppedcs VLAN10 v

HMHeepmuposams

® Adpec Green Network 1 ~
@opiiam adpeca P v Anpec uctouHuka (MAC unm IP unmn ceTb)
LononxumensHsie adpeca address1 v

[pynnebl adpecoe groupt ~

H+Hsepmuposams

icnons3oeams MOpM UCMOYHUKaE

MopT MCTO4HNKE:

Hueepmuposams

Hasag | Oanee | ‘ CoxpaHuTk | ‘ Copoc ‘ | OTmena |

Puc. 169
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Crpanuna «L2» npennasHaueHa nans cos3jaHus npasun  QuiusTpamun MO
Ha KaHaJIbHOM ypoBHe (L2).

Crpanuna «L2» cocTOUT U3 CIeAYIOUIMX BKIAI0K:

1) «crounuk»;

2) «Ha3naueHuney;

3) «/leiictBue».

Ha manHO# cTpaHuIle MPUCYTCTBYIOT TAK)KE CIICAYIOMINE 3JIEMEHTHI HABUTAITMOHHOTO
MEHIO:

1) kHomika «Hazamy — npenHa3zHaueHa Ui Mepexojia Ha MPEAbLAYIIYIO BKIAJIKY
CTpaHWIIBI;

2) kHomka «Jlanmee» — mpeHa3HaueHa JUIA  MEpexoja Ha  CIEAYIONIYI0 BKJIAQJIKY
CTpaHWIIBI;

3) kaonka «CoXpaHUTh» — IpeIHA3HAUEHA JJIs1 COXpaHEHHs BBEICHHON MH(OpMAIIHH;

4) kHorika «COpoc» — npeHa3HaueHa JJIsl OYMINEHUS 3alofHEeHUsS Bcer (HOpMbI
aKTUBHOM BKJIAJIKH;

5) knonka «OTMeHa» — MpeAHa3HayeHa it Bo3Bpata B mozapazaen «lIpaBuma

MEKCETEBOTO PKpPaHay 0e3 COXpaHCHUS BBEJCHHBIX JAHHBIX HAa CTPAHUIIC.
4.7.9.7.1. Bximagka «cTOYHUK

Bxnaaka «Vctounuk» mpenHa3HadyeHa JUIsl HACTPOMKU MapameTpoB (PuiIbTparuu
M0 JaHHBIM 00 HMCTOYHHMKE CETEBOTO IakeTa B mpaBuie MD u omucaHa MNoJapoOHO

B 11. 4.7.9.1.1 HacTosIIETO JOKYMEHTA.
4.7.9.7.2. Bknangka «Ha3znauenue»

Bxnanka «Ha3znauenue» npenHasHaueHa AJii HACTPOUKHU MapamMeTpoB (UIbTPALMH
M0 JaHHBIM O Ha3HAYEHUU B CETEBOM MakeTe B mpaBwie MD u omucaHa moapoOHO

B 11. 4.7.9.1.2 HacTOsIIIETO JOKYMEHTA.

[Ipumeuanue. B manHOW BKIAgKe, B OTIMYMHM OT OMUCAaHHOHW paHee B 1. 4.7.9.1.2 Hacrosero

JOKYMEHTA, OTCYTCTBYET BO3MOXHOCTbh BIOOPA MCIOJIb30BAHUS IPYTIIIBI CITYXO.
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4.7.9.7.3. Bxinanka «JlelictBue»

Brmanka «JleiicTBue» mpenHazHadeHa ISl HACTPOMKH ACUCTBUM MO (UIBTpALIUU

IIpu cpabaThIBAaHUU MPABUI U ONKCaHa moApoOHo B 1. 4.7.9.1.3 HacTosIIero 10KyMeHTa.

4.7.9.8. Crpanuma «COB»

Crpanunia «COB» (cm. puc. 170) oTKppIBaeTCsl IMOCIE HaXaTUs OJHOMMEHHOM

KHOIIKH, HaXOIIHHIGﬁCH B BerHCﬁ 4aCTH 3KpaHa I1oApa3aciia «HpaBI/ma MCIKCCTCBOI'O

AKpaHay.

Crpannna «COB»

MCTOuHAK Ha3sHaueHue [encteue [LONoeNHUTENLHO

Green_1 -

VLAN10 v

Green Network 1 ~

P o AIpec HCTO4HMKE (MAC MNK IP ANk CeTh).

address1 v

group1 v

Hcnons306ams Mopm UGMOYHUKE

TIOpT MCTO4HHKA:

Wreepmuposams
Hasan | | llanee | | CoxpahuTs | | COpoc | | OTMeHa

Puc. 170

Crpanunia «COB» mnpemnazHaueHa uisi co3gaHus npaBwin  (Quibrpanun MO
I10 TIEPEHAIIPABIICHHIO ceTeBbIX MMakeToB B COB.

Crpanuna «COB) cOCTOUT U3 CIIEAYIOUIMX BKJIAI0K:

1) «cTounuk»;

2) «Haznauenuey;

3) «/lelicTBuey;

4) «/lononHUTENBHOY.

VeI [=XK/1I04YU.ph


Пишущая машинка
Скачано с

Штамп


201
HIIEII.465614.005P11

Ha nanHo¥l cTpaHule NpucyTCTBYIOT TaK)Ke CIIEIYIONIUE 3JIEMEHTHI HABUTAIIMOHHOTO
MEHIO:

5) knonka «Hazam» —npeaHa3HayeHa s MEpexoja Ha MPEIbIIyNyl0 BKIAAKY
CTpaHUIIbI;

6) kHonka «Jlanee» —mpeAHa3HayeHa M MEpexoja Ha CIEAYIOUIYH0 BKIAAKY
CTpaHMUIIbI;

7) kHomnka «CoXpaHUTh» — MpeIHA3HAueHA JJIsl COXpaHEHHs BBEIEHHON MH(OpMaIny;

8) kHonka «COpoc» — MpeHa3HaYeHa Ui OYMIICHUS 3alloJIHEHUS BCel (POopMbl
aAKTUBHOMW BKJIQJIKU;

9) kHonka «OTMeHa» — IpeHa3HaueHa Juidl Bo3Bpara B mnozapasaen «llpasuima

MEXKCETEBOI0 AKpaHa» 0e3 COXpaHEHHs BBEJICHHBIX JIAHHBIX HA CTPAHUIIE.
4.7.9.8.1. Bximagka «cToOYHUK

Bxnanka «McTouHuk» npeaHa3HavyeHa Ui HACTPOMKM HapameTpoB (UIIbTpALUU
N0 JaHHbIM 00 HMCTOYHMKE CETeBOro Makera B mIpaBwie MO u omnucaHa HOApPOOHO

B 11. 4.7.9.1.1 HacToOsAIIETO JOKYMEHTA.
4.7.9.8.2. Bxinanka «Hasnauenuey

Bxnanka «Ha3zHaueHue» npenHa3sHaueHa AJi1 HACTPOUKHU MapaMeTpoB (UIbTPALMH
M0 JAaHHBIM O HAa3HAYCHUU B CETEBOM TMakeTe B mpaBwie MD u omnucaHa moJIpoOHO

B 11. 4.7.9.2.2 HacTOSAIIETO JOKYMEHTA.
4.7.9.8.3. Bxnanka «JlefictBue»

Bkmaaka «JlefictBue» (cm. puc. 171) Ha crpannie «COB» mnpenHasHaueHa

JUTSI HACTPOMKHU JEHCTBUM 110 GUIIBTPAIMK MPU CpabaThIBAaHUU TIPABUJL.
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Bknanka «JlerictBue»

CucTema OOHapyKeHUs BTopKeHuin ~

@ 370 none MOXET ObiTh NYCThIM.

PaspelleHo ANA KypHaNMpoBaHUA ~

10/minute

burst number) 5

Puc. 171

OIMCAaHWE DJIEMEHTOB BKIaAku  «JlehcTBHE)

Ta6mmma 83 — Onucanue 1eMeHTOB BKIaAKU «/lefictBue» Ha ctpanuiie «COB»

DIeMEHT

Onucanue

YekoOoxke «IIpaBumno
BKJIFOYEHO»

[Ipeana3znauen A BHIOOpA BKITIOUEHUS/OTKIIIOUCHHS TIPaBUIIa U
BBIOpaHHBIX JIEHCTBUH, MPU €ro cpabaTbIBAHUU

Yexo6okc «IIpaBuio
JKypPHAITUPOBAHUS

[Ipeana3znauen A1 BHIOOpA BKITIOUYEHUS/OTKIIFOUCHUSI TIPaBUIIa
JKYPHAIUMPOBAHUS IPOXOXKACHUS [IAKETOB 10 HACTPAUBAEMOMY
MPaBHITY

Brimagaronmmii ciucok
«JleiicTBHE MpaBUIa»

[IpennaznaueH A ASKIapUPOBAHUS ACHCTBUIA IPABUII TIO MEPECHUIKE
naketoB B COB

ITone «3aromoBok
3aMCUYaHUA»

HpenHasHaquo JJI1 BBOAA anMeanHﬁ K HAaCTpanBacMOMY IIpaBUITY.

[Ipumeuanue. [anHoe noje He 0053aTENLHO K 3aIIOJTHEHHIO

Brimanmaromuii ciucok
«Kputepwuii cpabaTeiBaHUS

[PH [TPEBBIILICHUH
(Match limit)»*

[Ipenna3nauen A BBIOOpa OHOTO U3 JOCTYIHBIX B MTEPEUHE
pacIIMpPeHHBIX HACTPOEK JEHCTBUS MPU CpadaThIBAHUU TIPABHIL:
— «B03MOKHOCTE OTKIIFOUEHAY;

— «PazpemnieHo 1ist )KypHaAIUPOBAHUSDY;

— «PaspernieHo a1 NOTUTHKYU MPUHSATHUS WA COPACBIBAHUS;

— «PaspernieHo a1 HOTUTHK 000UX BUIOBY

Yexb6okc «CpenHsst yactoTa
coowITHit (--limit avg)»™*

[IpennazHaueH 175 aKTUBAI[MH BBIOOpA MCIOIb30BaHUS HYHKIIUN
OTpaHUYEHUS 3aIMCU COOBITHIH B XKypHaJ 110 CpelHel yacToTe
COOBITHI

[Tone «Cpennsist yactoTa
coObITHit (--limit avg)»™*

[Ipeana3znaueHo 1jst BBOJa CpenHe 4acToThl coObITHi. HeoOxomammo
yKa3bIBaTh B hopMarTe: YHCJI0 COObITHII/eTUHULA BpeMeH!

YexoOokc «MakcruMaibHOE
KOJIMYECTBO COOBITHH 3a 3 yaca
(--limit-burst number)»*

[Mpenna3HaueH Ui aKTUBAIIMKA BHIOOpA MCIIOB30BaHUs (DYHKIIHU
OTpPaHUYEHUS 3aIHCU COOBITHH B XKYpHAJ 110 MAKCUMAJIbHOMY
KOJIMYECTBY COOBITHI
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DeMeHT Onucaunue

[TpenHnazHaueHo I BBOJA MAKCUMAIILHOTO KOJIMYECTBO COOBITHIA 32
3 yaca, 3aMMChIBa€MbIX B )KypHal. JlaHHbIi napamerp Oyaer
ONPENIETATh MUK «PAa30BOM» TOCTABKU MAKETOB. 3HAYEHUE 110
YMOJTYAHHUIO «5»

Tlone «MakcumannHoOe
KOJIMYECTBO COOBITHHM 3a 3 yaca
(--limit-burst number)»*

* — DneMeHT uHTepdelica, JOCTYIHBIN TOJILKO B «PacIIMpeHHOM peKUMED

4.7.9.8.4. Bxinanka «JlomoIHUTEIIBHOY

Bximanka «J/lonmonHUTENbHO» NOpeAHAa3HAYEHA JIsI HACTPOMKH JOMOJIHUTEIBHBIX
rmapaMeTpoB (UIBTpAIlMU: IO BPEMEHHU, 10 OUTOBOM MAacKe, IO COCTOSHHIO COCTUHCHHS,
1Mo (parMeHTUPOBAHHBIM MaKeTaM, II0 MaHJaTHBIM METKaM U OIHCaHa MOJPOOHO

B 11. 4.7.9.1.4 HacToOSAIIETO JOKYMEHTA.

[Ipumeuanue. B naHHOW BKIAgKe, B OTIMYMHM OT OMUCAaHHOM paHee B 1. 4.7.9.1.4 Hacrosero

AOKYMCHTA, OTCYTCTBYCT BO3MOXKHOCTD 3aJlaHUS MCTKH COOTBCTCTBYIOIIIUM ITAKETAM.

4.7.9.9. brok «Tekymume npaBusia

braok «Tekymme mnpaBuiaa» (cM. puc. 172) mpenctaBiseT coOOd  mepedeHb
MH(}OpPMAIMOHHBIX TA0JHI, O0TOOpaXAIOLIUX YCTAaHOBJIEHHBIE HAa W3JEIUM IpaBuwia MO
B COOTBETCTBUM C OINUCaHHbIMU B monpaszaene «lIpaBuima MexceTeBOro sKpaHay»
CTpaHUIIAMHU.

CootBercTBUE MH(POPMAIIMOHHBIX TaOJMUI] U CTPAHUI[ ONPEAENAETCS MO HMEHH

CTpaHHUIIBI M 3arojoBKa Ta6J'II/II_H>I.
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brnoxk «Tekymme npaBuna»

L2
cete AcToHMK Han Hasravierin ame-any Reficrome
# i Wcro ¥ypria aarasetine amesanie Reicron
Unrepaeiic P
pyIiie 3 BHYTPEHHeI GETH B0 BHEWHKK:
Cem Cem
# ) WcTouHmK Kypran . Haawauenme amesanne feficane
Wrepcpeiic : Vrmepdeiic
1 Green_1 Green Network 1 ® 3 Any Any : afs3-viserver ghanav
2 Green 1 Green Network 1 " » Any Any Jhiiny
AOCTYN K YCTPOACTEY PyGMKOH:
Cem - i . . .
# i VcTouHMK ypran Hasnavenne Sawesanne feficane
Wrrepcpedic
1 Green_1 Green Network 1 » IPCop * Ping ghgnav
Kaans! (Pinholes)
cem
# ) VeTouHmK Kypran Haskauenie 3amesanne Revicrane
Wnrepcpeiic !
1 Blue1 Blue Network 1 " Green Network 1 : Ping FPhliav
HocTyn naske:
Cems i e B .
# N WCTOYHHK AKypHan HasHauexue 3ameyaHue Oenctene
WTepcpeiic
1 VLAN1O Any O IPCop : IPCop dhcp Fhfnv
CucTema OGHapyxeHMs BropkeHmii
# e WCTOYHKK KypHan: HasHaueHue 3aMeuaHne leHCTBHE
UTepdeiic #yp 7 a
HacTpOliKa NepeHanNPaBNeHNs MOpTOR
4 O McTounmx BreLuriit anpec astaseri Rubicon »ypran BHyTpeHHMl Ipec HasHaveHus 3amesanne Deiicrone
UnTepdeiic a0 5 u i 5 -
1 Any Any » —-asp ®  $  Green address1 - bap ghiliny
Mporcu:
Cemb - Cets - I e
& Wcrostmk Briewril anpec asHasernA Rubicon ypran BryTpentii aapec Haswasenms Samesanine Deiicrone
WHTEpdeHc WHTEpdeic
1 Red_t Any » — - afs3misys » Red nitp ghanay
3ancy B ypHAN AKTHBAPOBAHO (HAXMHTE ATA Cb B NypHan leaKTHBIPOBANO (HMMTE AR npeumoee moAE TIpaBANO AYPHANMPOBAHHS, TOMbKO JAMKCE  PaCLLMPEHHOE MPASHI0 MPHHATHA
Nerenna: [B neaxtusaumm) auym) gy ERAEPTHOS T3 PARATUS g, SANPEUAOIEE TPABANO Yo xypran $%oTkprisaeT Baw MO

B ta6iuie 84 nmpuBeneHo onrcaHue JIEMEHTOB OJ10ka « TeKyIpe paBuiiay.

Tabnuna 84 — Onucanue rneMeHToB 0J10ka « Tekylue mpaBuiay

DeMeHT

Onucanue

WNupopmannonnas tabnuia
«L2»

[IpennaznaueHa jiist oToOpakeHus crucKa npasuil puiabTpanuu MO
Ha KaHaJbHOM ypoBHe (L2)

WNudopmanronnas tabnuia
«/Ipyrue u3 BHyTpeHHEN ceTH
BO BHEIIIHIOKO»

[IpennaznaueHa Jyist oToOpaskeHUsl CIUCKA MpaBUil GUIbTPALIUU
CETEBBIX MMAKETOB, JJI1 KOTOPBIX aJpeCc UCTOYHHUKA U aJJpeC Ha3HAYCHUS
MapLIPYTU3UPYIOTCS U3 OJHOTO (PU3MUECKOro CETEBOro nHTepdeiica B
Ipyrou

WNndopmannonnas tabnuia
«/locTym K ycTpOHCTBY
PyOukon»

[IpennaznaueHa st oToOpaskeHUsl CIUCKA MpaBUil GUIbTPALIUU
CEeTEBbIX MAKETOB, JUIsI KOTOPBIX aJpecoM Ha3HAYCHHUs ABISETCS aJipec
(WM TICeBIOHUM ajipeca) ceTeBoro nurepdeiica MO

Wudopmannonnas Tadnuua
«Kanans! (Pinholes)»

HpeaHa3Haqua JJIA OTO6pa)KCHI/ISI CIIMCKa ITpaBUJI (I)I/IJILTpaI_II/II/I
IMMAaKETOB OT BBIJACIICHHBIX Y3JIOB «CHHEH UITH <<0paH}KeBOI>'I>> CE€TH K
y3JaM «3eJICHONY CEeTH

WNudopmannonnas Tadnuua
«JlocTyn n3BHE»

[TpennasHaueHa i 0TOOpaXKeHHsI CIIUCKA MPaBUIT OpraHU3aIIH
aJMHHHCTPATUBHOTO JocTyna K MO U3 «KpacHoi» ceTu

WNudopmannonnas Tadnuua
«Cucrema OOHapy)eHHUs
Bropxenuii»

[IpennaznaueHa Jiyist oToOpakeHus crucka mpasmi puiabTpauuu MO
0 TIEpEeHAINPaBIICHUIO ceTeBbIX MakeToB B COB

VeI [=XK/1I04YU.ph
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DeMeHT Onucaunue

[TpennasHaueHa 1yt 0TOOpaKEHHSI CIUCKA MPaBUI (QUIIbTPALUU
CETEBBIX MAKETOB, JJIS1 KOTOPHIX (PU3MYECKUI apec U TOpPT
Ha3HA4YCHUS MOACTABJIACTCA IIPU IMOJTYUCHHUUN MD nakeTa ¢
OIpe/IeTICHHBIMHU aJIMUHUCTPATOPOM ITapaMeTPaMH Ha3HAUCHHS
IIpenna3HaueHa a1t 0TOOpaXEHUs CIUCKA MPaBUII ACCOLUALNU
TpaduKa, HOCTYHAIOLIETO Ha ONPECICHHBIN ITOPT, C OJHUM U3
oOpabareiBaembix THIOB (HTTP, FTP)

Wudopmannonnas Tabnumna
«Hacrpoiika
TMIepeHaIPaBIICHHS TIOPTOB

Wudopmannonnas Tabnumna
«ITpokcn»

B konme Oioka «Tekyime mnpaBuiaa» IpeacTaBicHa JereHaa (cM. puc. 173),

HeﬁCTBYIOLHaH IJIs1 BCEX IMMPCACTABICHHBIX I/IH(l)OpMaI_[I/IOHHBIX Ta6J'II/II_I B OJIOKE.

Jlerenna 6yoka «Tekymue npaBuiIa»

3anuce B KypHan AKTMBMPOBAHO (HEXMMTE ANA  3anuCh B XypHan [eakTMBUpoBaHo (HawmuTe ana MPABMIIO KYPHANMPOBAHMHA, TONBKO 3aMKCh  PACLUMPEHHOE NPABHIO NPHHATHA
. ! CTaHOaPTHOE NPABHINO NPUHATHA 3anpewaiolee Npasuno - -
llerenpa; [E] AeakTusaunu) R akTveauum) » p- 3 ¥8 xypHan 9P otkpeiBacT Baw M3
AKTHBUDOBAHO (HAKMMTE [INA AEaKTHBALMU) [leaKTUBMPOBAHO (HAKMUTE ANA AKTHBALIMH) V3MEHNTL CKOMUPOBATb NPABMNO ynanuTs Beepx
o 7 P o
Bee 3enexbie, VPN, CHHUE, ODAHKEBEIE KPACHEE  BCE CUHIE, OPAHKEBEIE, KDACHBIE Bce OpaHKeBtie, KpacHsie .
Bhm3 - i BCe KpacHble HHTEphERCH!
v | | e Il epaeiicel W+ repaeiicy [ ]

Puc. 173

4.7.10. [Mogpaznen «Koudurypanus DMZy»

[Tompasznen «Konduryparus DMZ» (cMm. puc. 174) MpeIHA3HAYCH
st co3aanus npaswi JIM3 miist MO.

[Ipumeuanue. Coznanue npaBuin JIM3 npu koHourypamuu 0e3 H00aBICHHBIX BPYUHYIO

MapuIpyToB (BKJIOYasi MapIIPyThl IO YMOJIYAHUIO).

[Tonpaznen «Kouduryparus DMZy

[L06aBHTE HOBOS NPaBHNO:

MpoTokon Cerb ucTouHMKa 1P-a[ipec UNH CeTh UCTOUHMKA
Cerb HasHaveHna [cnmi_ V] 1P W CETh HasHaueHHs TOPT HasHaveHNs: l:
3aronoBOK 3aMeNaHIA: & [ | BRNI04EH0 v
Texywne npasuna:
Mpotokon cems METOuHHK Cete HasHaveHme 3ameuanue Revictamne
TCP 192.168.70.100 W 192.168.75.101 : 5000 7o
TCP . 192.168.85.100 » . 192.168.90.101 : 5005 (]
TCP 192.168.85.100 W 192.168.90.101 : 5005 o
Nerewaa: [ZAKTHEMpOSaHO (HaXMHTE ANA neakTHBau) [ [leaKTMBMpOBaHO (HaxmyTe AnA axTusaunn) (P Usmerws [ Yaanums
Puc. 174

VeI [=XK/1I04YU.ph
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IMPUBCIACHO OITMCAaHHC 9JICMCHTOB nmoapas3aciia

Ta6muma 85 — Onucanue anemeHToB nojapaszaena «Konduryparus DMZy

DeMeHT

Onucaunue

Brimagaromnmi cuucox

[IpennazHaueH 1y BbIOOpa OJJHOTO U3 MPEACTABIECHHBIX B CIIMCKE

«3aroyIoBOK 3aMEYaHUD)

«ITpoTtokom» MIPOTOKOJIOB, KOTOPBIM OyAET MCIOIb30BaTh HOBOE MpaBuio /M3
[Ipeana3znaueHo st BBOJIA 3aroJioBKa MPUMEYaHUI K HOBOMY IPaBUITY
Iomne JAM3, KOoTOpBIi OyAET MOMEIIEH B CTPOKY KYPHATUPOBAHUS

10 TAaHHOMY IIpaBUILy.

[Ipumevanue. /laHHOE 1MojIe He 005M3aTEIHHO K 3aIIOJTHCHUIO

Brimmagaromnmi cuucok
«CeTp UCTOUHUKA»

[Tpenna3naueH i BbIOOpa U3 CIIMCKA OJHOTO MHTep(delica cetn
MCTOYHHKA MIAKETa U3 paHee T00aBICHHBIX CETEBBIX HHTEP(EHcoB
(tocTymnHBI U1 BEIOOpA TOJIBKO «CUHHUE» U «OPAHKEBBIE» CETEBbIE
uHTepPenchl)

Brimagaromnmi cuucok
«Cetp Haznauenusn»

[TpennasnaueH i BbIOOpa U3 CIIMCKA OJHOTO MHTep(delica ceTn
Ha3HAYEHUS MTaKeTa U3 paHee JOOABICHHBIX CETEBBIX HHTEP(EICOB
(tocTymHBI U1 BEIOOpA TOJIBKO «CHHHUE» U «3€JICHBIC» CETEBbIC
uHTEpPenchl)

[Tone «IP-agpec umu cethb
ACTOYHUKA)

[Ipennaznaueno /g BBoja IP-agpeca mnm ceTu HCTOUHMKA MaKeTa

Ilone «IP nnm ceThb
Ha3HAYEHUI»

HpenHasHaquo JJId BBOAA IP-aI[peca NN CCTU Ha3HAYCHUA ITaKECTa

YexOokc «BriaroueHo»

HpenHasHaqu IS BLI60pa BKJ'IIO‘-ICHI/IH/OTKJ'IIOLICHI/IH HOBOTI'O ITpaBHJia
JIM3

[Tone «ITopt Ha3HAUECHUS»

Hpe)lHa?,Haquo AJI1 BBOJIa IMOPTAa HA3HAYCHUS ITaKETa

Knomnka «Jlo6aBUTH»

[Tpenna3HaueHa A COXpaHEHUs BBEJCHHOM HH(popMaluy U
J100aBJIsieT B M3/i€JIMe HOBOE MPABUJIO B CIMCOK TeKyIIux npasui JIM3

WNudopmannonHas Tadnuuna
«Tekymue npaBuiay

[TpennasHauena 111 0TOOpaXKeHHsI U B3aUMOJICHCTBUS TOJIb30BATENS C
J00aBJICHHBIMU paHee BpYUHYIo npasuiamu JIM3

WHudpopmanroHHbIH 3HaK

el

« »

[TpennasHaueH i yka3zaHHs MOJIb30BATENIO B CTPOKE TAOIHIIBI
HaIlpaBJICHUs CETEBBIX ITAKETOB B TEKylIeM npasuie JJM3

YexbOokc «/leticTBue»

[Ipenna3nauen a1 BBIOOpA BKITIOUYEHUS/OTKIIFOUCHHSI BBIOPAHHOTO
npasuia JIM3 6e3 ero yaaneHus u3 U3aenus

Kuomnka « ‘? »

Knonka «M3menutey. [IpegnazHauena st pejakTHpOBaHUS
BbIOpaHHoro npaBmia JIM3 u oTkpeiBaeT cTpanuily «M3mMeHeHne
Tekytiero npasuia JIM3»

il

Kuomnka « = »

Knomnka «Y nanute». Ilpeanaznadena amis yaaaeHus BBIOPaHHOTO
npaswia JIM3

[Ton wHbopMalmoHHON TaOaMIICH mpeacTaBieHa JiereHga (cm. puc. 175) Bcex

BO3MOXHBIX JEUCTBUN C TEKYIIMMU NpaBuiaaMu JIM3 B TaHHOM TTOJpa3aecie.

CKAYaHO ¢ —UELGYULeL 7N el
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Jlerenaa nadopmManoHHON TaOauIIbl « TeKyIre mpaBuia»

Nerenpa: [F]AKTHBMPOBAHO (HEXMUTE ANA AeakTueaymn) [J[eakTMBUpOBaHO (HaxmuTe AnA akTueauyun)  (F Vamenute ] Yaanute

Puc. 175

4.7.10.1. Crpanuna «/M3menenue tekyuiero npasuia JM3»

Crpanuna «M3menenune Ttekymiero mpaBuwiaa JM3» (cm. puc. 176) mo3BosiseT

peAaKTUPOBaTh HACTPONKU BHIOpaHHOTO MpaBuiia JIM3.

Crpannna «M3menenue tekymero npasuia [JM3»

VI3MeHUTS CylecTEy oLee NpaBMo:

Mpotokon: CeTb NCTOHHKA OPAHKEBbEIN v IP-aipec U CeTb UCTOHHKE 192.168.70.100
Cerb HasHaueHus: CHHAR v 1P W CETb HasHaveHHA: 192.168.75.101 TOpT HasHaueHHs:

3aronoBoK 3aMeqaHia; @ ‘ ‘ BKITIO4EHO: v

© 570 none MOKET BiTb NYCTBIM
TexkywHe npasuna:
Mpotoxon  Cers VcToummk cem HaswaseHme amesanme Beiicrane
TCP 192.168.70.100 123 192.168.75.101 : 5000 0 a
uDP 192.168.11.150 123 192.168.11.153 : 1003 0 a
Rerenza: [AAARTHEHposano (axmTe na feakusaumn) [ leakTneuposaro (Haxmwre Ana axrvsaun) @ Viawesims (] Yaanurs
Puc. 176

B Tabmume 85 mnpuBemeHo omMcaHWE DIEMEHTOB CTpaHWIbl  «l3mMeHeHUe
TeKy1iero npasuia [[M3».

DneMeHTbl JaHHOW CTpaHMIIbl AHAJIOTMYHBl NPEICTaBICHHBIM B TOJpa3jaese
«Kongurypanus DMZy, 4to no3BoJIIeT pelaKTUPOBATH JIH000M paHee CACIaHHbINA BBIOOD

MI0JIb30BaTENs] OTHOCUTENIBHO HACTPOMKH mpaBui JIM3.

4.8. Pazmen « VPN»

Paznen «VPN» comepxkut cnenyromue noapa3aeibl:
1) «Hactpoiixa IPSecy;

2) «Hactpoiika VPN»;

3) «GREy;

4) «Boimyck cepTuukaToBy.

VeI [=XK/1I04YU.ph


Пишущая машинка
Скачано с

Штамп


208
HIIEII.465614.005P11

4.8.1. Tlogpaznen «Hactpoiika [PSec»

[Togpaznen «Hactpoitka IPSec» (cMm. puc. 177) npeaHazHadyeH aJjis OpraHu3aluu

CETEBOI'0 TYHHEJIS U HACTPOUKHU B3aMMOJIEUCTBHS 1O MPOTOKOIY «IPSecy.

[Tonpaznen «Hactpoiika IPSec»

TNOBankLHLIE HACTPOIKA
Myénnaneii IP-anpec wnn FQDN ana Kpacroro wHTeptdeiica uni <%defauliroute>: o 192.168.4.1 Binioveto

3anepxa nepea sanycrom VPN (cekyHa): 0o 0
Host-to-Net BUpTyanbHan 4acTHan ceTk (RoadWarrior):

@ 370 0N 06A3ATENbHO ANA 3aMONHEHNA

00 [pi HEOOXOMOCTH 3Ta 33EPKKA MOKET MCTIONB30BATECA ANA BOSMOKHOCTH KOPPEKTHOMD AMHAMMHECKOTO 0OHOBNEHHA DNS. 60 - 0OLIEYNOTPEGHMOE 3HaueHMe, Korda KpacHsIit WHTepdeiic oonagaeT
IMHAMUECKAM |P-a7PECOM

CraTyc U ynpagneHme CoeuHeRHeM

Vma n Onucanme CocTonHme DeitcTeme

ipsec CeTh (CepTudmar) ikev2 ipsect

= e K
Nerenpa: [FAxTvanposano (naxwute AnA feaxtvsaunn) @ Mokasars cepracmrar  (F Usmenuts i Yaanums

[Dneaktveuposario (Haxmnte AnA axtusaumn) [ Cravats ceprugukar ¢ Mepesarpysue

Puc. 177

[Tonpaznen «Hactpoiika IPSec» cocTout u3 cieayronmx 0J0KOB:
1) «I'noGanbHbIe HACTPOUKNY;

2) «Crartyc 1 ynpaBlieHH€ COETUHEHUEM.

4.8.1.1. brok «I'mo6ambHBIE HACTPOUKI

Coxpatins

O 0BE/T
B0 0

DobasuTs

brok «['nmoGanbHbie HacTporikm» (cM. puc. 178) mpeaHasHadeH ISl HACTPOHKH

o0muX (7151 BCEX COSTUHEHUH ) TTapaMeTpOB CITYKOBI co3manus TyHHes «IPSecy.

bnok «I'moGanbHbIe HACTPOUKI

TNOGaNkHEIe HACTPOIKN
MyGRdKeI IP-anpec unin FQDN AnA Kpacoro MkTepdelica uik <%defaultroute>: o 192.168.4.1 BrntoueHoY)
3anepxxa nepen anyckom VPN (cekyna): 0o 0
Host-to-Net BupTyankHas uacTHas cers (Roadwarrior)

© 370 None 0GA3ATENbHO AN1A 3aNONHEHNs

00 [pit HEOOXOAMMOCTY 3Ta 33EPKKA MOKET MCTIONB30BATECA ANA BOSMOKHOCTH KOPPEKTHOMD AMHAMWHECKOTO OOHOBNEHHA DNS. 60 - OBLLIEYNOTPEOUMOE SHaUEHHE, KOTIa KpacHBIit HHTEp(eiic obnanaeT
AMHAMUECKAM |P-aPECOM

Puc. 178

CoXpaHHTL

B Tabmumme 86 npuBemeHo  ommcaHwe — dneMeHTOB  Onoka  «[moOanbHbIC

HACTPOMKW».

CKayaHo ¢ —IRELGULeE/Nole o)
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Ta6muma 86 — Onucanue amemMeHToB 0710Ka «I ' T0OaIbHBIE HACTPOMKH

DJeMEHT Onucanue

[Ipenna3naueno aist BBoja BHemHero IP-agpeca nim FQDN ceteBoro
uHTepdeiica, HCTIONB3YIOMIErocs s ycTaHoBIeHUs TyHHeNs [PSec
(mapametp <%defaultroute> npotokona «IPSecy).

JlanHoe moJie mpuMeHsieTcs K uaTepdeiicy, sl KOTOPOTo onpeaeneH
MapUIPYT IO YMOJTYAHHUIO

[IpennaznaueHo /Ui BBOJA BPEMEHU 3aJIeP>KKH B CEKyHIaX Mepes
HayaJioM Ipoliecca OpraHu3aliy TyHHES PU CTapTe MOJCUCTEMBI
3axBaTa M pa30opa MaKeToB

[Ipennaznaueno g BBoja |P-agpeca cetu.

[Tone «ITy6muunstii IP-anpec
umu FQDN nnst Kpachoro
uHTepderica nim
<%defaultroute>»*

[one «3anepxka nepexn
3amyckoM VPN (cexyHm)»?

ITone «Host-to-Net JanHbl1i1 anpec yka3blBaeTcs npu opranusanuu TynsHens [PSec, npu
BupryanbHas yacTHasi CETh | KOTOPOM TYHHEJb CO3/1A€TCS MEXK/Y OTAEJIbHBIM Y3JI0M U
(RoadWarrior)» YCTPOMCTBOM, OCYIIECTBISIOIIAM MapIIPYTH3AINIO MEXKTY

HECKOJIbKUMH CETIMU
[penHa3HaueH A/ BKIIOYCHUS/BHIKITFOUCHHUS CITYXKOBI CO3aHuUs
tyHHeIs «|PSecy

YekOokc «BKIHOUEHO

Kuonka «CoxpaHutb» [IpennasHaueHa a1l COXpaHEHHUS BBEJICHHON MH(OPMAIIMK U HACTPOEK

I[Ipumevyanus:

1. JTanHOE T10JIe 00S3aTEIIBHO K 3aI0OJTHCHHIO.

2. Ilpy He0OXOIUMOCTH 3T 33AEPIKKA MOXKET HCIIOIb30BATHLCS U1 BO3MO)KHOCTH KOPPEKTHOTO
nuHamuugeckoro ooHoBieHust DNS. 60 — o0meynorpebuMoe 3HaueHne, KOTAa «KpacHbli» uHTepdeiic odnanaer
JrHamuveckum [P-agpecom

4.8.1.2. bnok «Ctartyc u yrpaBieHUE COSTUHEHUEM»

brnok «Craryc u ympaBieHue coeauHeHueM» (cM. puc. 179) mnpenHasHaueH
JUISE  OTOOpaKEHHS CTaTyca W YIpaBiICHUS CO3JAHHBIX BPYYHYIO I0JIb30BATEJIEM

COCJIMHEHMH, a TAaK)KE CO3/IaHHUs HOBBIX.

bnok «Crtaryc 1 ynpaBieHUE COEAUHEHUEM»

CTaTyc 1 ynpaBneHne coeanHeHMeM
Wmn Tun Onucanne CocTonHne HevicTene

ipsec Cers (CepTudukar) ikev2 psect O 0EdR/T
ipsec2 vien (PSK) ikevz @ 7 U
Nerenpa: [7)AKTUBHPOBaHO (HaxwHTe ANA AeakTBauuy) @ Mokasarb ceprudukar  (f UsmeriTs 1 Yaanus
O featuenposaro (Haxuure ans akmsaum)  [JCravars ceprupusar  @epesarpyauTs
Puc. 179

B Tabmune 87 mnpuBeneHO omucaHue 37eMEeHTOB Oroka «Crtaryc W ympaBieHUE

COCINMHCHHUEM).

CKAYaHO ¢ —UELGYULeL 7N el
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Tabnuua 87 — Onucanue snemMeHToB 010ka «CTaTyc U yIpaBieHHE COSTUHEHUEM

DJeMEHT Onucanue

Nudopmanmonnas tadimia
«Crartyc u ynpasieHue
COEIUHEHUEM

[Tpenna3HaueHa 111 0TOOpa)KEeHUsI U B3aUMOJICHCTBUS M0Ib30BATEINS C
N00aBIIEHHBIMU paHee BPYUYHYIO COSAMHEHUSMU

o Kunonka «Ilepesarpy3utby. [Ipeanasnauena ass nepesarpys3ku
Kuomka « ™ » BBIOPAHHOTO COCIMHEHUS MIIM cepTH]UKaTa
Knonka «Ilokazats ceptudukary. [Ipennasnauena ais oroopaxeHus
uHpOpMAaLUU O HA3HAUYEHHOM JIaHHOMY COETMHEHHUIO cepTU(UKATE.
KHOMKA « 0 N Wndopmanusa OyaeT npeacTapieHa B OTKpBIBILEHCS cTpaHule. Jis
BO3BpaTa Ha MPEebIAYIILYI0 CTPAHUIy HEOOXOAUMO HaKaTh KHONKY
«Hazany» (mosiBUTCS BHU3Y CTPAHUIIBI)

E Knomnka «Ckavate ceprudurary. [Ipennaznadena s CKaYMBaHUs
Knomka « == cepruduxata Ha OBM agmunucTparopa
[TpennaznaueH s BBIOOpA BKIFOUCHUS/OTKIIFOUCHUS COSTMHEHUS (B
JTAHHOMW CTpOKE TabJuIlbl) 6€3 ero yAaleHus: U3 U3eNus
Knonka «M3menuts». [Ipeaqnasnauena s pegakTHpOBaHUs HACTPOEK
KHomka « 0 N BBIOPAHHOTO COEIMHEHUS U OTKpBIBaeT cTpanuily «M3meHenue
HACTPOEK COECTUHEHUSI»

YekOokc «/leiicTBrE)

KHonka «ﬁ N [IpennazHaueHa Juisl yajieHus: BBIOpaHHOTO COEIMHEHUS

HpenHaSHaqua JIIA HaCTpOﬁKH u ,Z[O6aBJ'IeHI/I$I HOBOI'0O COCAMHCHU:.

Knomnka «Jlo6aBUTH»
OtkpriBaeT 0kHO «Co3/1aHNE HOBOTO COEIMHEHMSD)

[Ton wuHdopmarmonHot Tabnuneit «CTaTyc W yOpaBlI€HUE COCIMHEHUEM)
npencraBieHa jaerenga (cm. puc. 180) Bcex BO3MOMKHBIX ACHCTBHI ¢ J00aBICHHBIMU

BPYYHYIO IIOJIB30BATCIIEM COCANHCHHUAMU B JAHHOM IIOApa31Cic.

Jlerennia nndopmanmonHon Tadnuibl «CTaTyc U yrnpaBieHUE COSTUHEHUEM

TNerexpa: [ AKTMBUPOBAHO (HA#MUTE ANA JeaKTHBaLuM) OHDFZBEB_t CEPTUDUKAT 0 M3MEHUTE ﬁ ¥0anuTh
[eakTMBHPOBAaHO (HaMMKUTE ANA aKTMBaLMK) CKayaTk CepTUMKaT MepesarpyanTo
k )

4.8.1.2.1. Oxno «Co31aHre HOBOT'O COETUHEHU»

OxHo «Co3/1aHIe HOBOTO COCTMHECHHMS TIPEICTABIIICT COO0 COBOKYITHOCTh CTPAHHMII
¢ wHacTtpoiikamu  (cm. puc. 181l m puc. 182) wu  mpemHasHaueHa IS CO3JAHHUS

u HaCTpOﬁKH HOBOI'O COCANHCHUA.

CKAYaHO ¢ —UELGYULeL 7N el
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Crpanuna «Co3znanue HoBoro coerHeHus No 1y

TUn coeaMHEHWR
TUN coOeaUHEHMNA:

#Hosi-to-Net BupTyantHaA 4acTHaa ceTe (RoadWarrior)
BupTyansHan 4yacTHaA CeTb TUNA CETL-CETh

NoGaBuTE

Puc. 181

Crpanuna «Co3ganue HoBoro coenuHenust Ne 1» (cm. puc. 181) mpexacrasisier
co00l CITUCOK YeKOOKCOB /11 BHIOOpPA OJTHOTO M3 TUIIOB CO3/1aBAEMOT0 COSIUHEHUSI.

[Tomp30BaTENIO A1 BBIOOPA JOCTYITHBI CISAYIOIINE BAPHAHTHI:

1) «Host-to-Net Bupryansnas yactHast cetb (RoadWarrior);

2) «BupTtyanbHasi 4aCcTHasl CETh TUIA CETh-CETh.

[Tocne axtuBamuu (BbIOOpa) HEOOXOAMMOTO UeKOOKca ClielyeT HaXaTh
KHOTIKY «Jl00aBHUTB» /1J1s1 Iepexo/ia K CIeIyoIIel CTpaHUIIe CO3JaHMsI HOBOTO COSAMHEHUSI.
Crpannna «Co3ganue HOBoro coeamHeHus Ne 2» (cm. puc. 182) mpennaznaueHa

JJIsA HaCTpOﬁKH co31aBacMoO1o COCAMHCHUA.

CTpaHI/II_Ia «COSI[aHI/Ie HOBOI'O COCANMHCHUA Ne 2»

WmA coenuHeHuA:

BrnwoueHo 4 TNokansHas noacets & 10.0.5.0/255 255.255 0
YaanéxHeld ysen / IP: @ ‘YnanéHHan nojceTs e
NokanbHbiii weHTudukaTop (ID): ‘YnanesHbin naeHTugukarop (D)

3aronosoK saMeyaHns ‘

0 OKOHY2HKU 33Tk AOMONHUTENLHAIE HACTPOMKM.

AyTeHTUMKALMA
® Wcnons308ats obwuii ko |
3arpy3uTs CEPTUEMKAT PKCS12

Mapone ganna PKCS12.I:I BuibepuTe tain | Daiin He BbiOpaH

KnueHT uaeHTudMUMpyeTca no cTpokam IPV4_ADDR, FQDN, USER_FQDN unu DER_ASN1_DN B none YaaneHHslii uaeHTUtukaTop(ID)

CoxpanuTb | OTmeHa

Puc. 182

CKauaHo ¢ —IUERGYL L7 ele o)
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B Ttabmuue 88 mnpuBenaeHo ommcaHue SJIEMEHTOB CTpaHUIbl «Co31aHuE HOBOTO

coeqHeHUs Ne 2.

Ta6muma 88 — Onucanue 35eMeHTOB cTpaHullbl «Co31aHue HOBOTO coequHeHUs Ne 2

DIIeMEHT Onucaunue
IIpenna3nadyeHo A1 BBOAA UMEHHU CO34aBAEMOT0 COEANHEHUS
[Mose «Umsint 2 pel a a a A
(TyHHETIS)
[TpennaznaueH s BBIOOpA BKITIOUYCHHS/OTKIIFOUEHUSI HOBOTO
YexOokc «BKIHOUEHOY
COEIMHEHUSI

[Ipeanaznaueno amns BBoja IP-aapeca ynanennoro y3na jyist ero

[one «Y nanennsrii y3en / [P»
y4acTHs B opraHu3anuu TyHHess «IPSecy

[Tone «JIokanbHbIN
unentudukarop (ID)»
[Tone «3aromnoBok [IpennaznaueHo /Ui BBOJA MPUMEYaHU K HACTPauBaeMOMY
3aMEYaHuUsD» COCJIMHEHUIO
[Mpenna3HaueH i BEIOOpA BKITFOUCHHS/OTKIFOUCHUS
UekOokc «I1o OkOHYaHUU | AOTOJIHUTEIBHBIX HACTPOEK AJITOPUTMOB OPTaHU3AIUN TYHHEIIS

[TpennasHaueHo a7 BBOJA UACHTU(UKATOPA JIOKATHHOTO Y371

3a1aTh JONOJHUTEIbHbIE «IPSec» nocie 3anoiHeHUsl OCHOBHOW MH(POPMALIMU O HACTPOMKax
HaCTpOﬁKH)) TYHHCJIA, a TAK)XKC OTKPBIBACT CTPAHUILY ((I[OHOJIHI/ITGJH)HI)IG
HACTPOMKH IO OKOHYAHUUN
[Tone [IpennaznaueHo g BBoja |P-agpeca nokanbHOM 0CETH, KOTOPAs

1,2

«JIokanbHas moaceTb» B3aMMO/IEHCTBYET yepe3 TyHHeub «IPSecy

[Ipennaznaueno nmst BBoja IP-aapeca ynanennoi noaceru, kotopast

TTone B3aMMOJICHCTBYET uepe3 TyHHenb «IPSecy.

" 2
«Y aneHHas ToaCeTh) [IpuMeuanue. JlaHHOE T10JI€ AKTHBHO TOJIBKO B pexxuMe «BupryansHast

qaCTHas CCTh THUIIA CETh-CCTh)

ITone «Y naneHHbIN
unentuduxatop (ID)»
Yex0Ookc «/cmonp30BaTh [IpennazHaueH A7 BKIIOYCHHSI/OTKIIFOUEHUST BO3ZMOKHOCTH

[IpennazHaueHo /Ui BBOJA HIEHTU(UKATOPA yAAJIEHHOIO y3i1a

OO KITIOU» ucronbp30Banus oomero PSK-kiroua
[Tone «Mcnonb3oBaTth o6umii | [Ipennaznaveno /i BBoja (ycraHoBku) oduiero PSK-kiroua ams
KITFOW» opraam3anuu TyHHens «IPSecy

[TpennasHaueHo A7 BHIOOPA BKIIOYEHUS/OTKIIIOUEHUS (DYHKIIMU
OpraHu3aIliy TYHHENS C UCIIOJIb30BaHNEM ayTeHTH()HUKAIINY C
MOMOIIBIO CepTH(HKATa

[IpennaznaueHa Jyis BIOOpa daiina /i 3arpy3ku ceptudukara
PKCS12 B uznenue

YekOokc «3arpy3uTh
ceprudukar PKCS12y

Knomnka «Bwibepute daiin

[one «ITapons daiina
PKCS12y
YexOoxc «Kianent
uAeHTU(PUIHUpYETCS O
ctpokam [IPV4 ADDR,

FQDN, USER_FQDN wunn
DER ASN1 DN B moie [Ipumeganne. Bo3MOXKHOCTh aKTHBAIMH TAHHOTO YeKOOKCA MOSBIISCTCS

TOJIbKO IIPY HAJTMYUHM KOPHEBOTO cepTU(UKaTa, BBITYLICHHOTO B TIOApa3/eie
«VPN» — «Bpimmyck cepTu(uKaToB»

[TpennaznaueHo I BBOA mapodis 1 (aiina ceptudukara PKCS12

[TpennasHaueH 11 BbIOOpa BKIIOUEHHS/OTKIFOUEHUS
ayreHTH(HKanuu KimeHTa o [P-agpecy, JTOMEHHOMY UMEHH WIIH
noito «Remote ID» B ceprudukare.

«Y najeHHbId
unentudukarop (ID)»

Knonka «CoxpaHutb» [IpennasHaueHa 11 COXpaHEHUs BBEJICHHOM MH(pOpMAIIUK U HACTPOEK
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DeMeHT Onucaunue

[Tpennasnauena asis Bo3Bpara B noapasaen «Hacrpoiika IPSec» 6e3
COXPaHEHMsI BBEJICHHbIX JIaHHBIX HA CTpaHMILIE

Kuomnka «Ormenay»

IIpumevyanus:

1. JlanHOE TI0JIE 00SA3aTEIIBHO K 3al0THECHHIO B peskuMe «HOSt-to-Net BupryanbHas yacTHas ceTh
(RoadWarrior)».

2. JlanHoe moJie 0053aTeNIbHO K 3al0JHEHUI0 B pexKUMe «BUpTyanibHas YacTHasl CETh THIA CETh-CEThY

4.8.1.2.2. Ctpanuna «/lonomHuTenbHbIe HACTPOUKHU MO OKOHYAHUI

Crpanuna «JlOMOJHUTCIBHBIC HACTPOWKHM 10 OKOHYaHHH»  (cM. puc. 183)
MpeAHa3HayeHa I BbIOOpa HACTPOEK MPOTOKOJIOB HIM(POBaHMS, KIHOYEBOro OOMEHa,
a TaKXe JeUCTBUM pu 0OHApYKEHUU HEPAOOTAIOIIUX Y3JIOB.

JlaHHass CTpaHWIA HACTPOCK JJI COCIWHEHUS OTKPBIBACTCS aBTOMATHYCCKHU
MPU CO3MaHWM HOBOTO COCIWHCHHWS W aKTHBAIMU 4YekOokca «Ilo oxkoHYaHWM 3amaTh
JIOTIOJTHUTENIbHBIE HACTPOUKWY» WM TPU H3MEHEHUM BBIOPAHHOTO COEJUHEHUS MOCIe

HaXaThs KHONKHU «CrieuaIbHBIN.

Crpanuna «/lonosHuTenbHbIE HACTPOUKH O OKOHYAHUM

CRneuvaniHelii:

ESP
MporoKon kioHes0ro obMera:

256 bit AES-CBC
192 bit AES-CBC
128 bit AES-CBC

ANTOPHTIA WHDPOBAHWS

[SHA2 512 bit SHAZ 512 bit
SHA2 384 bit

ATITODHTM KOHTPOIS LENOCTHOCTH

BpemaA KM3HM CEcoHn @ 3 4achi 1 yacsl

MOD

MODP-6144 MODP-61

MODP-4096 MODP-4036
MODP-3072 MODP-3072
MODP-2048 MODP-2048

MODP-1536 ~ [MODP-1536

rpynna Anggu-Xennmana

[eiictBue npu obHapyxennn Dead Peer

(EPaCOTAILLIX Y3MI0B: clear

Boeraa BkioueHo v
15 MuHyT v

TaituayT GeseicTana

B pes E (IKEV2)
© 370 none 06A3aTeN:HO ANA 3ANONHEHHA CoxXpaHuTe || OTMeHa

Puc. 183

Ha nanHoil ctpanuiie Hactpoiika mporokosioB «IKE» u «ESP» mnpencraBnena

OTACIbHBIMHA CTOJI6I_I3MI/I, HO C OAMHAKOBBIMU ITOCTPOYHBIMH IIApAMCTPAMHU.

VeI [=XK/1I04YU.ph
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[Ipu HacTpolike HEOOXOAMMO BBIOMpaTh mapameTpbl M g TpoTokona «IKE»
u 11t «KESPy. [{BeTOM B mepeyHsX BBIACIICHBI «YCTAaHOBJICHHBIC» TTapaMeTPhI (IIBET MOXKET
MEHSTHCS B 3aBHUCHUMOCTH OT HCIIOJIb3yeMOoro Opaysepa). Taxke B JaHHBIX MEPEUHSIX

JOCTYTICH MHOYKECTBEHHBIN BBIOOp (cM. prc. 184).

[Tepeynn mapaMeTpoB I HACTPOUKHU TTPOTOKOIOB «IKE» 1 «ESP»

IKE ESP

IKEv2 v

256 bit AES-CBC 256 bit AES-CBC

192 bit AES-CBC 192 bit AES-CBC
128 bit AES-CBC 128 bit AES-CBC

SHAZ2 512 bit
SH. 34 bit
'SHA2 256 bit

AES XCBC

SHAT ()
MDS ()

ack: 1 yacs!
M MODP-8192
M 4 MODP-6144
MODP-4096 MODP-4096
MODP-3072 MODP-3072
MODP-2048 MODP-2048

MODP-1536 ~ |MODP-1536 =

Puc. 184

[Ipumep. s MHOXKECTBEHHOTO BBIOOpa W3 TMPEACTABICHHBIX IEepeyHel
(mpuMep akTyalileH TPW KCIOJIb30BaHUM Opay3epa «SIHAEeKCc») HeoOXOIMMO, YACpKUBAs
aeByto kHomky «Ctrl» xmaBuatypbl, BBIOpaTh HaXaTHSAMH MBIIIKA HEOOXOIUMOE

U3 MIEPEYHEN.
B Ttabmune 89 npuBeneHo omnmcaHWe 3JIEMEHTOB CTPaHHUIIBI  <«J/lOomonMHUTEIbHBIC
HACTPOUWKH IT0 OKOHYAHHUI.

Tabmuma 89 — Onucanue 2JIEeMEHTOB  CTpaHUIBl  «JlOMOMHUTEIbHBIE  HACTPOMKHU

110 OKOHYaHHUI)»

DIeMEHT Onucanue

[Ipennaznauen aJis BpIOOpa ogHOTO M3 cienyomux Bepcuit «KEy,

Brinmagarommii cimcok
Jlatom paspelieHHbIX 11 VPN-TyHHes !

«HpOTOKOJ'I KJIIFOYCBOI'O

o6MEH. — «IKEvV1»;
— «IKEv2»
[Tepeuens as BeIOOpa [Ipenna3znauen a1 BBIOOpA OAHOTO HIJIM HECKOJIBKUX aJITOPUTMOB

«Anroputy™ mudpoparus»’: 2

[Tepevens ans BeIOOpa
[IpennaznaueH s BbIOOpa OJHOTO UM HECKOJIBKUX aJITOPUTMOB
«ANTOPUTM KOHTPOJIS

12 KOHTPOJIS LIEJIOCTHOCTH
LEJIOCTHOCTH» '

CKAYaHO ¢ —UELGYULeL 7N el

IJ_II/I(prBaHI/IH H3 IMMPCACTABJICHHBIX B IICPCUHC
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DeMeHT

Onucaunue

[Tone «Bpems xxu3uu

[IpennazHaueHo Ayt BBOJa BPEMEHH CYIIECTBOBAHHS CECCHH (B yacax)

ceccum»’r 23
[lepeuens ass BIOOpa [IpennaznaueH ajs BHIOOpA OJTHOM MITM HECKOJIBKHUX TPYIIIT
«'pyrma Inddu-Xemmanan®? | «Tuddu-Xemmvanay

Brimanmaromuii ciucox
«O6HapyxeHue
HEepabOTaIOIINUX Y3JI0BY

[Tpennasnauen i BbIOOpa OAHOTO U3 MPEICTABICHHBIX B CIIMCKE
BapuaHTa IeHCTBUN M3AemHs Ipu 00HAPY)KEHUH HEPaOOTAIOIMINX
y3710B. JlocTynHbl A1 BEIOOpa CIIEAYIOIINE BapUAHThI:

— «-OTKJIIOYEHO-»;

— «Clear» (ocTaHOBKA TYHHEJNS M OYHCTKA MapIIPyTOB);

— «hold» (He mpeanpUHUMAIOTCS HUKAKUE ICHCTBHS);

— «restarty (mepe3anyck IpOoTOKOJIa KIFYEBOro 0OMeHa).

[To ymomuanwuio: «cleary

one «Taitmayr DPD»?

[pennasHaueHo I BBOJA BPEMEHH OXKHIAHHS (B CEKYH/1aX) OTBETa
Ha 3amnpoc (QyHKIUK 00Hapy)eHus HepaboTaromux y3inoB «Dead Peer
Detectiony (manee — DPD). ITo ymomuanuto: 120 cexyrs

[Tone «3anepxka DPD»

[Ipeana3znaueHo st BBOJA EPHO/Ia BpEMEHU (B CEKYHIaX ) MEXKITY
sanpocamu pyHkiuu «DPDy. ITo ymomyanuto: 30 cexkyHq

Yexookce «|KE+ESP:
KUCIIOJIb30BATh TOJBKO
MPEJIJIOKEHHBIC HACTPONKIY

[TpenHa3HaueHO TS BKITFOUCHUS/OTKIFOUCHHSI HCIIOIH30BAHMSI TOJIBKO
MPEAJIOKEHHBIX HACTpoeK A1 poToKoJoB «IKE» u «ESP»

UYexb60kc «CoBepieHHas
oreperKarolas CeKpeTHOCTh
(PES)»

HpenHasHaqu JJIs1 BLI60pa BKJIIOUEHUS/OTKITIOUEHUS (0280005050 «Perfect
forward secrecy» (manee — PFS) B mpotokoie «IPsecy»

YekOoxc «JloroBop o cxxaTuu
I0JIE3HBIX JAHHBIX»

HpenHasHaqu JJIsA BLI60pa BKJIIOUCHMS/OTKIFOUCHHUS (I)YHKI_II/II/I
CXXaTus MOJIC3HBIX JaHHBIX

YexOokc
«BKIIFOUNTH pacuIMpeHue

MOBIKE (IKEv2)»

[TpennaznaueH s BBIOOpA BKIIOUYSHHS/OTKIIFOUEHUS PACITUPEHUS
npotokoia «IKEvV2y mis moommsHbIX oakimoueHuit « MOBIKE

Brimagaronmmii ciucok
«JlericTBHE MIPH 3aITyCKE»

[IpennazHaueH 715 BBIOOpa OJJHOTO U3 CIEAYIOLIUX [1apaMeTPOB:
— «YCTaHOBUTb COETMHEHHE T10 3aIPOCY»;
— «Bcerna BkiroueHo».

Ilo YMOJYAHUIO: «Bceraa BkiIroueHO»

Brimmanaromuii Ciucok
«TaiimayT Ge3neicTBUS»

[TpennasHaueH /i BEIOOpa OJHOTO U3 CIEAYIOIUX apaMeTPOB:
— «-be3 orpann4yeHun-»;

— «5 MUHYTY;

— «10 MunyT?;

— «15 MunyT?;

— «30 MuHYT?;

— «1 gacw;

— «12 gacoBy;

— «24 4gacay.

ITo ymomyanuio: «15 MUHYT»

Knonka «CoxpaHutb»

[TpennaznaueHa sl COXpaHEHUs! BBEJCHHON HH(GOPMAIIUU M HACTPOEK

CKAYaHO ¢ —UELGYULeL 7N el
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DeMeHT Onucaunue

[Tpennasnauena ass Bo3Bpara B nmoxpasnaen «Hacrpoiika IPSec» 6e3
COXPaHEHMsI BBEJICHHbIX JIaHHBIX HA CTpaHMILIE

Kuomnka «Ormenay»

IIpumevyanus:

1. TlapameTp mist HacTpoiiku nmpoTokona «IKEy.
2. [TapameTp U1 HACTPOMKH MPOTOKoJa «ESPy.
3. omnst, o6s13aTeNbHBIE K 3aMI0THEHUIO

4.8.1.2.3. Ctpanuna «M3mMeHeHne HaCTPOCK COCAMHEHHUS

Crpanuna «M3meHenne HacTpoek coemuHeHus» (cMm. puc. 185) mpemgHazHaueHa

I pEAAKTUPOBAHNA HACTPOCK, CO3JaHHBIX BPYYHYIO ITOJIB30BATCIICM COCI[I/IHCHPlﬁ.

CTpaHI/IIIa «3MeHeHme HaCTPOCK COCANHCHU>

WUms coenuHeHun: ipsec2

BrnioyeHo k4 TNokanbHas noAcets @

YaanénHoin ysen / IP ‘ ‘ YnanéHHas noAceTb
JNokanbHbii MaeHTHduKaTop (1D): ‘ ‘ YaaneHHbell naeHtudukarop (1D) I:I

3aroNoBoK 3aMeyaHua ‘

AyTeHTUMKaYnA
Mcnonb30BaTh OOLMA KN4 | ......

| COXpaHHTL | CneunanbHbli | OTMeHa ‘

Puc. 185

B Tabmuie 90 mpuBeneHO omucaHue SIIEMEHTOB CTpaHUIbl «VI3MeHeHne HacTpoek

COCINHCHUA).

Tabmuma 90 — Onucanue 2IeMEeHTOB cTpaHuIlbl «3MeHeHne HACTPOCK COCTUHEHU S

DIeMEHT Onucanue
HndpopmarninonHoe nosue [IpennaznaueHo i 0TOOpaXkeHus: THPOPMAIIUU O UMEHHU
«Msa coenuHeHUSDY (0003HaUEHUH) COETMHEHNS, BRBIOPAHHOTO JJIsi U3MEHEHUS
[MpenHaszHayeH g BEIOOPA BKIFOUEHMS/OTKIIOUEHNS BEIOPDAHHOTO
YexOokc «BKiIroueHO» pel a p p

COEIMHEHUS
[IpennaznaueHo g pepakTupoBanus |IP-agpeca ynajgeHHoro ysmna s
€ro ydactus B opranuzauuu tynuens «IPSecy

ITone «Y nanennsiii y3en/IP»

[Tone «JlokanbHbIH [Ipenna3zHaueHo aJ1s1 peaKTUPOBAHUS UACHTHU(UKATOPA JTOKAITHHOTO
unentuduxarop (ID)» y371a
[Tone «3aronoBok [IpennasHaueHo s BBO/IA MPpUMEYaHUN K HACTPAauBaEMOMY
3aMeuyaHus» COEIMHEHUIO

CKAYaHO ¢ —UELGYULeL 7N el
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DeMeHT Onucaunue

[Ipeanaznaueno nus pepaktupoBanus |IP-anpeca nokanbHOIM noaceTH,
KOTOpas B3aMMOJICHCTBYET yepe3 TyHHENb «IPSecy
[TpennaznaueHo g penaktupoBanus |P-agpeca yaneHHON NOACETH,
KOTOpasi B3aUMO/JICHCTBYET Yepe3 TyHHeb «IPSecy.

ITomne «JIokaibHag MOJICETHY

Tlomne «Y nanenHas 1oJaceThby
Hp NUMCUYAHUC. I[aHHOC I10JIC aKTUBHO TOJBbKO B pe>1<1/IMe «BI/IpTyaJ'H:Ha}l

qacTHasdA CCTh TUIIA CCTh-CCTh»

ITose «Y naaeHHBIN [Ipeana3zHaueHo 1J1s1 peIaKTUPOBaHUS UACHTHU(UKATOPA YIaJEHHOTO
uaentuduxarop (ID)» y31a
Ilone «Mcnombp30oBaTh [Ipenna3znaueHo ajs pepaktupoanus oodmero PSK-kmroua aiis
00NN KITFOU» opranusanuu TyHHens «IPSec»
Knonka «CoxpaHuTb» [Ipenna3zHaueHa 411 COXpaHEHHS BBEICHHON MH(OPMAIIMU U HACTPOEK

[Ipenna3naueHa s peJakKTUPOBAHUSI JOTIOJHUTEIbHBIX HACTPOEK
aIropuTMOB opranu3anuu TyHHens «IPSecy», a Takke oTKpbIBaeT
cTpaHuly «/lonoaHuTENbHBIE HACTPOMKHU 110 OKOHYAHUN»

(m. 4.8.1.2.2)

IIpenna3znauena s Bo3Bpata B nojpasnen «Hacrpoiika [PSec» 6e3
COXPAHEHUs BBEJICHHBIX JAHHBIX HA CTPAHUIIE

Knonka «CrnenuanbHBIN»

Kuonka «Ormenay

4.8.2. Tlompaznen «Hacrpoiika VPN

[Tonpazmen «Hactpoitka VPN» (cMm. puc. 186) mnpegHazHaueH s CO3MaHHS

Y HACTPOMKHM IK3EMIUISIPOB CEPBEPOB U KIMEHTOB VPN.

[Tonpasznen «Hactpoiika VPN»

Cnucok cepeepoe VPN

Homep | Wms BUpTyanbHblit agpec MOpT yAaneHHoro cepeepa 3NeKTPOHHOI NoYTI WHTepdelic CocTosHue | [lefcTeue
1 [server MocT Ha 1194 tap0 3ANYILEH ]
3 10.9.1.0/255.255.255.0 1198 tun4 octaHoeneHINA]
Co3[aTh HOBbIit 3k3eMnnAp VPN-cepeepa |
Cnucok knneHToB VPN
Homep Mma MOPT yAANEeHHOr0 cepBepa aNeKTPOHHOI NoYT WHTepdeiic CocTosHue [leiicTBue
1 clientsrv1 1195 tun1 OCTAHOBNE i}

| C03[aThb HOBLIH 3K3EMNNAD VPN-KTHEHTA |

Puc. 186

VeI [=XK/1I04YU.ph
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[Tonpaznen «Hactpoitka VPN» cocTouT u3 ciaeayronux 6JJOKOB U CTPaHUIL:
1) 6ok «Cricok cepepoB VPNy;

2) crpanuna «Hactpoiika cepsepa VPNy;

3) crpannua «JlobaBiieHUE JOKATBbHON MOACETY;

4) crpannua «JloGaBiieHuE CETH KIIMEHTAY;

5) ctpanuna «3menuTs BoIOpaHHbIi SKk3eMIUsp VPN-KieHTay;

6) cTpaHula «YTIpaBlieHUE cepTUDUKATAMI,;

7) 610k «Crucok kieHToB VPN,

8) ctpanmuia «Hacrtpoiika kiuenta VPN,

9) crpannua «M3MeHuTh BEIOpaHHbIN 3K3eMILIsIp VPN-kiuenrtay;

10) crpanuia «Y JaleHHBINA y3e.
4.8.2.1. bnok «Criucok cepepoB VPN»

bioxk «Criucox CEpBEPOB VPN» (cm. puc. 187) npeaHa3HaYeH

JUTS OTOOpaKeHMSI, CO3/IaHUS U PEJaKTUPOBAHUS CO3/TaHHBIX Moib3oBarereM VPN-cepBepos.

biok «Crniucok cepBepoB VPN

Cnucok cepeepoe VPN

Homep | MmA BupTyankeHbli agpec lMopT yoaneHHoro cepeepa 3NeKTPOHHON NoYTh WHTepdeic CocroaHue NercTeue
1 |server MocT Ha 1194 tap0 SANYILIEH ]
3 10.9.1.0/255.255.255.0 1198 tun4d OCTAHOBINEH f? ﬁ
Co30ath HOBLII 3k3emMnnAp VPN-cepsepa |
Puc. 187

B Ttabmume 91  npuBemeHo — ommcaHue — 3JeMeHTOB  Onmoka  «Crmcok

cepBepoB VPN».

VeI [=XK/1I04YU.ph
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Tabnuua 91 — Onucanue snemeHToB 0j0ka «Criucok cepBepoB VPN

DJeMEHT Onucanue

Nudopmanmnonnas tabnumna | [IpeaHaznaueHa ajis oToOpaxkeHus: 100ABJICHHBIX paHEE BPYYHYIO
«Cnucok cepepoB VPN» | VPN-cepBepoB 1 B3auUMOIEHCTBUS ¢ HUIMU 110JIb30BATES

Knonka «M3menutsy. IIpenHasnadena s perakTupoBaHus

Kromnka « f? » no0aBieHHOTrO paHee BpyuHyto VPN-cepBepa v OTKpbIBaET CTPAHUILY

«V3menuTh BRIOpaHHBIHN 3k3eMIUsip VPN-cepBepay

Knomnka «¥Y namutey. [Ipenqnaznadena juist yaaneHus: 100aBISHHOTO

KHOIKA « ] 5 panee BpyuHyto VPN-cepsepa u3 nadopMannoHHON TaOIHIbI

«Cnucok ceppepoB VPN

[Tpennaznauena juist coznanust Hoporo VPN-cepBepa ¢ 3a1aHHbIMU

MOJIb30BaTEJIEM MapaMeTpaMu U OTKphIBaeT cTpanuily «Hacrpoiika

cepepa VPN»

Knomnka «Co31aTh HOBBIN
sxseMiuip VPN-cepsepa»

4.8.2.2. Ctpanuna «Hactpoiika cepsepa VPN»

Crpanunia  «Hactpoiika  cepepa VPN»  (cm. puc. 188)  mpenHasHaueHa

JJIA CO34aHNs HOBOI'O VPN-cepBepa C 3aJaHHBIMH I10JIb30BATCJICM IIapaMCTPpaMH.

Crpanuna «Hactpoiika cepsepa VPN»

Tekywjee cocrosHue cepeepa VPN
NokansHoe ums ysna / Brewnui IP-agpec cepeepa VPN ’192168.11—\"
Mogeers VPN [10.9.1.0/255.255.255.0 |
Pexum "Benoro cnucka
MpoTokon TCP ~
NokaneHbii NopT 1202
Pasmep MTU 1500
Cxartue LZO =
MaxcumansHoe Yncno nons3oeaTene 100

10

WHTepBank Nogep#En COEAMHEHUR (ping/ping-restart):

120
Sanyckars UP-ckpunT Npi nepesanycke coegnHeHns
OTKM4NTE PACCHIKY MAPWPYTOR
CTeneHb nogpoGHOCTH ¥ypHana 3 v
WndposaHre AES-256-GCM o
LienoYka anropMTMOE ANA yCTaHOBNSHWA COSAMHEHHA TLS-ECDHE-RSA-WITH-AES-2 v
Bpems kusHW cOEQMHEHNA (CeK) 3600

JaNpaAWNBATL HASHAYEHHE CEPTHNKATA YANEHHOMD Y3na
HacTpoiikk Radius

BrmiouwnTe ayTeHTHdmEaum Radius
Mwn yana unw IP-agpec cepeepa Radius

MNopT AnA ayTenTdukaurm (UDP)

MNept aAnR cBopa AaHHbix (UDP)

MakcumansHoe YNCno NoNbIToR

Bpems oTeeTa (B cERyHgax)

OGwmi cexper

MepeknicynTheA B pekum TAP || CoxpaHuTe || Ynpaenexne cepTudmMkaTamm || 3anycTuTe VPN | MNepesanycTute VPN

¥npagnenne NOKaNbHEIMH CETHMM

lNokanoHas noaceTs [ewcTene

[oGaeuTe NOKANbHYK CeTh

¥Ynpagnenue ceTAmMM nuenTtos VPN

HMms YaanéxHan nofcetn DeiicTene

HobasnTo cets knuenTa || CtatucTika coeauretuin VPN

Puc. 188
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Hactpouts VPN-cepBep BO3MOXKHO B CIEIYIOIIMX PEKUMAX:
1) «TAP» — obecrieurBaeT CETEBYI0 KOMMYTAIIHIO Ha ypoBHE L2;

2) «TUN» — obecnieunBaeT ceTeByt0 KOMMYTaIuio Ha ypoBHe L3.

B Tabmune 92 npuBeneHo omucaHue aneMeHTOB  crpaHunbl - «HacTpoiika

cepepa VPN».
Ornrcanue 3JIEMEHTOB TAHHOW CTPaHMIIbI TPEACTABIICHO C YY€TOM aKTUBUPOBAHHOTO

PaCIIMPEHHOT0 PeKUMa pabOThl U3EITUSL.

[IlpuMevyanue. BxiaoyeHHe paclIMPEeHHOTO peXHUMa MPEIyCMOTPEHO B pazjene «MexceTeBoit

9KpaH», MOCPEICTBOM BbIOOpa dekOokca «PacmmpeHHblt pexxum» B moje «HacTpoiikm» moapasmena

«HacTpoiiku MeKCceTeBOro 3KpaHay.

Tabnuua 92 — Onucanue snemeHToB cTpanullsl «Hactpoiika cepsepa VPN

DIeMEHT

Onucanue

WNudopmanmonnoe nose
«Tekyiee cocTrossHUE
cepeepa VPNyl 2

[Ipeana3znaueHo njst OTOOpakKeHUs COCTOSIHUS (CTaTyca) cepBepa
VPN. [JoctynHsl Juis 0TOOpa>keHHsI CTaTyChl:

— «OCTAHOBIJIEHY;

— «3AITYIIEH»

Brmagaromuii Crimcok
«JIokanpHOE UMS
y3na / Buemnuii [P-anpec
cepsepa VPNy! 2

[IpennaznaueH 15 BRIOOpA M3 MPEICTABICHHBIX B CITUCKE BHEITHUX
IP-anpecoB unu Bcex uMeH ceTeBbIX nHTEp(deiicoB cepepa VPN

Ions «Anpec/macka
(He0053aTENBHO)»?

HpenHa?,HaquH AJI1 BBOJA CIICAYIOINX JaHHBIX:
— BepxHee nosie — BHemHui [P-aapec «mocray;
— HIJKHEE 10JI€ — BHEIIHSISI MacKa «MOCTay

[Tons «/Inanaszon [P-agpecos
119 VPN-ki1ueHToB
(OT..J10, HEOOA3ATENEHO)»?

[Ipenna3naueHns! U1 BBoAa auarnasona [P-agpecos s VPN-kimeHToB
(B BepXHEM I10JIe HAYAJIO THAra30Ha, B HYKHEM — OKOHYAHHE)

IMoste «ITomcets VPN»!

[Tpenna3HaueHo A7 BBOJA MOJICETH, KOTOpasi OyAET HCII0JIb30BaThCA
B TyHHene VPN

Yex0OoKc

«Pexum «benoro crimckay®

IIpenHasHaueH 115 BKIOUECHUS pexuMa «bemnoro crimckay, koraa

K COCIMHEHUIO Yepe3 TyHHeIb VPN nomyckaroTcst TOJTbKO KJIMEHTHI U3
pa3peltieHHbIX ceTell (MPUCYTCTBYIOIIMX B CIIUCKE «YTIpaBlIeHUE
ceTsiMu KIHEHTOB VPNY)

Brimagarommii coiucox
«IIpoTokom»! ?

[TpennaznaueH s BBIOOpA MPOTOKOJA, UCIIOIB3YEMOTO ISt
VPN-cepBepa. JlocTymHbI 1J1s BBIOOpA CIIEYIONINE TapaMeTPhl:
— «TCP»;

— «UDPy

one «JIokanbHblii mopT»! 2

[Tpenna3HaueHo a1 BBoJa HH(OPMAILMHK O JIOKAJIBHOM MOpPTE, HA
KOTOPBIN IIPUXOJAT 3aIPpOChI HA ycTaHOBJIeHUE VPN-coennHeHus
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DeMeHT

Onucaunue

[one «Pasmep MTU»! 2

[TpennazHaueHo /i BBOJA MAKCUMAJIBHOTO pa3Mepa akera s
HacTpanBaeMoro cepsepa VPN

Yekooke «Cxarne LZO» 2

[IpennaznaueH s BRIOOpA BKIFOUCHUS/OTKIIFOUEHUS UCTIOIB30BaAHUS
ITOpUTMA C)KaTHUsl JaHHBIX 0€3 MoTeph Npu nepeaade nHhopMaluuu

ITone «MakcuManbHOE YHCIIO
HOJIb30BaTeeH» " 2

[TpennasHaueHo A7 BBOJA MAaKCUMAIILHOTO YHCIa MOJIb30BaTeNeH
cepsepa VPN

ITons «MHTEpBaIBI
MOJIJICPIKKH COCTMHEHUS
(ping/ping-restart)»* 2

[TpennazHaueHsb! )11 BBOJA HHTEPBAIOB TOIICPIKKUA COCTUHEHUS

(B cexyHaax) B caeayroIieM ¢popmare:

— BEpXHee MoJie — BpeMs, uepe3 KOTOPOe OTIPABIIseTCs PiNg-3arpoc;
— HIDKHEE T10JIe — BPEMEHHON MHTEPBAJl MKy BBITOJTHCHHSIMA
KOMaH 1bI «ping» cepBepa VPN B pexxuMe 0KUIaHUsS €r0 BO3MOXKHOTO
repe3arrycka mpu 00Hapy>KeHUHU OTCYTCTBHS OTKJIMKOB Ha ping-3ampoc

YekOokc «3amyckarb
UP-ckpunt npu nepesamycke
coeIMHEeHus»

[TpennasHaueH i BEIOOpA BKITFOUEHUS/BBIKITIOYCHHUS 3aITyCKa
BHYTPEHHET0 CKpUIITa 00pabOTKH CUTYaLMH [Iepe3anycKa COeJMHEHUs

Yek6okc «OTKIHOYUTH
PACCBUIKY MapIIPyTOB»™ 2

[TpennazHaueH s BEIOOpA BKIIFOUCHUS/BBIKITIOYCHHSI HEOOXOIMMOCTH
pPacChUIKM MapLIPYTOB CETEH, HACTPOCHHBIX B cepBuce VPN

Brimagaromnmii cuucox
«CrerneHp MoAPOOHOCTH
mypHana»l' 2

[IpennaznaueH 175 BbIOOpa OJIHOM U3 MPEACTAaBIEHHBIX CTENIEHEN
HOJpOOHOCTHU 3anMCcH COOBITUI B JKypHasl. JlocTyIHbBI BapUaHThI
BbIOOpa: oT 0 10 11, rae 0 — MuHKUMAaNbHasI CTENEHb 3aIlUCH, &

11 — makcumasibHast

Brimaarommii cnucox
«lluppoanuex’ 2

[IpennaznaueH s BeIOOpa aJiropuTMa MudpoBaHUs, IPUMEHSIEMOTO
JUI Iepeiayyl JaHHbIX B COeAMHEHUH, hopMupyembiM cepBepom VPN

Brragaromnii crimcok
«Ilenoyka aroOpuTMOB JUIS
YCTaHOBJICHUS COCTMHEHMS) "

[TpennasHauen i BbIOOpa OAHOM U3 MPEJICTABICHHBIX B CIIMCKE
1enoyku (6J10Ka) aNropuTMOB, IPUMEHSEMBIX IPU YCTAHOBJICHUU
coequaenuss VPN

ITone «Bpems xu3Hu
coenuHenus (cex)»’ 2

[TpenHazHaueHo /Ui yCTAaHOBKH MOJIb30BaTENEM POMEXKYTKAa BpEMEHH
JI0 aBTOMaTHYECKOT0 pa3pbiBa YCTAHOBJIEHHOIO COEAMHEHHUS B CIydac
OTCYTCTBHSI aKTUBHOIO 0OMeHa nHdopmanuen

YekOokc «3ampaniBarb
Ha3Ha4YeHHe cepTUdUKaTa
yaanéuuoro ysuayt 2

[IpennaznaueH a7 BEIOOpA BKIFOUEHUS/OTKITIOUEHUS (DYHKIIUN
3ampoca Ha3HauYeHUs cepTudukaTa y1aJeHHOTO y3i1a (He00X01uMo
JUTs POBEpKH MH(OpMALIMY B TIOJIe Ha3HAUYCHUS cepTUduKaTa)

Yekbokc «BKIOUNTH
ayrenTHduKarmio Radiusy? 2

[IpennazHaueH 71 BbIOOpa BKIFOUEHUS/OTKIIIOUEHUS TPOBEPKU
MOJIJIMHHOCTH C IIOMOILBIO TPOTOKOJIA AJIs aBTOPU3ALINH,
ayTeHTUHKanuK 1 yuéta «Radius» B ciiyuae HaTU4us B CETH
cepsepa Radius

ITone «Mms y3ma ninm
IP-azpec ceprepa Radiusy? 2

[Ipenna3znaueno ass BBosia MMeHHu y3ia win [P-anpeca cepepa Radius
JUTSI IOAKJIIOYEHUS K HEMY

[Tone «ITopTt nus
ayrentudukamuu (UDP)»! 2

[IpennaznaueHo /i BBoja nopta st ayreHtudukauu (UDP)
cepBepa Radius 151 mOAKITIOYSHHSI K HEMY

[Tone «Ilopt myst c6opa
nanubIX (UDP)»h 2

[Ipenna3znaueno asst BBoja mopta it coopa nanasix (UDP) cepBepa
Radius a1 HOAKIIOUEHHsI K HEMY

[Tone «MakcuManbHOE YHCIIO
HOMBITOK» ! 2

[Ipenna3zHaueHo s BBO/IA MAaKCUMAIBLHOIO YHCJIA MOMBITOK
MOJIKJIIOUeHUs K cepBepy Radius B pamkax 3ampoca Ha MOJKITIOYCHHE

[Tone «Bpemst orBeTa
(B cexyHmax)»l 2

Hpe,uHasHaquo AJid BBOJIa MAKCUMAJIbHOT'O BpCMCHHU OTBCTA OT
cepBepa Impu MOIKIF0YEHUH K cepBepy Radius B pamkax 3ampoca Ha
IIOAKJIIFOYCHUEC

TTone «O6mwmit cereT»l' 2

[IpennasnayeHo y1si BBOJIA CIy4allHOM CTPOKH, KOTOpast
pacmpeenseTcss MeX,ly KIMEHTOM U CEPBEPOM 3alIHUIIEHHBIM 00pa3omM
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DeMeHT

Onucaunue

Knonka «IIepeximrountses
B pexxuiM TAP / TUN»

[TpennasHaueHa i NepEKIIOUEHUS MOJIb30BaTeNIeM CepBepa 13
pexuma «TAPy» B pexxum « TUN» u Hao6opoT

Knonka «CoxpaHuTb»

[IpennaznaueHa Juisi cOXpaHeHUs! BBEJCHHBIX HacTpoek cepBepa VPN

Kuornka «YnpasneHue
cepTuduKaTamMmu»

IIpenna3zHaueHa 11 OTKPBITUSA U HACTPOMKU CTPAHULIBI « Y IIPABJICHUE
cepTUPUKATAMUY

Knonka «3amyctuts VPN»

[IpennasHaueHa s nepesarycka cepepa VPN ¢ ykazaHHbIMU
M0JIb30BaTEIeM HACTPOHKAMHU.

[Ipumeuanue. /JaHHas KHOMKa TOCTYIHA TOJBKO IOCIE 3aTPy3KH
cepruduKaTa Ha CTpaHMIE « YTIpaBieHHe cepTuduraraMm

Knonka
«IIepesanycturs VPN»

IIpennasnauena s 3anycka cepsepa VPN ¢ ykazaHHbIMU
II0JI30BATEJIEM HACTPOHMKaMHU.

[Ipumeuanue. /JaHHAs KHOMKA TOCTYIIHA TOJBKO I1OCIE 3arpy3KU
cepTUdUKaTa Ha CTpaHHUIEe «YIpaBIeHHE cepTUHUKATAMUY

Wudopmannonnas Tabnumna
«YnpaBieHue JOKaTbHBIMH
CEeTAMM»

[IpennasHaueHa a1t OTpaKeHUst MH(GOPMAIMK U BOZMOKHOCTH
B3aUMOJICHCTBUS C JIOKAIBHBIMU CETSMHU, K KOTOPBIM OTKPBIT JOCTYII
yepes coenuHenue VPN co ctopons! kianentoB VPN

Knomnka «Jlo6aBuTh
JIOKAJIbHYIO TIOJICETh

[Ipenna3znaueHa a1 100aBICHUS HOBOM JIOKAJTBLHOM MOJICETH
MOJI30BATEJIEM M OTKPBITHUS CTPaHUIIBI «Jl00aBieHre JOKATBHOM
MOJCETH

Wudopmannonnas Tadnumna
«YTpaBieHHue CeTIMU
KIMeHTOB VPN

[TpennaznaueHa IS OTpakeHUsT HHPOPMAITUU U BO3MOXKHOCTH
B3aMMOJIEUCTBHUS C CETAMU KIMEHTOB VPN, K KOTOPBIM OTKPBIT JOCTYII
yepe3 coenunenne VPN

YekoOoxkc «/JlelicTBre

HpenHasHaqu JJIsA BLI60pa BKJIIOUCHUS/OTKITFOUCHHUS onpez[eneHHoﬁ
CCTH

Kuomnka « ‘? »

Kuonka «MI3MeHUTDY. Hpez[Ha3Haqua JJIs1 U3BMCHCHU A BBI6paHHOI>’I
CCTH

Kuomnka « ﬁ »

Knomnka «VY nanutey. [Ipenqnaznadena s yajaeHust BRIOpaHHOW CeTH

Kuornxka «J[006aBUTb CETh
KJIMeHTa»!

[TpennasHauena a1 1006aBICHUS HOBOM CETH KJIMEHTA MOJIb30BaTeIeM
U OTKPBITHSL cTpaHuLbl «JloOaBieHHne ceTH KIUEHTa»

Kuonka «Cratuctuka
coequnennii VPNy

[IpennaznaueHa sl OTKPHITUS cTpaHUIIbl « CTaTUCTUKA COSTMHEHUN
VPN» 1 npocmoTpa mpeaCcTaBIeHHON TaM OJHOUMEHHOM
uH(pOpMaMOHHON TabmuIB! co ctatucTukoir VPN-coennHeHui.

s Bo3Bpara Ha ctpanuily «Hacrtpoiika cepsepa VPNy» HeoOxoaumo

Ha)XaTh KHOIIKY « 4,
[Ipumevanwne. [lanHas KHOMKA TOCTYITHA TOJBKO TOT/a, KOT/Ia OBLITH

3arpy’KeHbl cepTU(UKATHI HA CTPAHUIIE « Y IPaBJICHUE CepTUDUKATAMUY U
nansblii cepep VPN Obu1 3anymies.

IIpumeuanus:

1. OnemenT crpanunbl noctyneH g padotrel VPN-cepsepa pexume « TUN».
2. DyeMeHT CTpaHulpbl focTyneH uis paboTel VPN-cepepa pexxume « TAP»
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4.8.2.3. Ctpanuia «/lobaBneHre J0KaTIbHON MOJACETH

Crpanunia «JlobaBnenue mokanmpHOM momceTn» (cM. puc. 189) mpeanasznadeHa
11 10OaBJIEHMsI HOBOM JIOKAJIbHOM MOJICETH M0JIb30BATEIIEM.

Jns noOaBneHHs JIOKAIbHOM TOJCETH cieayeT BBecTu [P-ampec/macky mopacetu
Y Ha)kKaTh KHONIKY «J100aBUTH JIOKAJIbHYIO CEThHY.

Knonka «OtmeHa» mnpeaHasHaueHa JUIsl BO3BpaTa IOJB30BaTENsl Ha CTPAHUILY

«Hactpoiika cepepa VPN 6e3 coxpaHeHus BBEICHHBIX JaHHBIX.
Crpanuna «Jlob6aBieHue JOKAIbHON TOJICETH

Oo6aeneHne NoKansHOW NoaceTH 7

=
[
on
on
(%]
£n
on
fa
£n
cn
o

NokansHas NoaceTb |1EJE.1GE-.2.-

| No6aBWTL NOKANLHYIO NOACETh || OTMeHa |

Puc. 189

4.8.2.4. Ctpanuna «/loGaBneHune cetr KINEHTa»

Crpanuna «J/lobaBnenne ceru wimeHta» (cm. puc. 190) mnpeanaszHaueHa
JUTst T0OaBJIEHHS] HOBOW CETH KIIMEHTA MOJIb30BaTENIEM.

s noGaBiieHHs HOBOM CETH KJIMEHTA CJIEIyeT BBECTU MMsI KJIMEHTa (MMS KJIMEHTa
JTOJI7KHO COBNAJATh C MMEHEM, yKa3aHHBIM B cepTudukare), |IP-anpec/mMacky KiInMeHTCKON

IMOACCTH U HAXKATh KHOIIKY ((I[O63,BI/ITB CCThb KJIUCHTA».

VeI [=XK/1I04YU.ph
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Crpanuna «Jlob6aBieHue ceTy KIUEHTa»

Oo6aeneHne NOQCeTH KNWeHTa 7

KNueHT

AJIpec KNWEHTCKOM NOACETH | 10.9.1.0/255.

[o0aBUTE CETh KNWEHTa || OTMeHa |

Puc. 190

4.8.2.5. Crpanuna «13meHuTs BIOpaHHbIi sk3eMIuisip VPN-cepBepa»

Crpanuna «/3menuts BbIOpaHHBIN 3Kk3eMiusip VPN-cepBepa» mpeaHazHaueHa
IS peIaKTUPOBaHUS J00aBJICHHBIX paHee M0JIb30BaTEIEM BPYUYHYIO
HacTtpoek VPN-cepBepoB M aHalorWyHa CTpaHMIIE, OMUCAHHOW MoapoOHO B 1. 4.8.2.2

HACTOSAIIETO JOKYMEHTA.
4.8.2.6. Crpanuna «YnpasieHue cepTuhukaTaMmm)

Crpannma «YmpaBienue ceptudukatamu»  (cm. puc. 191)  mpemHasHaueHa
JUISL TIPEIOCTaBJICHMSI TOJB30BATEI0 BO3MOXKHOCTH 3arpy3uTh HOBBIA cepTU(UKAT
YIOCTOBEPSIOINIETO [EHTPa, CTEHEPHUPOBAThH 3aMpPOC Ha CEPTHU(UKAT WM 3arPy3UTh HOBBIN
CIIMCOK OTO3BaHHBIX CEPTU(HUKATOB.

JlaHHasi cTpaHMIIA TTO3BOJIIET aKTUBHPOBATH HEOOXOMMBIH TTOJIH30BATEIII0 YEKOOKC
Y HaXKaTh KHOMIKY «Jlanee» s nepexoaa K ganbHelen padote ¢ cepTuduKkaTaMu.

Knonka «OtMeHa» mnpenHa3HayeHa Uil BO3BpaTa IMOJb30BATENsl HA CTPaHUILY

«Hactpoiika cepepa VPN 6e3 coxpaHeHUsI BBEICHHBIX JTaHHBIX.
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Crpanuna «YnpasieHue cepTuhukaTaMmm)

YnpaeneHe cepTU@HKaTaMH 3

3arpy3anTh HOBbII CEPTUIDUKAT YAOCTOBEPAKLIETD LIEHTPA

3arpy3uTb HOBBIA CMWCOK OTO3BAHHbLIX CEpPTUPUKEATOR

| Danee || OTMeHa ‘

Puc. 191

4.8.2.6.1. Ctpanuiia «3arpy3uTh HOBbII CepTU(PHUKAT yIOCTOBEPSIIOLIETO IIEHTPa»

YekOoKc «3arpy3uTh HOBBIN CepTU(HUKAT yIOCTOBEPSIONIETO IIEHTPAY MPeTHA3HAYCH
JUIS  OTKPBITHSI CTPAHMIBI «3arpy3ka HOBOTO cepTH(HKATa  yJIOCTOBEPSIONIETO

eHTpa» (cMm. puc. 192).

Crpanuna «3arpy3ka HOBOTO cepTu(dUKaTa yI0CTOBEPSIOIICTO IICHTPa

Jarpyska HOBOrO CepTHdMKaTa YA0CTOESPAKOWETO LeHTpa 3

BriGepuTe thaiin |':Dar1r He BLIGpaH

| 3arpy3uTk HOBLIA CEPTHMHKAT YA4OCTOBEPAILWETO LeHTpa || OTMeHa |

Puc. 192

Ha nmanHOil cTpanunie HeoOxoaumo BbIOpaTh Ha OBM aamunuctparopa Gaiin
ceprudukara (MpeaBAPUTEIIBHO TMOIYYEHHBIM B YIOCTOBEPSIONIEM IIEHTPE) HCIONb3YS

KHOTIKY «Bp16epute daiim.
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BriOpannslii cepTudukar ciieryeT 3arpy3uTh B U3/I€/IMe HaXKaB KHOMKY «3arpy3uTh
HOBBIN CepTU(DUKAT YIOCTOBEPSIOIIECTO IICHTPAY.
JI71st OTMEHBI 3arpy3Ku HOBOTO cepTuduKaTa U Bo3Bpara Ha cTpanully «Hacrtpoiika

cepBepa VPN» He00X01uMo HaKaTh KHOMKY «OTMEHaY.
4.8.2.6.2. Ctpannna «CreHepupoBaTh 3arpoc Ha CepTUPUKAT

Yex6okc «CreHepupoBath 3arpoc Ha cepTU(UKAT» MpeJHA3HAUYEH JUIsl OTKPBITUS
ctpanuibl « CreHeprpoBaTh 3arpoc Ha cepTudukaT» (cm. puc. 193).

JlanHast cTpaHMIa TO3BOJSET CPOPMHUPOBATH 3alpoC Ha BbLAAUY cepTU(UKaTa
YAOCTOBEPSIOLIUM LIEHTPOM IIyTEM 3aIlOJHEHHs M0JIb30BaTeaeM (HOpMBI JUIsl AalIbHEHIIEeH

OTHPABKU B yIOCTOBEPSIOIINI LIEHTP.

Crpanuna «CreHeprpoBath 3apoc Ha cepTudura

Sanpoc cepTHgMKaTa 1

MNonHoE WMA NONb30BATENA UMW CHCTEMHOE MMA
KOMNBHOTEDI G

MoYTOBLIA afpeC NoNnL30BaATENA

[enapTaMedT Nonk30BaTens

Ha3eaHWe opraHn3alum

ropoa

OGNacTb UMK paioH

CTpaHa | Russian Federation v |

CreHepMpoBaTh 3anpoc Ha CepTMhUKAT || OTMEHA |

0370 none ofA3aTentHO ANA 3an0onHEeHWA

Puc. 193

B Tabmume 93 mpuBeneHo ommcaHue A1IeMEHTOB  (OPMBI IS 3AITOJTHEHHS

IIOJI30BATCIICM.

CKauaHo ¢ —IUERGYL L7 ele o)


Пишущая машинка
Скачано с

Штамп


227
HIIEII.465614.005P11

Ta6Jmua 93 — Onmcanue JIEMEHTOB q)OpMLI IS 3aIlIOJIHCHUA I10JIB30BAaTCIICM

DJeMEHT

Onucanue

Ilone «IlomHOE MM
II0JI30BATEII WU
CHCTEMHOE UMS
KOMITBIOTEPA

[Ipeana3znaueHo 1J1s1 BBOJIA TTOJIHOT'O UMEHH TTOJIb30BATEIIS UITH
CHUCTEMHOTO UMeHU DBM.

IIpumeganue. JlanHOE TIOJIE OOS3ATEIEHO K 3aITOTHCHHIO

ITone «IlouToBBIN agpec
10JIb30BATEIIS»

Hpez[Ha3Haquo AJIs1 BBOJIA ITIOYTOBOI'O agpeca mMoJIb30BaTCIIA

[Tone «/lenaprameHT
10JIb30BATEIIS»

Hpez[Ha3Haquo AJI1 BBOJIa OTACTIA IIOJIB30BaTCJId B OpraHHU3allun

Tlone «Ha3Banue
OpraHU3aAIHI

HpenHaSHaquo U BBOJld HAa3BaAHUS OpraHU3alliy I1OJIb30BaTCIIA

[Tone «I'opoa»

HpenHaSHaquo U1 BBOJIa ropozaa IoJib30BaTeClIsd

[Tone «O0nacTh niaKM paiion»

[IpennaznaueHo /i 00JaCTH UM pallOHA [10JIb30BATENS

Brimanatomuii ciucox
«CtpaHnay

[Ipenna3HaueH a1 BBIOOpA OAHOM U3 MPEJICTABIICHHON B CITHCKE
CTpaHbl MOJIH30BATEIIS

nmenu (DN) cepruduxkara

I[Ipumeyanue — YKa3aHHBIC OIS TAOJHUIIBI JOJDKHBI COOTBETCTBOBATH aTPUOYTaM B YHHKAJILHOM

[Tocne 3amonHenus Gopmbl 3ampoca Ha cepTUdUKAT nanee HeOOXOAUMO HaXaTh

KHONIKY «CreHepHpoBaTh 3alpoc Ha CEPTUPHUKATY.

Haxxatue Ha kHomKy «CreHeprupoBaTh 3apoc Ha CEPTUPHUKAT» OTKPHIBACT CTPAHUILY
«O0paboTka 3ampoca Ha ceptudurar» (cMm. puc. 194), B KOTOpO MOXHO CKaudaTh

AK3EMIUISP 3ampoca Ha cepTudukar, BelOparh (aiin ceprudukata Ha IBM u 3arpy3uth

€ro B u3CJIucC.

Crpanuniia «O0paboTKka 3ampoca Ha cepTUHUKAT

O6paboTKa 3anpoca Ha CepTUgHKAT 3

E':r:a'-la—:. JAanpoc Ha cepTUMKEaT

| BriGepuTe haiin |':Da£|r He BeiGpaH

| 3arpyanTh CEPTUDMKAT |

CreHepMpoBaTh HOBbIA 3anpoc || OTMEHA |

Puc. 194
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Knonka «CrenepupoBaTh HOBBIA 3ampoc» TMpenHa3HayeHa Jjs BO3BpaTa
10JIb30BaTeNs K cTpaHulle «CreHepupoBaTh 3apoc Ha cepTUdUKaT.

Knonka «OtmeHa» mpenHa3HaueHa MJii BO3BpaTa IOJIb30BATENsl K CTpaHUIIE
«Hacrporlika cepBepa VPN».

[Tocne reHepanuu mNEpBOro 3ampoca Ha CEPTHUQPUKAT — CTPAHMLA «YIIpaBJICHUE
cepTuduKaTaMm» WU3MEHUTCS Ha IIPEICTABICHHY O Ha pucynke 195

(moka creHepupoBaHHbIN 3ampoc He OyeT oOpaboTan).

N3meHenHas cTpaHuiia «YpaBieHUEe cepTuduraTaMm»

YnpaeneHHe cepTHPHKATAMH 3

3arpy3uTk HOBLIN CEPTUMKAT YAOCTOBEPAKLLETD LIEHTPA

O6paboTaTk 3anpoc cepTHdUKaTA

Jarpy3nTh HOBLIA CNMCOK OTO3BAHHLIX CEPTUDMUKATOR

| Hanee || OTMeHa |

Puc. 195

4.8.2.6.3. Ctpanwuiia «3arpy3uTb HOBBIN CITMCOK OTO3BAaHHBIX CEPTH(PUKATOBY»

YekOoKC «3arpy3uTh HOBBIA CIMCOK OTO3BAHHBIX CEPTH(MUKATOBY» IpEIHA3HAYCH
JUISL OTKPBITHS CTPAHMIBI «3arpy3uTh HOBBIM CIIMCOK OTO3BAaHHBLIX CEPTH(MUKATOBY
(cm. puc. 196).

Jlannas CTpaHuWIa II03BOJSET II0JIL30BATENI0 BBHIOpATh (aiijl HOBOIO CIIHCKA

OTO3BAaHHBIX CepTI/I(l)I/IKaTOB H 3arpy3uThb €ro B U3JCJINC.

VeI [=XK/1I04YU.ph
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Crpanuna «3arpy3uTh HOBBIA CITMCOK OTO3BAHHBIX CEPTU(PHUKATOBY

3arpyaka HOBOro CNMUCKA OTO3BAHHBIX CEPTH(MKATOR 1

BribepuTe hann |':Daﬁr HE BblDpaH

‘ 3arpy3MTb HOBLIM CNUCOK OTO3BaHHLIX CEPTUMUMKATOB H OTMeEHA ‘

Puc. 196

Ha nawHoii cTpanuiie HeoOxomumo BbiOpaTh Ha OBM aitn HOBOro cmmcka
OTO3BAaHHBIX CEPTU(DUKATOB UCIOIB3Ys KHOTIKY «Br1oepute daitm.

Br1OpanHblii Qaiin ciaenyeT 3arpy3uTh B U3/€TUE HaXKaB KHOMKY «3arpy3uTh HOBBIN
CIIHCOK OTO3BaHHBIX CEPTHU(PUKATOBY.

Jlis oTMEHBI 3arpy3kd HOBOT'O CIIMCKAa OTO3BAaHHBIX CEPTHU(PHUKATOB M BO3BpaTa

Ha cTpanuily «Hactpotika cepBepa VPN» HeoOxoaumMo HakaTh KHOTIKY «OTMEHaY.
4.8.2.7. brok «Crincok kiueHToB VPN

biok «Cnucok KJIINEHTOB VPN» (cm. puc. 197) MpeaHa3HAaYeH
T OTOOpaXEeHWs, CO3MaHUs W  PENAKTUPOBAHMS  CO3JAaHHBIX  TOJH30BaTEIEM

VPN-KJI1EeHTOB.

brnok «Croucok kiimeHntoB VPN»

CnMCcoK KNHeHToE VPN

Homep | MmA MopT yAaneHHoro cepeepa 3NEKTPOHHOW NOYTLI VHTepdeiic CocToAHKE [eiicTene

1 1195 twn1 OCTAHOBINEH 7

| Co30arh HOBbIH 3k3eMnnap VPN-KneHTa ‘

Puc. 197
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B tabnuie 94 npuBeneHO onucaHue MeMEHTOB 0J10ka « CIIHMCOK KIIMEHTOB VPN,

Taomuna 94 — Onmcanue 31eMeHToB 010ka «Crimcok kimeHToB VPN

DeMeHT Onucaunue

Nndopmannonnas rabnuua | [Ipeanasnaudena ans orodpaxenus 100aBI€HHBIX paHee BPYUHYIO
«Cnucok kieHToB VPNy» | VPN-kiineHToB 1 B3aMMOICUCTBHUSI C HUMU MOJIb30BATEISI

Knonka «M3menuthy. [Ipennasnadena ais pe1akTMpoBaHUs

no0aBJIeHHBIX paHee Bpy4uHyl0 VPN-KIHEHTOB U OTKPBIBAET CTPAHUILY
«3MeHnTh BBIOpaHHBIN dK3eMIusIp VPN-kueHTay

Knomnka «Y nanute». Ilpeanasnadena ams yaaaeHus 100aBISHHBIX

panee BpyuHyto VPN-KkiI1eHTOB U3 nHGOPMaIMOHHON TaOIUIIbI
«Crnucok knreHToB VPNy

[Ipennaznauena s coznanust Hoporo VPN-kineHTa ¢ 3aJaHHBIMU
MOJI30BATEJIEM NTapaMeTpaMH U OTKpbIBaeT cTpanully «Hacrpoiika
kiuenta VPNy

Kuomnka « t? »

i

Kuoomnka « = »

Knomnka «Co31aTh HOBBIN
sk3eMIuisip VPN-kinueHnTay

4.8.2.8. Ctpanuna «Hactpoiika kiuenta VPN

Crpanuna  «Hactpoitka wmmenta VPN»  (cwm. puc. 198) mpennasnadeHa

IJT CO3/1aHus HOBOTO KineHTa VPN ¢ 3a/1aHHBIMU MOJIB30BATEJIEM ITapaMETPaAMMU.

Crpannna «Hactpoiika kimenta VPN

HacTpolika knuenTa VPN 2

Tekyliee COCTORHNE KnueHTa VPN OCTAHOBINEH
NokanbHsli NopT 1197

Pasmep MTU 1500 |
10
120

WHTEpBank! NoAAepKKK COENMHEHIA (ping/ping-restart):

Cxkarue LZO <
3anyckaTb UP-CKpUIT NPk Nepe3anycke CoeUHEHNS
OTKMIO4HTL PACcChINKy MapLIPYTOB

CreneHb nogpobHOCTY XypHana 3 v
LLIncppoBaHMe AES-256-GCM v
Llenoyka anropuTMOB ANA YCT2HOBMEHNA COENUHEHNR TLS-ECDHE-RSA-WITH-AES- v

3anpaluMeaTh HasHa4YEHWe CEPTUODHKATA Yan&HHOoro yana

ABTOMATMHECKOE OTKIICHEHHE HEAKTWBHOCTH YCTPOACTBA TUN/TAP(CER)

KONW4eCTBO NONLITOK COEAWMHEHMA KIHEHTa C CEPBEPOM

HacTpoliki aETopnaaumnm Radius

BKMIOYMTE ayTEHTHDMKALMIO Radius

NoruH

Mapans

TEepeKNUUTECA B PEXUM TAP H COXpaHHTE || YNpaeneHne cepTHdmrkaTami | 3anyctute VPN || Mepesanyctuts VPN

CNMCOK yAanéHHLIX yanoe VPN

Homep YoanéHHeii ysen / IP TMopT yOaneHHoro cepeepa aNeKTPOHHOI NoYThl Mpotokon DeicTeue
1 192.168.1.1 1194 tcp Fmav

VeI [=XK/1I04YU.ph
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Hactpouts kimuenTa VPN BO3MOXKHO B CIIEAYIONINX PeKUMaX:
3) «TAP» — o0ecrieurBaeT CETEBYI0 KOMMYTAIIHIO Ha ypoBHE L2;

4) «TUN» — obecrieunBaeT ceTeByr0 KOMMYTaIUIO Ha ypoBHe L3.

B Tabmuie 95 mpuBeneHo omucaHue 3JEMEHTOB cTpaHuilbl «HacTpolika KineHTa
VPNy.
OnucaHue 3JIEMEHTOB JIAHHON CTPAHUIIBI MPEICTABICHO C YYETOM aKTUBUPOBAHHOTO

PaCIIMPEHHOT0 PeKUMa pabOThl U3EITUSL.

[IpuMevyanue. BxioyeHne pacUIMpPEHHOTO pEKHUMa MPETyCMOTPEHO B pazjene «MexceTeBoit

9KpaH», MOCPEICTBOM BbIOOpa dekOokca «PacmmpeHHblt pexxum» B moje «HacTpoiikm» moapasmena

«HacTpoiiku MeKCceTeBOro 3KpaHay.

Tabmuua 95 — Onucanue snemeHToB cTpanullsl «Hactpoiika kimuenta VPN

DIeMEHT

Onucanue

HNudopmannonHoe mosne
«Tekymee cocrosiHnE
kmuenta VPNyb 2

[Ipeana3znaueHo a5t 0OTOOpaKeHUSI COCTOSIHUS (CTaTyca) KIMeHTa
VPN. [JoctynHsl Juis 0TOOpa>keHHsI CTaTyChl:

— «OCTAHOBIJIEHY;

— «SAITYIIEH»;

— «COEJIMHEHUWE

Ions «Anpec/macka
(He0053aTENBHO)»?

Hpe}lHaL’nHa‘{CHBI AJI1 BBOJA CIICAYIOINX JaHHBIX:
— BepxHee 1nosie — BHemHui [P-aapec «mocray;
— HIDKHEE 10JI€ — BHEIIHSISI MacKa «MOCTay

Tone «JlokanbHbI opT»* 2

[Ipeana3znaueHo ajst BBoja HH(OpMAIIUHU O JIOKAJTLHOM TOpTE, Ha
KOTOPBIN IIPUXOJAT 3a1pockl Ha ycraHoBiaeHue VPN-coennHeHust

one «Pazmep MTU»! 2

[Tpenna3HaueHo 1715 BBOJA MAKCUMAIIBHOTO pa3Mepa ImaKeTa Js
HacTpauBaeMoro kirenta VPN

ITona «MutepBaibl
MOAJIEPKKH COETUHEHUS
(ping/ping-restart)»’: 2

[IpenHazHaueHs! 1)1 BBOJa MHTEPBAJIOB MOJIEPKKU COSTUHEHUS

(B cexyHaax) B cienyroiiemM Gopmare:

— BEpXHee I0JIe — BpeMs, uepe3 KOTopoe OTIpaBIsieTcs: Ping-3arpoc;
— HWKHEE I10JI€ — BPEMEHHOM MHTEPBAJI MEX/1y BBIIIOIHEHUSIMHU
KoMaHIbl «ping» cepBepa VPN B pexxrMe 0)kUJ1aHUs €r0 BO3MOKHOTO
nepe3arycka npu oOHapy>KeHHUH OTCYTCTBUSI OTKJIMKOB Ha
ping-3amnpoc

Yexooke «Crxatre LZO»L 2

[TpennasHaueH /i BbIOOpa BKIIOUEHHSI/OTKIFOUEHUS UCIIOIb30BaHUS
ITOpUTMa CKaTUs JaHHBIX 0€3 moTeph Npu nepeaade nHdopMaluu

YekbOokc «3armyckaTh

UP-ckpunt npu nepesarycke

COCTMHEHHS» " 2

[IpennaznaueH a1 BHIOOpA BKIFOUSHUS/BBIKITIOUCHHS 3aITyCKa
BHYTPEHHETO CKPHUIITa 00pa0OTKH CUTYAINH Mepe3anycKka COSTMHESHUS

Yekooke «OTKITIOUNTH
PACCBUIKY MapmpyToB»L 2

[TpennaznaueH a7 BHIOOpA BKIFOUEHUS/BBIKITIOYCHHSI HEOOXOIUMOCTH
PacChUIKM MapIIpyTOB CETEM, HACTPOEHHBIX B cepBruce VPN

CKAYaHO ¢ —UELGYULeL 7N el
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DeMeHT

Onucaunue

Brimagaromnmi cuucox
«CreneHp MoApPOOHOCTH
mypHana»l' 2

[TpennasHaueH i BbIOOpA OAHOM M3 MPEICTABICHHBIX CTETICHEH
OJIPOOHOCTHU 3anMcH COOBITUH B )KypHall. JlocTyHBI BapUaHThI
BbIOOpa: ot 0 1o 11, roe 0 — MUHMMAaNbHAs CTETICHb 3aIHCH, a

11 — makcumasibHast

Brinmagarommii ciucok
«IIndpoanner’

[IpennaznaueH s BRIOOpA aJiropuTMa mudpOBaHUS, IPUMEHIEMOTO
JUISL TIEpe/layyl JaHHBIX B co3aaBaeMoM kinente VPN

Brimagarommi crimcok
«llenouka anropuT™MoB 115
YCTaHOBJICHUS COEIMHEHUS " 2

[Tpennasnauen i BbIOOpaA OAHOM U3 MPENICTABICHHBIX B CIIHCKE
1ernoyvky (0JI0Ka) alrOPUTMOB, PUMEHSIEMBIX TIPH YCTaHOBJICHUN
coenquHenuss VPN

YekOokc «3anpanimBaTth
Ha3zHaueHHUe cepTuuKaTa
yIanéHHoro y3na»’

[penna3HaueH A1 BBIOOpA BKIFOUEHHSI/OTKIIIOYCHUS (DYHKIIUN
3arpoca Ha3HAYeHHS cepTU(UKATa YIAICHHOTO y3Jia (HE00X0aruMO
JUIsl IPOBEPKH MH(OpMAIIKMH B 110J1€ HA3HAYCHHUS cepTH(HKATa)

[Tone «ABTOMaTHUYECKOE
OTKJIFOUYCHNE HEAKTUBHOCTH
ycrpoiictBa TUN/TAP (cex)»

HpenHaSHaquo U1 BBOJIa BpEMCHHOI'O JHaIla30Ha, IIpyU KOTOPpOM
KIIMCHT OTCOCIUHUTCA OT CEPBEPA, KOrga KaHajil MEKAYy CCPBEPOM U
KIIMCHTOM YCTAHOBJICH, HO II0 HCMY HHUYCTO HC IICPCHAACTCA

TTone «KoianuecTBO MOIBITOK
COEIMHEHUS KIIMEHTA C
CEpPBEPOM»

HpenHaSHaquo JJIA BBOJJa KOJIMYCCTBA ITIOIIBITOK, ITOCJIC KOTOPBIX
KIIMCHT NNCPECTAHCT COCAUHATHCA C CCPBCPOM

Yexbokc «Brirrounts

ayTeHTU(UKALIUIO Radius»!?

I[pennaznayeH i BEIOOpA BKIIFOYEHHsI/OTKIFOUEHHUS TPOBEPKU
HOJTMHHOCTH C TOMOIIIBIO TIPOTOKOJIA ISl aBTOPU3ALIHH,
ayTenTH(UKanuy 1 yuéra «Radius» B ciryyae HaM4us B CETH
cepsepa Radius

Ilone «JIoruny»

[IpenHasHayeHo U1 BBOJIA HMEHU YYETHOM 3alMCH MOJIb30BaTENS

ITone «Ilaposb»

HpenHasHaquo AJI1 BBOJIa TapoJIsd yquHOﬁ 3allMCH ITOJIB30BaTECIIA

Knonka «Ilepexirountses
B pexxuM TAP / TUN»

IIpenna3HaueHa I HEPEKITIOYECHNUS 110JIb30BaTeNIeM KIHEHTA U3
pexxuma «TAP» B pexxum «TUN» 1 HaoOopoT

Knonka «CoxpaHutb»

HpenHasHaqua AJI1 COXPAaHCHUS BBCACHHBIX HACTPOCK KIIMCHTA VPN

Knonka «Ynpasienue
cepTuduKaTamMmu»

[TpenHazHaueHa JUIst OTKPBITHS U HACTPOMKHU CTPAHUIIBI « Y TIPABICHHE
ceptudukaTamMm»

Knomnka «3amyctuts VPN»

[IpennasHauena s nepesamnycka kimeHta VPN ¢ ykazaHHbIMU
II0JI30BATEIEM HACTPOUKAMHU.

Hp HUMCUYAaHUC. ﬂaHHaH KHOITIKa JOCTYITHA TOJBbKO I10CJIE 3arpy3Ku
CepTI/I(i)I/IKaTa Ha CTpaHuIe «anaBneHHe CepTI/I(l)I/IKaTaMI/I»

Knomnka
«IIepe3anyctuts VPN»

[Ipennasnauena s 3anycka kamenta VPN ¢ ykazaHHbIMU
M10JIb30BATEIEM HACTPOUKAMH.

[Ipumedanue. JlaHHas KHONIKA IOCTYITHA TOJbKO IOCJIE 3arpy3Ku
cepTUduKaTa Ha CTpaHHuIle «YIpaBIeHHEe cepTUuhUKaATAMUY

WNudopmannonnas Tadnuua
«Cnucok yJaneHHbIX y3J10B
VPN»

[TpennasHauena st oTpakeHUs HHGOpPMALUU U BOZMOKHOCTH
B3aMMOJICHCTBHS CO CIIMCKOM yAaleHHBIX Y3108 VPN

YekOokc «/leiicTBre)»

[IpennaznaueH ass BbIOOpa BKIFOUEHUS/OTKIIIOUEHHUS ONPEEIIEHHOTO
ynanenHoro y3na VPN

Knomka « #%»

Knonka «IloBbiienne npuopureray. [Ipennasnauena ais NogHATUSA
BBIOPAHHOTO y3J1a B CIIUCKE U COOTBETCTBEHHO MOBBIIICHUS
PUOPUTETA OJKITIOUEHHSI BHIOPAaHHOTO YAAJIEHHOTO y31a
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DeMeHT Onucaunue

Knonka «IIonnxenue npuopureray. llpenHasnadena st CHUXKEHUS
Knonka « ¥ » BBIOPAHHOTO y3J1a B CIIUCKE U COOTBETCTBEHHO IMOHMKEHMUS
PUOPUTETA TOJKIIOUEHHSI BHIOPAHHOTO YAAJICHHOTO Y3712

7 Kuornka «M3menuts». [IpeanasHadena st ©3MEHCHHUS BBIOPAHHOTO
Knomka « ¥ » ynanensoro ysna VPN

il Kuornka «Y namutey. [IpeanasHadena st yjajaeHust BIOPAHHOTO
Kuomka « = » yaanenHoro y3na VPN

[Ipenna3znaueHa s 100aBICHUS HOBOTO yIajJeHHOTO y31a VPN

Knormka «/[o6aBuTh aapecy» o
M0JIb30BATEJIEM M OTKPBITHUSI CTPAHUIIBI «Y JTAJICHHBIN y3€I»

IIpumeuanus:
1. DnemeHT cTpanuibl noctyneH i padbotel VPN-ceprepa pexxume « TUNy.
2. DneMeHT CTpaHuIlBl focTyneH st padboTel VPN-cepBepa pexume « TAP»

Crpanuna «YmnpapieHue cepTudukaTaMu» MpelHa3HauYeHa sl MPEeoCTaBIICHUS
MOJTP30BATETI0 BO3MOXXHOCTH 3arpy3UTh HOBBIN CepTH(HUKAT YIOCTOBEPSIONIECTO IIEHTPA,
CrCHEpUpOBaTh 3alpoc Ha cepTU(UKAT WM 3arpy3UTh HOBBIM CIHCOK OTO3BaHHBIX
cepTU(PHUKATOB M aHAJIOTUYHA CTPAHUIIE, ONKMCAHHON MoapoOHOo B 1. 4.8.2.6 HacTosIIero

JIOKyMEHTA.
4.8.2.9. Crpanuna «3MeHuTh BIOpaHHBIHM dKk3eMIUIsip VPN-kineHTay

Crpanuna «/3MeHuTh BbIOpaHHBIA 3K3eMIUslp VPN-knueHTta» mnpenHazHaueHa
IS peaaKkTUpOBaHUs JI00aBJIEHHBIX paHee MIOJI30BATENEM BPYYHYIO
HacTpoek VPN-kiueHTOB W aHamoruyHa CTpaHWIlE, OMHCAaHHOW moapoOHo B m. 4.8.2.8

HACTOSILETO TI0KyMEHTA.
4.8.2.10. Ctpanuia «Y naaeHHbIN y3em»

Crpanuna «YpaneHHsli y3em» (cm. puc. 199) npennazHauena miis a00aBJICHUS
HOBOTO yaaneHHoro y3ia VPN.

s noOGaBneHUs HOBOro ynajaeHHoro ys3na VPN cinexgyer BBecTH ynajeHHbBIN
anpec/IP y3ma, mopT ymaiseHHOTO cepBepa SJEKTPOHHOW TOYTHI, CETEBOM MPOTOKOJI

YIAJIEHHOTO y3J1a U Ha)KaTh KHONKY « COXpaHUTh MapaMeTphbl yAAICHHOTO y371ay.
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192.168.1.1

MopT yOaneHHOro CEPEEPA 3NEKTPOHHOMN MoYTh | 1194

MpoTokon

4.8.3. Tlompaznen «GRE»

[Tonpasznen «GRE»

GRE-tyHnHenei.

NoBaBuTtk GRE TyHHenb
GRE
Wms
IP-anpec nokansHoro MHTepdeiica
IP-agpec yaaneHHoro nHTepdeiica
IP-agpec nokansHoro nitepdeiica GRE
Macka ceTn nokanbHoro uHTepdeiica GRE

MTU
COXPAHUTb

Cnucok GRE TyHHenei

Umn noKansHo
gre 192.168.4.1

yAaneHHo
192.168.4.11

TCP w

‘ COXpaHWTL NapaMeTphl YOanEHHOIo y3na H OTMEHA |

Puc. 199

(cm. puc. 200)

[Togpaznen «GRE»

Anpec
192.168.100.1

Puc. 200

MMpCaAHa3Ha4YCH

Macka cetn
255.255.265.0

TUTS

B tabnuue 96 npuseneHo onucanue aneMeHToB nojapasaena «GRE.

VeI [=XK/1I04YU.ph
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Ta6muma 96 — Onucanue anemeHToB nojapaszaena «GRE»

DnemMeHT Onucanue
[Tone «ms» [Tpenna3naueno a1 BBojga nuMeHn HoBoro GRE-TyHHens
[Tone «IP-anpec nokansHoro | Ilpeanaznadeno i BBoAa jokanbHOro IP-anpeca ycrpoiictsa, ot
uHTepdeiican KoToporo Oynet ycranaBiuBarbess GRE-TyHHenp
[Tone «IP-anpec ynanennoro | Ilpeanasnaueno nist BBoga IP-agpeca yaaneHHoro yctpoiictsa, ¢
uHTepdeiican KOTOpbIM OyneT ycranaBiuBarbesi GRE-TyHHenb
[Tone «IP-angpec nokansHoro | IlpeanasnayeHo Juist BBoJa BUPTyallbHOTO JOKajabHOro IP-anpeca
unrepdeiica GRE» GRE-rynnens
ITone «Macka cetu nokanbHoro | Ilpeanasnadeno uis BBoaa IP-macku ams nokaniesHOTO aapeca
unrepgerica GRE» GRE-ryHHens
[Tpenna3HaueHo A7 BBOJA MAaKCUMAJILHOTO pa3Mepa Makera Jjs
IToste «kMTU» pea A A p P A
GRE-ryHHens
Knonka «CoxpaHuTb» [Tpenna3HaueHa 11 COXpaHEHUs BBEJCHHOM HH(pOpMaLUK U HACTPOEK

Nndopmannonnas tabiauua | Ilpeanasnayena ans orpaxkeHus HHGOpMaLUU U BO3MOKHOCTH
«Cmucok GRE tynneneir» | B3aumogeiictBusi co cniuckoM GRE-Tynneneit
Knonka «13menutsy. [Ipeqnasnauena a1 M3MEHEHUs1 BBIOPaHHOTO

Kromnka « f? » GRE-TyHHens 1 OTKpBIBaeT CTpaHuIy «VI3MEHUTh BHIOpAHHBIN
GRE-tynHens»
ﬁ Knonka «Y nanutey. [Ipeqra3snadena ajis y1ajieHust BRIOPaHHOTO
Knomnka « = »

GRE-tyHHens

4.8.3.1. Ctpanuna «3menntsb BoiOpanubiii GRE-TyHHETBY

Crpanuna «3MeHUTH BBIOpaHHBIT GRE-TyHHE B [peaHa3HaYeHa
IUTSL pEAKTUPOBAHUS HACTPOEK OJTHOTO M3 J1I00aBIEHHBIX paHee MOJb30BaTeNIeM BPYUHYIO
GRE-TyHHenei.

[Tonsi, mocTymHble K WM3MEHEHUIO AHAJIOTMYHBI NPEACTaBIECHHBIM Ha CTpPaHUIIE
[Toxpaznen «GRE» u onucansl moapoOHO B 11. 4.8.3 HACTOSAIIEr0 TOKYMEHTA.

Jlyist mpuMeHeHus BHECEHHBIX U3MEHEHUN B HacTpoiiku BeiOpanHoro GRE-TyHHens

HE00X0MMO HaXKaTh KHOTIKY «COXpaHUTbHY.
4.8.4. Tlompaznen «Brimryck cepTuduKaToBy

[Tonpaznen «BpImyck cepTu(UKATOBY» (cm. puc. 201) npeaHa3HaueH

JUTSI TIpETHA3HAYEH I YIIpaBJieHUs! cepTUPUKATaMHU.
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[Toapazaen «BeImyck cepTUPUKATOBY»

YoocToEepAKLW WA LEHTP

| WNma | CepwiHeI Homep | HekcTBMTENEH C

HeiicTBMTENEH OO0 | HekcTeHe

3anpockl Ha BeIQavy cepTUdUKaTa

CKa4aTb CMMCOK OTO3ZBAHHLIX CepTHC.bI-'IKaTOB

CreHepWpoBaTh HOBLIA cepTudukaT

CybbekT

HeicTene

BriGepuTe dhaiin | Pain He Bnibpan

BelgaHHble cepTUdUKATEI

3arpyauTb 3anpoc cepTudMkara

| Mmsa | CepWitHBIR HoMep | [eicTBUTENEH C

HeiActBMTENEH QO | [eicTBue

Puc. 201

[Tonpaznen «Beimyck cepTuPUKATOB» COCTOUT U3 CIEAYIOMINUX OJIOKOB:

1) «Y nocTOBepSIIOIIMI LIEHTPY;
2) «3anpockl Ha BbIIady cepTU(dUKaTaY;

3) «BblnanHbie cepTUHUKATHD).

4.8.4.1. biok «Y 1OCTOBEPSIOLINIT LICHTP)

brnok «YnocroBepsitoruii  meHTp» (cM. puc. 202) mpeaHa3HauYeH I Omeparui

C KOpHEBbIM ceptudukaToM yaoctoBepsiomiero 1enrpa (maigee — YI[). Comepxut

uH(pOpPMaIMIO O CepTU(UKATE U KHOMKH J1s yrpasienus YL
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bnok «Y npocroBepsrommi HEHTP»

YaocroBepsaiowuii LeHTp

| AL = )

Puc. 202

Nudopmarus o ceprudukare mpeacTaBisieT coOoi TabauIly, B KOTOPOU yKa3aHbI
JTaHHBIE 00 OCHOBHBIX TOJAX cepTtudukara YII, W ACHCTBUSA, KOTOphIE MOTYT OBITH
BBITIOJTHEHBI C 3TUM CEPTU(DHUKATOM.

Nudopmaruss B uHGOPMAIMOHHONM  TaOmuIe «YIOCTOBEPSIOMMNA  LIEHTP»
MIPEICTABIICHA CO CIICTYIONTUMH TTapaMeTPaMH:

1) «msy;

2) «CepuiiHblil HOMEPY;

3) «/leticTBUTENEH CY;

4) «/leticTBuTeIICH 1OY);

5) «/leiicTBHEY.

B cronbime «/leiictBue» wHGOPMAIMOHHON TaOMUIBI « Y JOCTOBEPSIOMINA TICHTP)»
B COOTBETCTBYIOIINX OTJACIBHOMY CePTH(PHUKATY CTPOKAX COACPIKATCS CICAYIOIINE KHOTIKU
B3aUMOJICUCTBUS C BEIOPAHHBIM CEpTUDUKATOM:

1) KHOTIKA « D), xnorxa «upopmanus» npenHasHaveHa A1l 0TOOPaKESHHUS TIOJTHOM
uH(bOpMAaIH 0 KOPHEBOM cepTudukare;

2) KHOTIKa «lEy — knonka «Cxauars» npeaHa3HaueHa JJisl COXPAaHEHHs] KOPHEBOI'O

ceptuukara Ha OBM agmunucTparopa;

VeI [=XK/1I04YU.ph
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3) KHOIIKa ((ﬁ » — KHOIIKa «YIIaJ'II/ITB» NpCaHa3HA4YCHA A YAAJIICHUA KOPHCBOI'O

ceptudukara.

B nanHOM 0Jl0Ke Tak k€ MPUCYTCTBYIOT KHONKHM «CKadaTh CIIUCOK OTO3BAaHHBIX
ceptuukaroB» U «CreHepupoBaTh HOBBIN cEpTUDUKATY.

Knonka «CkauaTh CIHCOK OTO3BaHHBIX CEPTU(PUKATOB» CTAHOBUTCSA JTOCTYIHA
JUIA HaXaTus I[oclie J00aBl€HHUsS XOTA-Obl OJHOrO cepTU(HUKaTa M IpeAHa3HauCHa
mia  ckaumBanusg CRL-crmcka ymanmeHHBIX paHee (OTO3BAaHHBIX) CEepTH(HHUKATOB
B (hopmaTte «.pemy.

Knonka «CrenepupoBaTb HOBBIM cepTU(UKAT» MpeAHAa3HAu€Ha ISl OTKPBITUS
ctpanunbl  «Ceptudpukar  YaoctoBepstomero lLlenTpa» st BbIlycKa  HOBOTO

CaMOTO/IMTMCAHHOTO CEPTU(HUKATA YAOCTOBEPSIOIIETO IIEHTpA.
4.8.4.1.1. Ctpanuna «Ceprudukar Y gocrosepstomiero LleaTpar

Crpannma  «Ceptuduxar  Yaocroeepstomero — Llentpa»  (cm. puc. 203)

MpeHa3HayYeHa IS BBITyCKa HOBOTO CEPTU(HUKATA yAOCTOBEPSIONIETO IEHTPA.

Crpanuna «Ceptudukar Y nocrosepsroiiero LlieHtpa»

Ceptudonkar Yooctoeeparowero LleHTpa

Wma unu aapec xoctad ‘ ‘

HassaHue opraHvsaumvm

o | |
HenapTameHT
none3oBarens

lopog

lNouyToBLIA anpec ‘
O6nacTs unNKu panoH ‘

CTpana |F'oc:|::1-1|?||:|<aﬂ Pegepaymsa v

‘ CreHepupoBaTh cepTUgMEaT || OTmeHa ‘

0370 none obAzatensHO ANA 3anonNHEeHWA

Puc. 203
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B Tabmuue 97 npuBeneHo omnucaHue dJeMEeHTOB  crpaHullbl - «CepTudukar

Y nocrosepsitoniero Lientpay.

Tabnuua 97 — Onucanue 3neMeHToB cTpanullbl «Ceptudukar Y goctosepstoriero LenTpay

DeMeHT Onucaunue

HpeaHasHaquo AJi1 BBOJJa UMCHU WM aApeCa CCTCBOI'O y3Jia.

[Tone «Mmsa nnum agpec
AP CootserctByeT atprdyTy «CN» B yHuKanpbHOM uMeHH (DN)

xocTan™
cepTuduKaTa
ITone «Ha3Banue [Tpenna3HaueHo a7 BBOJA Ha3BaHUs opranuzanuu. CooTBETCTBYET
opranuzarum» * atpudyty «O» B yaukansHOoM uMenu (DN) ceprudukara

[Tpenna3HaueHo A7 BBOJA HAa3BaHUs JeNapTaMeHTa M0Ib30BaTes
opranu3zaiun. CoorBercTByeT aTpudyTy «OU» B YHHKAJILHOM UMEHU
(DN) ceprudukara

[IpennaznaueHo Ui BBOJA MOYTOBOI'O a/ipeca Mojib30BaTeNs

ITone «IlouroBslii anpec» | opranuszauuu. CoorBercTBYyeT aTpulyTy «emailAddress» B
yaukaiapbHoM uMeHH (DN) ceptudukara

[Tpenna3HaueHo A7 BBOJA ropojia pa3MelleHus 10JIb30BaTellsl.
[Tone «I'opon» CootserctByeT arpudyTy «L» B yHuKanbHOM uMeHu (DN)
cepruduKaTa

[Tpenna3HaueHo 171 BBOJa 00JaCTH MM palioHa pa3MeIeHus

[Tone «O0nacTh nnm paiion» | nosib3oparess. COOTBETCTBYET aTpUOYTy «S» B YHUKAJIbHOM UMEHU
(DN) cepru¢ukara

[Ipeana3nauen A BHIOOpA OJHOM U3 MPEICTABIIEHHOMN B CITUCKE
CTpaHbl pa3MelieHus noib3osarens. CooTBeTcTByeT aTpudyTy «C» B
yHuKaibHOM uMeHu (DN) ceptudukara

Knomnka «CrenepupoBatb [Tpennasnauena s popmMupoBaHus KopHeBoro ceprudukarta Y1 mo

[Tone «/lemaprtameHT
I10JIb30BATEIIS»

Brimagaronmmii ciucok
«Ctpana»

cepTUPHUKAT» 3aJJaHHBIM [10JIb30BATEJIEM JJAHHBIM
[TpennasnaueHa a1 Bo3Bpara B nojpaszaen «Beimyck cepTudukaTton
Knonka «Otmena» 0e3 BplJauu cepTuuKaTa U COXpaHEHUsI BBEIEHHBIX JAaHHBIX Ha
CTpaHHULIE

* — JlanHoe moJjie 0053aTeNbHO K 3arnoiHeHnto. MHdopmanys B JaHHBIX HOJISX JOJDKHA OBITh YHHKaJIbHA
U1l CEpTU(UKATOB YJOCTOBEPSIONIETO HEHTPA

[Tocne BBIITYCKa HOBOT'O ceptudukara YIOCTOBEPSIIOIIETO LEHTpA
B UWH(OpMaIIMOHHOW TabnuIEe «YIOCTOBEPSIONMIMI LIEHTP» TMOSBUTCSI HHPOpMAIUs
o ceprudukare: uMmsi cepTudurKaTa, CEpUMHBIA HOMEp, JaTa BBIMYCKa, JaTa HUCTCUEHUS

CpOKa | JICHCTBHUS, KOTOPhIC BO3MOXKHBI JIJIsl paboThI ¢ cepTudukarom (cM. puc. 202).
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4.8.4.2. brok «3anpockl Ha Bblady cepTU(PUKATA»

brok «3ampocer Ha Beigauy ceprudukaray (cm. puc. 204) mnpemHazHAUCH
1u1st 0OpabOTKH 3alpPOCOB Ha BbIauy CepTU(GUKATOB U MPEACTABICH B BUJIE OJHOMMEHHOU
UH()OPMAITMOHHOU TAOTHIIHI.

Jlmst oOpaboTkm  3ampoca  HeoOxomumo — (ailm  3ampoca  MTOMECTHUTh
B MH()OPMAIMOHHYIO TaOIHIly «3ampockl Ha BBIaUy CepTHU(UKATA» C MOMOIIBIO KHOIIOK

«Bo10epute aim» u «3arpy3uts 3ampoc ceptudurara» (cMm. puc. 205).

bnok «3anpocskl Ha BbIauy cepTuduKrarta

3anpocbl Ha Bbigavy cepTudukara

\_-Browse... | 3ar

Puc. 204

3anonHenHas nHopMaImoHHas Tabiauia «3ampockl Ha BbIavy CEPTH(PUKATA

3anpocbl Ha Bbijavy cepTudukara

ove

j:ﬁrowse...r No file selected (3ary

Puc. 205
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B Tabmume 98 mpuBeneHO omnucaHue 3JIEMEHTOB Oyioka «3ampochkl Ha BbLIAYY

ceptudukara.

Tabnuua 98 — Onucanue »neMeHToB 010Ka «3ampockl Ha BIJIayy cepTUudUKaTay

DeMeHT Onucaunue

Knonka «Bsi0epure daiin» | [Ipennasnauena ans BeiOopa (haiiia 3ampoca Ha Bbliayy cepTuduKara

[Ipenna3zHaueHa a1t MOMEIIEHHS 3aIpoca Ha BhAAady cepTUdHKaTa B
MH(POPMALMOHHYIO Ta0NUIy «3ampockl Ha BeIauy cepTuduKaTay s
HOCJICAYIOIIECH ero MoJIHCH

O Knomnka «uadopmarusy. [lpeanasnadena s oToOpaxeHus
UH(OpMAIIMK O 3aIpoce Ha Bblauy cepTudukara

Knomnka «3anpoc Ha noxydenue ceprudukaray. [Ipeqnasnauena mis
(dbopmupoBaHus cepTH(HKATA, TOAMUCAHHOTO YAOCTOBEPSIOIIUM
LICHTPOM.

Knomnka «3arpy3uts 3amnpoc
cepruduraTay

v IIpumeuanue. [Ipu HaxXaTHUKM HAa JAHHYIO KHOIIKY 3aIIpOC HA MOJIy4ECHUE
cepTUdUKaTa MPOBEPSETCS, U HA €T0 OCHOBE YJOCTOBEPSIOLINM LIEHTPOM
MIPOM3BOJMTCS BBIYCK cepTH(HKATa KIIMEHTa ¢ TapaMeTpaMu, yKa3aHHbIMU
B 3anpoce. Mupopmanus o ceprudukate moMemaercs B THQOPMaIHOHHYTO
Tabnuiy «BeiaHHBIE CEPTHPUKATHD)

(i} [IpennasHaueHa 11 yjajieHus 3ampoca Ha Bbliady cepTudukara

4.8.4.3. brok «Bbianabie cepTU(HUKATHI)

biok «BprganHbIe cepTuuKaTh» (cm. puc. 206) MpeaHa3HAaYeH
U1 oTOOpakeHUsT HH(OpMaluu B BHUJIE OJHOMMEHHOW HWH(POPMAIIMOHHOW TaOIUIIbI
O BBIIAHHBIX cepTU(UKATaX W BHIMOJHEHUS OMepanuil ¢ cepTUdUKaTaMu, BbIIAHHBIMU
YIOCTOBEPSIONIUM IIEHTPOM Ha OCHOBaHUH 3aIIPOCOB Ha MOJIyYeHHE CepTU(PUKATOB.

Nudopmarmonnass Tabnuila COASPKUT  CICAYIONIYI0  WHOOpPMAIUIO:  HMS
cepTudHKaTa, CCpUMHBIM HOMED, aThl HAYaJIa 1 OKOHYaHUS JCHCTBHS, a TAKYKE BO3MOKHBIC
omeparuu (JeHCTBUSI) ¢ KOHKPETHBIM BBIJIaHHBIM cepTudukaToM. KHomku mpocMmoTpa
JAHHBIX O BBIJJAHHOM cepTuduKare, coxpaneHus ceprudukara Ha IBM agmunuctparopa,

yaaneHus ceprudukara coaepxkarcs B CTOJIOIE ASHCTBHUM TaOJIUIIBI.
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bnok «Bbeiianasie cepTudUKaThH

Bwpannsie cepTrdumars

(1=]s

Puc. 206

B  Tabmmme 99  npuBeneHo  ommcaHue — 3JeMEHTOB  Onoka  «BwigaHHBIC

cepTuduKaThD».

Tabnuua 99 — Onucanue snemMeHToB 010Kka « BeiianHbIe cepTUduKaTh

DIeMEHT Onucanue

Knonka «udopmanusny. Ilpeanasnayena ans oToOpaxeHus NOITHON
nHOpPMALIMKU O BBITAHHOM cepTU(dUKaTEe

Knonka «Ckagatey. [IpeqnaznaueHa uist cCOXpaHeHHs cepTUHUKaTa Ha
OBM agMuHucTparopa

Knonka «Y nanute». [Ipennasnadena s y1aneHus BBIJAHHOTO
cepTuduKaTa

Kuomnka « ﬂ »

Kuomnka « E »

Kuomka « ﬁ »

4.9. Paznen «KypHambny

Paznen « KypHanbD» cogep uT cieayrouue noapasaeibl:
1) «HacTtpoiku xypHaTUPOBAHUSD;

2) «KypHai MEKXCETEBOT0 IKpaHay;

3) «XypnHan oOHapy>KeHHs aTaK;

4) «CucTemMHBINA TPOTOKOID).
4.9.1. Tlompaznen «HacTpoiiku sKypHATUPOBAHUS

[Mompasnen  «Hactpoiiku  xypHanmupoBanusi»  (cM. puc. 207)  npenHasHaueH

JUIsl YCTAHOBKH IMapaMeTPOB OTOOPaKEHUS U BEJICHUS KYpPHAJIOB.
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IToxpasnen «Hactpoliku )KypHaIupOBaHUS)

MNapameTpsl npocmoTpa xyprana

CopTvpoBaTE B 0DPATHOM XPOHONOTVYECKONM NOPAAKE - CTpok Ha CTpaHuue

Caoaxm #ypHana

CoxpaHaTe caofky AnA 55 [Hed

OTKNKOUMTE XYPHANUPOBAHWE

OTnpaexa cobeTWii Ha yAaneHHEli cepeep no npoTtoreny syslog

Cepeep 1 Cepaep Syslog
Cepeep 2 Cepaep Syslog
Cepeep 3 Cepaep Syslog

Cepeep 4: Cepaep Syslog

HacTpoiikn poTauym ypHance (PoTauns NpoXoauT 8XEeIHEBHO + YKA3aHHsIe NapamMeTpsl)

Pazuep xypHana, npu KoTopoM npouasonutes potauua(™1000” ~1kB, "1000k™ ~1MB, "10M" ~10MB max 10MB) 10M

COXPAHWUTb HACTPOWKV POTALIA
YOATUTL APXVB XKYPHATNOB
BOCCTAHOBINEHVE BA3bl [IAHHBIX MOACHETA TPADKKA

Puc. 207

B tabmuue 100 mnpuBemeHo ommcaHue dieMeHTOB Toapasnena «Hactpoiiku

KYPHATUPOBAHUSD.

Tabnuna 100 — Onucanue sneMeHToB noapasaena «Hactpoitku xKypHamTupoBaHU»

DNeMeHT Onucanue
Yexb60kc «CopTupoBarh B
OBpATHOM XPOHONOTHIECKOM HpenHa}?Haqu JUTSL BBIOOpA BKJITFOYCHHSI/OTKITIOUEHUS] COPTUPOBKH
3amuceil B 00paTHOM XPOHOJOTUYECKOM TMOPSIIKE
TTOPSIJIKEY
[IpennaznaueH ajs BRIOOpa KOJIMYECTBA CTPOK 3aMUCEH HA CTPAHHUIIE.
JocTymHbI AJ1s BBIOOpA CIEAYIONIHNE TapaMeTPhI:
— «15»;
Brimagaromuii cnucok — «50»;
«CTpOK Ha CTpaHHUIIE» — «100»;
— «150%;
— «250%;
— «500»
TTone [Ipenna3zHaueHo 11 BBO/IA KOJIMYECTBA JTHEH, 32 KOTOPBIE
«CoXpaHSTh CBOAKY JUIsD) COXpaHsIeTCS CBOJIKA
YekOoke «OTKITIOUNTH [Ipenna3nauen a1 BHIOOpA BKIIOUEHUS/OTKIIIOUCHHS QYHKIIUH
KYPHAUTUPOBAHHE) KYpHAITHPOBAHUS
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DeMeHT

Onucaunue

YekOoxkenr «Cepsep
*nopsoKoswill Homep™»

[TpenHnazHaueHsI 11 BEIOOPA BKITFOUCHUS/OTKIIOUCHHMS,
COOTBETCTBYIOIETO YKa3aHHOMY MOPSIKOBOMY HOMEpY, cepBepa

ITons «Cepgep Syslog»

[TpennasHaueHs! st BBOAA ajipeca U mopta ceppepa «Syslog»
(B popmarte: <IP-ampec>:<mopt>) aisi COOTBETCTBYIOIIECTO CEpBEPa
(B BBIOpPAHHO# CTPOKE ClieBa)

Knonka «CoxpaHnuTb»

[Ipeana3znauena AJist COXpaHEHHs BBEJICHHBIX paHee MOJIb30BaTEIEM
HACTPOEK CEKLIUU

ITone «Pa3mep xxypHana, npu
KOTOPOM MPOU3BOJUTCSA
porarus (1000 ~1kB,
"1000k™ ~1MB, "10M"

~10MB max 10MB)»

[TpenHazHaueHo U1 BBOJA MAKCUMAJIbHOTO pa3Mepa >KypHaia, Ipu
KOTOPOM IPOUCXOAUT €ro Mepe3aruch

Knonka «CoxpaHuth
HAaCTPOMKHU POTALIAM»

HpenHaSHaqua JJIA COXPaHCHUA BBCACHHDBIX PAHCC I10JIb30BATCIICM
HACTPOCK NCPE3aAIMCHU KXypHAJId

Knomnka «¥Y nanuTh apxuB
KYPHAJIOBY»

[Tpenna3HaueHa I yJajleHus apXuBa KypHAJIOB [10JIb30BaTENIEM

Kuonka «BocctanoBiienue
0a3bl JaHHBIX [IOACYETA
Tpapuka»

HpenHaSHaqua JJI1 BOCCTaHOBJICHU A 0asbl JaHHBIX Tpa(l)I/IKa B
HU3CJIMU ITPU UBMCHCHHUU CUCTCMHOI'O0 BPpECMCHH IMOJIB30BATCIIEM

BPYUHYIO.

IIpumeuanus:

1. Bxirouenne (yHKIUY moicyeTa Tpaduka HaXOAUTCS Ha CTPAHUIIS
«CocrosiHne» — «lloncuer tpaduka» — «Kondurypamus noacuera
Tpadukay.

2. [Tocne BoccTaHOBJICHHS 0a3bl JAHHBIX MOJICUETa TpaduKa MPOU30UIET
yJaJeHue MOJICYNTAHHOTO TpadHKa 3a BCE BPEMsI MCIIOJIb30BaHMS U3ACITHAL.
baza manHBIX TOJICUETa TpapHKa OUUCTUTCS U TPUAET K COCTOSIHUIO TI0
YMOJTYaHHIO

4.9.2. Tlogpaznen « KypHan MEKCETEBOTO IKpaHa

[Tompasznen

«KypHan MeXCeTeBoro

AKpaHa

JJIA BBIBOJA OGI].[GFO oT4yeTa 0 CUCTEMC 3a onpez[eneHHHﬁ IICPHUO.
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[Toapaznen «KypHan MeKCEeTeBOro dIKpaHa»

JKypHan MeXCeTeE0ro JkpaHa
HacTpoiku
ron, Mecsy Ters

MapameTpel GUnLTpaLMK

BKIIO4UTL (UNLTPALMIO!

Bpemsi

WiTepaeiic
88] ANY ACCEPT &th0(->)
16] ANY ACCEPT

etho(=>)

etho(=>)
eth0(->)
etho(>)
1538 CEPT o
[1538643.302105] ANY ACCEPT
CEPT

etho(-=)
etho(->)
&tho(-=)

B

tadymue 101

MCIKCECTCBOI'O SKpaHa».

Mpotokon

UDP
uDP
UDP
UDP
UDP
uDP
UDP
upP
ICMP
UDP
UDP
UDP

ICMP

MIPUBEACHO

MpoTokon TopT HCTOMHIRA
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OIIMCaHUC

ANIEMEHTOB  mozapazaena  <«OKypHan

Tabnuna 101 — Onucanue sneMeHTOB noapasaena «KypHaia MeKCEeTeBOro dKpaHay

DIeMEHT

Onucanue

Brinangaronuii cnucok «I om»

[Ipennaznauen nms BeIOOpa 0TOOpakeHUst UHPOPMAaILIMK 3a YKa3aHHbBIN
rof

Brimagaromnmi cuucox

[Tpennaznauen nms BeIOOpa 0ToOpakeHust HH(POPMALIUY 3a YKa3aHHbIN

«IIpenpiayuii 1eHb»

«Mecsy MecsIL
Brimaarommii ciucox [Tpennaznauen a1 BeIOOpa 0ToOpakeHUst UH(POPMALIUY 3a YKa3aHHbIN
«JleHp» JCHb
Knomnka [IpennaznaueHa Jist BbIOopa oToOpakeHust HHGOpMaLUK Ha OJTUH

JACHBb PAHLIIC OT MPOCMATPHUBACMOT'O

Knomnka «Crnemyrommii 1eHb)»

[IpennaznaueHa Juist BbIOOpa oToOpakeHust HHGOpMaLIUK Ha OJTUH
JIEHb T03K€ OT IPOCMAaTPUBAEMOI0

Knomnka «O0OHOBIICHHAE)

[IpennaznaueHa Jyist OOHOBIIEHUSI OTOOpaKEHHON MHGOpMaLIUU IS
BBIOPAHHOTO MEPUOJIa BPEMEHH

Knonka «39kcnopm»

[Ipenna3nauena ayisg sxcnopra Ha OBM aamuHuCTpaTopa
OTCOPTHUPOBAHHBIX (OTOOPAKEHHBIX B JAHHBIF MOMEHT Ha CTPAHUIIC)
JTAHHBIX B TEKCTOBOM BHjIe B (hopmare «.dat»

Knomka
«IKCTIOPT BCEX 3aIUCei»

Hpelea3Haqua JJI OKCIIOpTa BCEX JAHHBIX C MOMECHTA IIEPBOT'0
3aIlyCKa U3J1Cjivsa B BUAC apXUBa ((.Zip)). 3amnmcu 6y,ZLy'T MMpEACTABJICHBI
B TCKCTOBOM BHJC H/WJIA B q)opMaTe «.g2Z» 111 BHYTPCHHUX apXHBOB C
JJoraMn

YexOokc «BKIIIOUYNTH
GHIBTpaLUION

[Ipenna3znaueH a1 BHIOOpA BKITFOUEHUS/OTKIIOUCHUS (PYHKITUN
(I)I/IJILTpaLII/II/I I10 3aIaHHBIM I10JIb30BATCJICM KATCTOPUAM
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Knonka «CoxpaHutb»

[Ipeana3znaueHa aJjist COXpaHEHUs! BEIOPAHHBIX MOJIb30BATENIEM
HACTpOeK GUIbTpALIUI

Kuonka «BoccTaHOBUTE
HayaJbHbIC YCTAHOBKM)

[IpennazHaueHa Jisi BOCCTAHOBIJIEHHUS HA U3EJIMU HACTPOEK
GbuIbTpaIUK 10 YMOTYAHUIO

YexOokc «Bpems»

[IpennaznaueH s BbIOOpa BKIIOUSHUS/OTKIIIOUEHUS (QUIbTPALlUU 1O
YKa3aHHOMY I10JIb30BATEIEM BPEMEHU

[Tona «Bpems»

[Tpenna3HaueHsl ISl BBOJA MIEPUOIa BPEMEHH, IO KOTOPOMY OYIyT
BBIOpaHBI U OTOOPAXKEHBI pe3yNIbTaThl PUIbTpAK KypHaia. [lepBoe
noJie (BepxHee) MpeJHa3HAYCHO IS BBOIA HAYAIBHOTO 3HAYCHHS
nuara3zona. Bropoe nose (HmxkHee) mpeHa3HayueHo I BBOJA
KOHEYHOT'O 3HAYCHUS JThara3oHa.

[MIpumeuanue. B nanHbie monst BpeMst HEOOXOAMMO 3aITUCHIBATH B
cremyromeM dopmaTe: YaChl/MUHYTHI/CEKYH/IbI, 3aIIFICAHHBIEC YepPe3 «:»
(x mpumepy: «13:31:59»)

YekOokc «llemoukay

[TpennasHauen i BbIOOpa BKITFOUEHHS/OTKIFOUEHUS (PUIBTPAIIHH IO
YKa3aHHOH M0JIb30BaTENIEM LIEMIOYKE

ITone «Ilemoukar»

[TpennasHaueHo /A7 BBOJA LIEMIOYKH, T10 KOTOPOW OYyAyT BHIOpAHBI U
0TOOpa’keHbl pe3yJIbTaThl PUIBTPALIMH KYpHAJIA

Yekbokc «HTEpdEiicH

[IpennasHaueH i BEIOOpa BKITFOUEHHSI/OTKIFOUEHUS (PUIBTPAIIHH 1O
yKa3aHHOMY I0JIb30BaTenaeM HHTepdeicy

[Tone «uTtepdeticy

[TpennaznaueHo s BBOJa HHTEpQEica, 10 KOTOpOMY OyayT
BbIOpaHBI M 0TOOPAKEHBI Pe3yIbTAThl (PHIBTPAIMH KYpHAIA

Yeko6oxke «IIpoTokon»

[IpennaznaueH a7 BbIOOpA BKIIOUEHUS/OTKIIIOUEHUS (DUIBTPAIIUU IO
YKa3aHHOMY I10JIb30BaTEIEM NPOTOKOIY

ITone «IIpoToxon»

[TpennasHaueHo A7 BBOJA IPOTOKOJA, IO KOTOPOMY OyayT BEIOpaHbI
1 0TOOpaKEeHbI Pe3yIbTaThl PUIbTPALIMH XKYypHaJIa

Yexooke «MAC-aapec»

[TpennaznaueH a1 BbIOOpA BKIIOUYSHHS/OTKIIIOUEHUS GUIBTPAIIH 110
yKkazaHHoMY rnosib3oBarerneM MAC-anpecy

[Tone «MAC-agpec»

[Tpennaznaueno qis BBoga MAC-anpeca, mo koropomy OyIyT
BbIOpaHbl U 0TOOPAKEHBI PE3yIbTAThl (PUIBTPALMU KypHAIA

YekOokc «Aipec HCTOUHHUKA»

HpeI[HaSHaqu JJIA BLI60pa BKJIIOUCHMS/OTKITFOUCHHUS (I)I/IJ'IBTpaI_[I/II/I oo
YKa3aHHOMY I10JIb30BATCIIEM aAPCCyY MCTOYHHKA

Ilone «Anpec HCTOYHUKA»

[Tpenna3HaueHo A7 BBOJA ajjpeca UCTOYHHKA, [0 KOTOPOMY OyIyT
BbIOpaHbl U 0TOOPAKEHBI Pe3yIbTAThl PHIbTPALMH KYypHAIa

Yek0OoKC
«Anpec Ha3HAYEHUSD)

HpenHa:sHaqu JJIA BLI60pa BKJIIOUCHMS/OTKIIFOUCHHUS (I)I/IJ'IBTpaI_[I/II/I oo
YKa3aHHOMY I10JIB30BATCIIEM aAPCCyY HA3SHAUYCHUSA

Ilone «Anpec Ha3Ha4YCHUA

[IpennazHaueHo /Ui BBOJA aJipeca Ha3HAYEHUs, 10 KOTOPOMY OyAyT
BBIOpaHBI U 0OTOOPaYKEHBI Pe3yJIbTaThl (PUIBTPALIMH KypHATIA

YekOoxc «IlopT uctounuka»

[Ipeana3nauen A BHIOOpA BKIFOUEHUS/OTKIIFOUCHUS (PHIIBTPALIUN 110
YKa3aHHOMY I0JIb30BaTEJIEM NOPTY UCTOUYHHKA

[Tone «IlopT ucrouHuka»

[IpennazHaueHo /Ui BBOJA MOPTAa UCTOUHHUKA, IO KOTOPOMY OyIyT
BBIOpaHBI U 0OTOOPaXKEHBI Pe3yJIbTaThl (PHIBTPALIIH KYypHAJIA

Yexooxkc «IlopT HazHAUCHUS»

[Ipeana3nauen A BHIOOpA BKITFOUEHUS/OTKIIFOUCHUS (PHIIBTPAIIUN 10
YKa3aHHOMY I0JIb30BaTEIEM NOPTY HA3HAUEHUS

[Tone «ITopt Ha3HAUECHUS»

[Ipenna3zHaueHo U1 BBOJA MTOPTA Ha3HAYEHUS, IO KOTOPOMY OyayT
BBIOpaHbI U 0OTOOPAYKEHBI Pe3yJIbTaThl (PHIBTPALIIH KypHAIA

Brimanmaromuii Ciicox
«CTtpanunay

[Ipenna3nauen A BHIOOpA MPOCMATPUBAECMOM CTPAHUIIBI B
uHpopManroHHOM Tabmuie «KypHana MeKCEeTeBOro HKpaHay
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[IpennaznaueHa JIs mepexojia Ha BEIOpAHHYIO paHee MOoIb30BaTelIeM
Knonka «Ilepeiitn» (Brimapatromuii cniucok «CTpaHuiay) CTpaHuily B uHGOpMamoHHON
tabsmie «KypHaa MeKCETEBOr0 dKpaHay
Nudopmannonnas tabnuma | [Ipeana3znauena s oToOpakxeHus MOIb30BaTEI0 OTYETa O CHCTEME.
«KypHas MexceTeBoro Wudopmanus B Tabmuie OyaeT OTCOPTUPOBAHA COTIACHO HACTPOKaM
JKpaHay buIbTpauy Moab30BaTeNs

4.9.3. Tlompaznen « Kypram oOHapyKEHHS aTak

IMompazmen «Kypuanm oOHapyxenus artak» (cm. puc. 209) mnpenHa3HadYCH

s otToopaxenus xxypuana COB.

[Moapaznen «KypHan oOHapyKEHUS aTak»

KypHan oGHapyXeHHs aTak

HacTpowku

ron [2022 % Mecsy OeHs NPEABIAYLMIA AEHE | CNEAYIOWWI IEHb | OBHOBNEHME SKCTOPT | SKCMOPT BCEX 3AMWCEN

MapamMeTpel UNETPaLINK

ELOLETRERWENNETTE  COXPAHMTE  BOCCTAHOBWTh HAHANBHBIE YCTAHOBKW

Bpema Wmga Tunl ANPEC MCTOYHWKA

MpuopuTeT SID A[pEC Ha3HaYEHUA

MapaMeTpel COPTUPOBKN

Bpema @ Afpec Alpec sid

METOMHUKA HasHa4eHuA
Bpema 15:44:59 Nma ICMP Echo Reply
MpuopuTer 3 Tvn Misc activity
IP info 10.0.5.222 -> 10.0.4.127 {ICMP}
sID refs
Bpema 15:44:59 Mma ICMP Large ICMP Packet
MpuoputeT 2 Tun Potentially Bad Traffic
IP info 10.0.5.222 > 10.0.4.127 {ICMP}
SID refs
Bpema 15:44:59 Wma ICMP PING
MpuopuTeT 3 Tun Misc activity
IP info 10.0.4.127 -> 10.0.5.222 {ICMP}
sID refs
Bpemn 15:44:59 Wmna ICMP Large ICMP Packet
Mpuopuret 2 Tun Potentially Bad Traffic
IP info 10.0.4.127 -> 10.0.5.222 {ICMP}
siD refs

Puc. 209

B Ttabmune 102 npuBeneHo onucaHue 2neMeHTOB — mozpasznena  «OKypHai

OoOHapYy>KEHHUS aTaK».
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Tabnuua 102 — Onucanue 3neMeHTOB nopasena «KypHan oOHapyKeHUS aTak»

DJeMEHT

Onucanue

Brimamaronuii crimcok «l oo

[Ipennaznauen ams BeIOOpa oToOpaxkeHust UHPOPMALIMK 328 YKa3aHHbBIN
roJ

Brimagaromnmi cuucox

[Ipennasnauen s BbIOOpa 0TOOpakeHNs: MHPOPMALIUH 32 YKa3aHHBIN

«ITpenpiaymiuii 1eHb»

«Mecsi» MECSII
Brinanarommii ciucox [Ipennasnauen 11 BbIOOpa 0TOOpakeHNsT MHPOPMALIUH 32 YKa3aHHBIN
«JleHb» JCHb
Knomnka [Tpennasnauena s BbIOOpa 0TOOpakeHUst HHPOPMAITUN Ha OJJUH

JCHb PAHBUIC OT MPOCMATPHUBACMOI'O

Kuonka «Crnenyromuii 1eHb»

[Tpennasnauena i BEIOOpa OTOOpaKeHUsT MHPOPMAIIUN HA OJTUH
JICHb TI03K€ OT MPOCMATPHUBAEMOTO

Kuonka «O0HOBIIEHHEY

[TpennasHauena it OOHOBICHHUS OTOOpaKEHHOW MHPOPMALIUH TSI
BBIOPAaHHOT'O NIEPUOJa BPEMEHU

Knonka «9kcnopt»

[Ipennaznauena juis 3xkcnopta Ha OBM anMuHucTparopa
OTCOPTHPOBAHHBIX (OTOOPAKEHHBIX B JAHHBI MOMEHT Ha CTPAHHIIC)
JTAHHBIX B TEKCTOBOM BHUjIC B (popmare «.dat»

Kuonka
«DKCIOPT BCEX 3aIUCEeiD»

IIpenna3sHauyeHa 1 SKCIOpTa BCEX JAHHBIX C MOMEHTA IIEPBOIO
3aIycKa M3JIeNIUs B BUJIC apXUBa «.ZiP». 3amucu OyayT Mpe/ICTaBICHbI
B TEKCTOBOM BUJI€ W/WIH B opMate «.gZ» JUIsi BHyTPEHHUX apXHUBOB C
JIOTaMH

Yexb6okc «Briounth
(GUIBTpALIUION

[Ipenna3znauen A BHIOOpA BKIFOUYEHUS/OTKIIFOUCHUS PYHKITUN
GbuIbTpaIUK MO 33JaHHBIM NOJIF30BATEIEM KaTeTOPUsIM

Knonka «CoxpaHutb»

[TpennazHaueHa Jisl COXpaHeHUs! BBIOpaHHbBIX M10JIb30BATEIEM
HAacTpoeK (GuiIbTpauuu

Kuonka «BoccTaHOBUTH
HayaJbHbIC YCTAHOBKM

[Tpenna3HaueHa 1)1 BOCCTAaHOBJICHUS HAa U3JI€IMU HACTPOEK
(GWIBTPALUH 110 YMOJTYAHUIO

Yexob0kc «Bpemsi»

[Ipeana3znauen AJisg BHIOOpA BKIFOUYEHUS/OTKIIFOUCHUS (PHIIBTPALIUU T10
YKa3aHHOMY I10JIb30BATEIEM BPEMEHHU

[Tons «Bpems»

[Ipeana3znaueHs! 17151 BBOJIa IEPHO/Ia BPEMEHH, TI0 KOTOPOMY OyayT
BBIOpaHBI U 0TOOpAKEHBI pe3yIbTaThl PUIbTpaIy KypHana. [lepBoe
noJie (BepxHee) NMpeHa3HAueHO ISl BBO/IA HAYAJILHOTO 3HAUYCHUS
nuana3oHa. Bropoe nose (HuxHee) mpeaHa3HadYeHo A BBOAA
KOHEYHOTO 3HAYCHHS THaTia30Ha.

[Ipumeuanue. B naHHBIC OJIS BpeMsi HEOOXOIMMO 3alHCHIBATH B
creayroneM (GopMare: 4achl/MUHYTBI/CEKYH/IbI, 3aMIHCAHHBIC YePEe3 «:»
(x mpumepy: «13:31:59»)

Yexookce «UMs»

[Ipeana3nauen A BHIOOpA BKITFOUEHUS/OTKIFOUCHUS (PHIIBTPAIIUN 10
YKa3aHHOMY I10JIb30BaTEJIEM UMEHU MTpaBuia

Tlomxe «Mma»

[IpennazHaueHo /Ui BBOJA UMEHHU MIPaBUIIa, IO KOTOPOMY OyIyT
BBIOpaHBI U 0OTOOPaXKEHBI Pe3yJIbTaThl (PHIBTPALIIH KYypHAJIA

YekOoxc «IIpuopurter»

[Ipenna3nauen A BHIOOpA BKITFOUSHUS/OTKIIFOUCHUS (PHIIBTPALIUN 10
YKa3aHHOMY IMOJIb30BaTeNeM IPUOPUTETY

[Tone «IIpuopurer»

[IpennazHaueHo /Ui BBOJA MPUOPUTETY, IO KOTOPOMY OYyIyT
BBIOpaHBI U 0OTOOPaXKEHBI Pe3yJIbTaThl (PUIBTPALIIMH KypHAIA

Yexookce «Trum»

[Ipenna3naueH aJis BHIOOpA BKITFOUYCHUS/OTKIIIOUCHUS (PHIIBTPALIUN 110
YKa3aHHOMY I10JIB30BATCIICM TUITY, K KOTOPOMY OTHOCHUTCS IIPABUJIO
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[TpennasHaueHo A7 BBOJA TUIIA, K KOTOPOMY OTHOCHUTCS IIPABHUIIO, 1O

[Mone «Twum» KOTOPOMY OYAyT BBIOpaHBI M OTOOPAKEHBI PE3YJIbTaThl (PUIIBTPALIUN

KypHajIa

[TpennasHaueH it BEIOOpA BKITFOUSHHSI/OTKIFOUEHUS (PUIbTPAIIHH IO

yKa3aHHOMY moJib3oBarenem SID

[Tpennasnaueno ams BBoga SID mo koropomy OynyT BEIOpaHbI U

0TOOpaXXEHBI PE3YIbTaThl (HUIHTPAIIUH JKypHAJIA

[TpennasHaueH i BEIOOpa BKIIOUEHHSI/OTKIFOUEHUS (PUIBTPAIIH TIO

YKa3aHHOMY I10JIb30BATEJIEM a/IpeCy HCTOUHUKA

[Ipeana3znaueHo ajisi BBOJIA afjpeca UCTOYHUKA, [0 KOTOPpOMY OyAyT

BbIOpPaHbI U 0TOOPAYKEHBI PE3YJIbTaThl (PHIBTPAIIMH KYpPHAJIA
YexbOokc [IpennasHaueH i BEIOOpA BKITIOUEHHSI/OTKIFOUEHUS (PUIBTPAIIH TIO

«AJpec Ha3HAYCHUSD) yYKa3aHHOMY I10JIb30BaTEJIeM aIpeCcy Ha3HAUCHHUSI

[TpennasHaueHo A7 BBOJA ajpeca Ha3HAYeHUs, 10 KOTOpoMYy OyxyT

BBIOpPAHBI U 0OTOOPAYKEHBI PE3YJIbTaThl (PHIBTPAIIMH XKYpPHAIA

[TpennasHaueHs! 17151 BHIOOPA BKIIOYEHUS/OTKIIIOYESHHUST OJTHOTO U3

NPE/ICTaBJICHHBIX BUJIOB COPTUPOBKHU. J[J1s1 BHIOOpA TOCTYITHBI

CJICTYFOIIHE YCKOOKCHI:

— «Bpemsay;

— «AJlpec UICTOYHUKAY;

— «AJzlpec Ha3HAUCHHUSI;

— «Sidy.

Jnist coxpaHeHust BEIOOpa MOJIb30BaTelsi HEOOXOIMMO TI0CIIe HaXKaTh

CrpaBa OT 4eKOOKCOB KHOIIKY «COXpaHUThY

Yexooxc «SIDy

ITosne «SIDy

YekOokc «Anpec HCTOUHHKA»

ITone «Anpec HCTOYHHKA»

[Tone «Anpec Ha3HAYCHUS»

YexkOOKChI
«ITapameTpbl COPTHPOBKI»

Brimaarommii cnucox [IpennaznaueH s BbIOOpa MpOCMaTpuBaeMOM CTpaHUIIbI B
«Ctpanuna» uHpopManroHHOM Tabauie «KypHan oOHapyKEHUs aTak»
[Tpenna3HaueHa 11 epexo/ia Ha BEIOPAHHYIO paHee M0JIb30BaTeIeM
Knonka «IIepeitu» (Brimaparomuii cnucok «CTpaHuIia») CTpaHUIly B HH(OPMAIIMOHHOMN

tabnuie «KypHai oOHapyKEHUs aTak»

[TpennasHaueHa a1 0TOOpaKEHUS MOJIB30BATEII0 OTYETa O
3a(pMKCUPOBAHHBIX CUCTEMOM coObITUi. MHpopMmarus B TalMIIe
OyzeT OTCOPTUPOBaHA COTJIACHO HACTpOiKaMm (puiabTpanuu
10JIb30BATENS

WNudopmannonHas Tadnuua
«KypHan oOHapyKeHUs
aTak»

4.9.4. Tlogpaznen «CUCTEMHBIN MTPOTOKOID)

[Tonpasnen «CucreMHbII MIPOTOKOI (cMm. puc. 210) npenHa3HauYeH
TUTsI OTOOpakeHMs CO00IIeHnI 00 OMmMOKax U3IEIHs, a TAK)KE OTOOPAKEHUS BCEX COOBITHIA

(YHKIMOHUPOBAHUS U3IEIHS.
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[Tonpaznen «CruCcTEMHBIN TPOTOKOI

CHUCTEMHLIA NPOTOKON

HacTporkun

rog [2022v] Mecay [Vione  v|  [Jlens MPEABIAYILMA AEHb | CNEAYIOWMIA IEHL | OBHOBNEHWME 3KCMOPT | 3KCMOPT BCEX 3AMMCEA | 3KCMOPT CTATUCTUKM
NapameTpsl hUNETPALUM

Ceruma IPCop v

BKNHYUTL DUNETPALMIO ‘COXPAHUTb BOCCTAHOBWTb HAHAINBHBIE YCTAHOBKW

Bpema HavanbHoe Bpema OUILTP N0 KIIOYEBOMY CrOBY

KoHeyHoe Bpema

crpanvud 1 v [EZET]

Bpemsa Cexuua CoobueHue
10:01:02 ipcop ftpproxy regular test ..
10:01:02 ipcop squid regular test ...
10:01:02 ipcop snort regular test ...
10:01:02 ipcop hitpd regular test

Puc. 210

B Ttabmume 103 mnpuBemeHo ommcaHWe 3JeMEHTOB mojapazmena  «CHCTeMHBIN

IIPOTOKOJD).

Tabmuma 103 — Onmcanue 3neMeHToB moapasaena « CHCTEMHBIN MPOTOKOIDY

DIeMEHT Onucanue

o IIpenuasHadeH i BEIOOpA 0TOOpakeHus MH(pOpMAaILUH 33 YKa3aHHbBII
Brimamaronmii cnucok «l"om» pel a p p (bopman y

ToJI
Brmaparommii crimcok [TpennaznaueH ams BeIOOpa oToOpakeHust UHGOPMAILIUY 32 YKa3aHHBIN
«Mecsy MeCSII]
Brmagarommii crimcok [TpennaznaueH ams BeIOOpa oToOpakeHust UH(GOPMALIUY 32 YKa3aHHBIN
«JleHb» JICHb
Knormnka [IpennaznaueHa st BbIOOpa oToOpakeHuss nHGOpMaIUK HA OJTUH
«IIpenpiayuii 1eHb» JIEHb PaHbIIE OT MPOCMATPUBAEMOTO

[Ipenna3znauena s BbIOOpa oToOpaxkeHus: MH(POpMAIMK HA OJTUH
JIEHb TI033K€ OT MPOCMATPUBAEMOTO

[Ipenna3znaueHa aji1 OOHOBJICHHS OTOOPKEHHON WH(OpMAIUN TSt
BBIOpAHHOTO MEPHOJIa BpEeMEHH!

[Ipenna3nauena g skcnopra Ha OBM aagmuHuCTpaTopa

Knomka «39kcmnopt» OTCOPTUPOBAHHBIX (OTOOPAKEHHBIX B JAHHBIH MOMEHT Ha CTPaHHIIE)
JIAHHBIX B TEKCTOBOM BHjie B popmare «.daty

[TpennaznaueHa JIsl SKCIOPTA BCEX IaHHBIX C MOMEHTA TIEPBOTO

Knonka «Cnenyromuii 1eHb»

Kunonka «O0HOBIEHUEY

Knomnka 3aImycKa M3JIeNIUs B BUJIC apXUBa «.Zip». 3amucu OyayT mpeacTaBlIeHbI
«JKCHOPT BCEX 3aIucCen» B TEKCTOBOM BH/IE W/WH B (hopMaTe «.JZ» AJis BHYTPEHHUX apXHBOB C
JoraMu

VeI [=XK/1I04YU.ph
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Knomnka
«IKCTIOPT CTATUCTUKU»

[MpenHa3HaueHa Uisl SKCIOPTA CTATHCTUKHU C JIAHHBIMH HA TEKYIIHI
MOMEHT BPEMEHH B BUJIC apXuBa «.Zip». B apxuse, B popmare «.10g»,
OyIyT HAXOAUTHCS CIACAYIONIHE (PaIIbL:

— «Chksumy (KOHTpOJIbHBIC CyMMBI);

— «netstatus» (mHGOpMAIHUS O CETH);

— «nftables» (uadopmanus o npaBurax MD);

— «sStatus» (uHbOpMAIHS O COCTOSHHH CHCTEMBI);

— «sysinfoy» (uadopmanus o cucreme)

Brimagaromnmi cuucox

[IpennasnaueH i BbIOOpaA OAHOTO U3 MApaMeTPOB (GHIIBTPALUT

«Cexuus»
Yexk0Ookc «Bxiarouuts [TpennazHaueH 115 BBIOOpA BKITFOUSHUS/BBIKITIOYCHHS (PHITBTPAIIAH 110
(GUITBTpAITHION 3aJIaHHBIM KaTeTOPHSIM

Kuonka «CoxpaHutb»

[IpennaszHaueHa 11 COXpaHEHHS] BHECEHHBIX M3MEHEHUI B HACTPOUKHU
buIbTpauy MoJIb30BaTENIEM

Knonka «BoccTaHOBUTH
HAa4YaJIbHBIC YCTAHOBKU»

IIpennasHayena 11 BOCCTAHOBIIEHUS B U3CJIMA HACTPOEK 110
YMOJIYAHUIO

YexOoxc «Bpems»

[TpennaznaueH ajs BbIOOpa BKIIOUYCHHS/OTKIIIOUEHUS GUIBTPAIIH 110
YKa3aHHOMY I10JIb30BaTEIEM BPEMEHU

ITone «HavyansHOE Bpems»

[Ipeana3znaueHo a5 BBOJIa HAYAJIBHOTO 3HAYEHUS AUana3oHa
BPEMEHH, 110 KOTOPOMY OYyIyT BBIOPAHBI K OTOOPaKEHBI PE3yJIbTAThI
bunbTpanum XypHaia.

I[MIpumeuanue. B qanHoe nose BpeMs HEOOXOMMO 3aITUCHIBATH B
creyronieM (Gopmare: 4achl/MHUHYTBI/CEKYH/IbI, 3aITCAHHBIC YEPEe3 «:»
(x mpumepy: «13:31:59%)

[Tone «kKoneunoe Bpemsi»

[IpenHazHaueHo /Ui BBOJA KOHEYHOTO 3HAUEHUs AMANa30Ha BPEMEHH,
10 KOTOPOMY OYIyT BBIOpaHbI M OTOOpPAKEHBI PE3YIIbTATHI
buibTpanuy XypHaia.

[Ipumeuanue. B nanHoe mose BpeMsi HEOOXOAMMO 3aIUCHIBATH B
creyronieM (Gopmare: 4achl/MUHYTBI/CEKYH/IbI, 3aITCAHHBIC YePEe3 «:»
(x mpumepy: «13:31:59%)

Yex60kc «PUIbTp 1o
KJIFOUEBOMY CIIOBY»

[Ipeana3znauen AJisg BHIOOpA BKIIOUYEHUS/OTKIIFOUCHUS (PUIIBTPALIUU 110
YKa3aHHOMY I10JIb30BATEJIEM KIFOUEBOMY CIIOBY

[Tone «®@unpTp MO
KJIFOUEBOMY CIIOBY»

HpenHa:sHaquo JJI1 BBOJAA KJIFOYCBOI'O CJIOBa

Brimmanaromuii Ciucox
«Ctpanuna»

[IpennaznaueH s BbIOOpa MpoCcMaTpuBaeMoOM CTpaHUIIbI B
uHpopManroHHOM Tabmauie « CHCTEeMHBIA IPOTOKOII

Knonka «IIepeiiti»

[IpennaznaueHa /i1 mepexojia Ha BEIOpaHHYIO paHee MoJIb30BaTeNleM
(Beimagaroruii cincok «CTpaHuIay) CTpaHuIily B UH(GOpMaIIMOHHON
tabnuie « CHCTEMHBIN MPOTOKOID

WNudopmannonnas tabnuia
«CHCTEeMHBIH POTOKOI»

[TpennasHaueHa it 0TOOpaXKEHHS MOJIB30BATENIO OTYETa O

coo0IMIeHuAX 00 omuOKax B U3ACIINU, & TAK)KE OTOOPAKCHHS BCEX
coObITHil ero ¢pyHkunoHupoBanus. Mupopmanus B Tabnuie Oyaer
OTCOPTHPOBAHA COTJIACHO HACTPOHKaM (HIIBTPAIIH MTOJTB30BATEIIS
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5. IECTBH IOCJIE CBOEB U OILIMBOK SKCIIJTYATAIIUN

B xone skcrutyaranuu u3enuss MOTYT BO3HUKHYTh COOU U JIONMYCKAThCS OIIMOKH
AKCILTyaTaIliH.

COou B paboTe u3zienus MOTyT BOBHUKHYTh BCIIC/ICTBUE:

1) oTkaza 00OpyI0BAHUS;

2) cboeB B paboTe MPOrpaMMHOTO OOECTICUEHUS,

3) BHECEHUS] HEKOPPEKTHBIX W3MEHEHM B HACTPOMKHM KOH(UIYpaluu YCTpOMCTBa
U peaiM3yeMbIX yCTpOCTBOM (YHKIIMI O€3011aCHOCTH;

4) HapylmieHuid Topska pabOThl € YCTPOMCTBOM M pEXuUMa SKCIUTyaTalluu,
ornpeneneHHbx [lomuTukolr 6e30macHOCTM M AKCIUTYyaTallMOHHOM  JJOKyMEHTaluen

Ha U3ACIUE.

Hanuune cOoeB U Hemonaaok B paboTe M3AEIUs MOXKET ObITh MAECHTU(ULIUPOBAHO
1O CJIEAYIOUIUM MPU3HAKAM:

1) coobmiennss 00  ommOKax  (TEKCTOBBIE  COOOLIEHMSI),  OTOOpakaemble
B BeO-unTepdeiice OBM angmunHucTparopa (1mobp30BaTens);

2) OTCYTCTBHE OTKJIMKa YCTpOHCTBa uepe3 BeO-uHTepdeiic IBM ammunmucTparopa
(monw30BaTers), cooOlIeHus: Opay3epa 00 OTCYTCTBHH CBSI3U C YCTPONCTBOM;

3) cooOuieHnst CpeicTB MOHMTOPUHIA 3allUIAaeMoil ceTh 00 OTCYTCTBUM OTKJIMKA
OT YCTPOWCTBA;

4) coobienus 00 oTkaze rmporpamMMmHoro siapa [10 uzaenus, oroOpakaeMble B KOHCOJIN

BOCCTAHOBJICHUS.

[Ipumeuanue. JJocTynHble A U3AENUS TUIOBBIE COOOILIECHUS MPU BO3HUKHOBEHUH aBapUITHBIX
CUTYyallui, a TaKKe IepeueHb cOoOoOIeHH 00 ommbKax U MperynpexIeHUN MpeiCcTaBiIeHbl MOJIPOOHO

B paznene «TexcToBble cooOmeHus» pykoBoacTBa anMuuauctparopa HITEIIL.465614.005PA.

[Ipu nosiBieHN: MPU3HAKOB COOSI UITK HETOJIAIOK PEKOMEHIYETCS CIEAYIOIIee:
1) BOCCTaHOBUTH MPOTPAMMHBIE HACTPOUKH W3/ICIHSI, UCTIONB3YS (DYHKITUIO PE3EPBHOTO

KomnpoBaHus (CM. 1. 4.2.5 HacTOSAIIEero JOKyMEHTA);
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2) nepeycranoBuTh 110 uznenust cornacHo nopapasneny «Ilpouenypa nepeycTraHOBKU

I1O» pykoBoactea agmunuctpatopa HITEIT.465614.005PA.

Bo3moxxHbl mepesarpy3ku oOopynoBaHusi C ycTaHoBieHHbIM [1O  wu3nmenus,
BBI3BaHHBIE COOsSMM B TUTaHWUU. [IpM KpaTKOBpEeMEHHOM cOO€ W3IEINe MOXKET
nepe3arpy3uThCsi CaMOCTOATEIBHO, HO Yallle BCEro TpedyeTcs: BKIIOUEHUE BPYUHYIO.

[Tpr BBIKJIIFOUEHWUW W3JCTHS COXPAHSIIOTCS HACTPOMKH M COCTOSIHHE CEpPBHCOB,
KOTOpPBIE aBTOMATHYECKH BOCCTAHABIMBAIOTCS MOCie 3amycka. OgHAKo AJii KOHTPOJS
OomUOOK pekoMeHayeTcss He paHee ueM uepe3 30 cekyHn Toclie 3alycka BPYYHYIO
MIPOBEPSTH COCTOSTHUE 3AITYIIIEHHBIX CEPBHCOB.

B cnydae npopomxeHus mpodsieM ¢ pabOTON yCTpPOMCTBA €ro CieAyeT HalpaBUTh
JUISI IMArHOCTUKU U YCTPAHEHUs HEHCIPABHOCTEW B aBTOPU30BAHHBIN CEPBUCHBIN IIEHTP

npeanpuatus-usroroutens (AO «HIIO «uenony).

VeI [=XK/1I04YU.ph
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[MTPUJIOXXEHMUE 1.
[IHEPEYEHD ITPUHATHIX TEPMUHOB 1 COKPAIIEHUI

(anen. Country) — Ha3BaHHE CTPAHBI

(anen. Common Address Redundancy Protocol) — npotokon
pe3epBUPOBaHUS OOIIETO aapeca

(anen. Certified Information Security Systems Professional)

— CepTUDHUITUPOBAHHBINA CIIEITUAINCT TI0 HH(HOPMAIIMOHHON 0€30MMaCHOCTH
(anen. Common name) — cTaHIapPTHOE UM

(anen. Classroom Extension) — pacimupenue rpyImi KJIaccoB Io
yIpaBJICHUIO
(anen. Distinguished name) — yHukabHOE UM

(anen. Dead Peer Detection) — meton oOHapy KeHHsI HEPaOOTAIOIIHX
OJTHOPAHTOBBIX HHTEPHET-KITIOUSH

(ane. Encapsulating Security Payload) — nporokos obecrieuriBaeT
KOH(QUACHIIMAILHOCTD (IIM(ppOoBaHKUE) MepeaaBaeMoit nHGOpMAIK U
OTpaHUYEHHE MOTOKA KOH(PHUACHIIMAILHOTO TpaduKa

(anen. Generic Routing Encapsulation) — mpoTokos TyHHEIUPOBaHHUS
CETEBbIX MAKETOB, KOTOPBIM MHKAIICYJIUPYET MAKEThl HEKOTOPBIX MPOTOKOJIOB
CETEBOT'0 YPOBHS B IMMAKETHI IPYTUX MPOTOKOJIOB

(anen. Internet Key Exchange) — ynpapisiroriuii mpoTokoJ1 Habopa
poTokosioB IPsec, ncnosb3yercs st o0ecreyeHusl 3alUIIeHHOTO
B3aUMOJICHCTBHS B BUPTYAIBHBIX YaCTHBIX CETSIX

(anen. Locality) — MecronaxosxaeHue

(anen. Lempel-Ziv-Oberhumer) — anroputm cxxatus 1aHHBIX 0€3 TOTEPh
(anen. Maximum transmission unit) — MakcUMaJbHBIN pa3Mep MaKeTa
(anen. Organization) — opranusarus

(anen. Organization unit) — moapasaeneHne opraHu3aIuu

(anen. Perfect Forward Secrecy) — coBepitieHHast OnieperKarorasi CCKpEeTHOCTb.
CBOICTBO HEKOTOPBIX MPOTOKOJIOB COTJIACOBAHUSI KJTFOUa, KOTOPOE
rapaHTHPYET, YTO CECCHOHHBIE KITFOUH, TI0JyYEeHHbIE IIPY IOMOIIK Habopa
KJTFOYEl JOITOBPEMEHHOIO MOJIb30BaHMs, HE Oy IyT CKOMIIPOMETHPOBAHBI IIPU
KOMITIPOMETAIIUK OJHOTO U3 TOJTOBPEMEHHBIX KITFOU€ei

(anen. StateOrProvinceName) — Ha3Banue 00JIaCTH WIIM palioHa

(anen. Security Identifier) — unenTrdukaTop 6€30MaCHOCTH

(anen. Virtual Router Redundancy Protocol) — mpoTokon pe3epBupoBanus
BUPTYaJbHOTO MapIIPyTH3aTOPa

0a3a pemaromumx npaBui
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(anen. Demilitarized Zone (DMZ)) — nemusinTapu30BaHHAS 30HA
uH(pOpMallMOHHAs CUCTEMa
MEXKCETEBOU IKpaH
OTIEpAIMOHHAS CHCTEMA
MporpaMMHOE 00eCIIeUeHHE
cucTeMa OOHapyKEHUS BTOPKCHUN
YIOCTOBEPSIOIINI LEHTP

QJICKTPOHHO-BBIYHCIINTCIIbHAA MAllIMHA
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JIucT perucrtpaunu U3MEHEHUN

Howmepa nuctoB (cTpanmir)

Nsm.

N3MCHCH-
HBIX

3aMCHCH-
HBIX

HOBBIX

aHHYJIHU-
poBaH-
HBIX

Bcero
JTUCTOB
(cTpanui)
B JIOKYM.

Ne
JIOKYMEH-
Ta

Bxonmsmui
Ne conpoBo-
JTUTEITbHO-
ro JOKYM.
U JaTta

Tloxam.

[ara
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