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BBegeHue

3Be3fa AnbKop — 3TO NMporpaMMHoe obecriedeHne Ans ynpasaeHus KaactepomM BUpTyanusaumu. Bl
[LOJIXHbI 6bITb CUCTEMHBIM aAMUHUCTPATOPOM, 3HAKOMbIM C MPUHYUMNAMM PaBOTbI ONEPALIMOHHbBIX CUCTEM U
cpefaMu BUPTyanM3aLmm nepes ero Ucrosib3oBaHMeM.

Pa3finyHble KOMMOHEHTbI 3B€34a AJIbKOP UMEIOT CNPaBOYHbIE CTPAHULLbl U MHTEPAKTUBHYIO CMPaBKY.
OfHaKo 3TO PyKOBO/CTBO MOMOXET BaM 03HAaKOMUTLCS C CUCTEMOM, 06BACHMB Hanbosiee pacnpocTpaHeHHble
onepauuu, crpynnmpoBaHHbIe No HasHaYeHUIo.
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ApxuteKktypa 6esonacHocTu B N0 3Be3ga AnbKop

MO 3Be3ga AnbKop 6bin pa3paboTaH Ans paboTbl HA BHYTPEHHUX NOBEPEHHBIX CUCTEMaX. TakKUM
o6pasom, Mogenb 6e30nacHOCTM PpaboTaeT Mo NPUHLMIY «BCE UIN HUYETO».

[o Bepcun 2.3 Becb Kog, MO 3Be3ga AnbKOP BbIMOHAACA OT UMEHU NoJib30BaTens root.
HaunHas c Bepcum 2.4 MOXXHO 3anycKkaTb BCe AEMOHbI, KPOME AEMOHA y3/1a U A€EMOHA MOHUTOPUHTA,
OT UMEHM NMoJib3oBaTenst 6e3 NoIHOMOoYMI root, yka3aB MUMeHa Nob30BaTesIeN M rpynnbl BO BPEMS
cbopkun. [leMoH y3n1a no-npexxHeMy TpebyeT npmBmaernii root AN cosgaHmnsa N10rMYECKNX TOMOB,
ycTtponcTtB DRBD, 3anycka 3k3eMnasapoB 1 T. A. KoMaHabl KnacTepa MOryT BbIMOJIHATLCS OT UMEHN
root UM nosb3oBaTeNs MM B rpynne, ykasaHHOM BO BpeMsl COOpKK. [leMOHY MOHUTOpPUHIa TpebytoTcs
NpPUBUIErMN CYNepnosib3oBaTtens, YToObl UMETb BO3MOXHOCTb J0CTYMNa U NpecTaBeHUs
MHPOPMaLMK, AOCTYMHOM TONLKO A8 Cynepnosib3oBatens (Hanpumep, BbIBOA, KOMaHAbl Xm Xen).

Ilnsa xocTa, Ha KOTOPOM YCTaHOBNEHO NporpamMmMHoe obecnevenune MO 3Be3ga AnbKop, HO He
NPUCOEAUHEHO K KnacTtepy, HUKaKUX U3SMEHEHNI B CUCTEME HE NPOUCXOAMUT.

[na xocta, NpucoegUHMBLLETOCA K KNacTepy, eCTb O4EHb BaXKHble U3MEHEHUA:

e Y xocTa byaer 3aMeHeH KoY XxocTa SSH Ha Kto4 Knactepa (ToT, KOTopbI 6bla Y UCXOHOTO
y3/1a Npu cO3aHUN KnacTtepa).

*  HoBbIl OTKpbITBIN KAtOY ByaeT gobasneH B dain author_keys root, npegocrasnss root-
[OCTYN KO BCEM Yy3/1aM KnacTtepa. MpuBaTHas 4acTb KKOYa TaKXKe pacnpocTpaHseTcs Ha Bce
y3nbl. CTapble ¢aiibl NepenMeHOBbIBaOTCA.

e CBsI3b MeXAY Y3/1aMU LN PYETCH € Ucrnosb3oBaHuem SSL/TLS. Obwmit Kaod u ceptudmkat
COBMECTHO UCMONb3YOTCS BCEMU Y3/1aMUM KnacTepa. B HacToswee BpeMs CA He UCNONb3YEeTCS.

JemoH y3na MO 3Be3ga AnbKop byaeT npuHuMaTthb 3anpockl RPC oT ntoboro xocta, KOTopblin
ABNSIETCSA FNaBHbIM KaHAMAATOM B KNacTepe, U B pe3y/ibTaTe 3TUX 3aMpoCcoB OH OyaeT BbINOAHATb
cnepywoume onepaunm:

*  BbINOJIHEHNE KOMaHA, B KaTanore /etc/alkor/hooks;
e co3paHue auckos DRBD mexay HUM u IP-agpecom, KOTOPbIN EMY CKa3anu;
* nepesanucaTb onpeaeneHHbIn CNMCOK GanaoB Ha XOCTe.

KaK TOJIbKO y3€e/1 NPUCOEANHEH, OH CTAHOBUTCSI PaBHbIM BCEM [IPYIMM y3/1aM B KJlacTePE Mo
OTHOLIEHWMIO K SSH 1 paBHbIM BCEM Yy3/1aM-KaHANAATaM, HE SBJISOWMUMCA [/1TaBHbIMU, MO OTHOLIEHUIO
K RPC, a 6e30nacHOCTb KiacTepa onpeaensieTcsi caMbiM CNabbiM y3er.

O6paTnTe BHUMaHKE, YTO TOJIbKO KJItoY SSH No3BOIMT ApYrMM MalliMHaM BbINOAHATL NH06YH0
KOMaHJly Ha 3ToM y3/ie; metog, RPC 6yaeT paboTaTb TOJIbKO:

*  YeTKo onpeje/ieHHble KOMaHabl A9 CO34aHuUA, YAANEHUS, aKTUBALMN JIOTUHECKUMX TOMOB,
ycTporcTB drbd, 3anycka/ocTaHOBKM 3K3EMMISIPOB U T. 4,.;

*  3anycKaTb YeTKO onpegeneHHble KoMaHabl SSH Ha apyrmx ysnax B Knacrepe
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e cKkpunTbl B KaTanore /etc/alkor/hooks

* cKkpunTbl B KaTanore /etc/alkor/restricted-commands, ecamn ata yHKUMS GblNa BKAOYEHA BO
BpeMs C60pKM (CM. HMXKe)

Mo3ToMy BayKHO ybeauTbCs, YTo coaepxmmoe KaTasoroB /etc/alkor/hooks m
/etc/alkor/restricted-commands HaxoauTca nog HabAAEHMEM U MOXKET ObITb 3aNOJHEHO TO/IbKO
HaZleXXHbIMU UCTOYHUKAMMU.

3anpeLjeHHble KOMaHAbl

DYHKUMA OrpaHUYEHHbIX KOMaH/, NO3BOASET aAMUHUCTPATOPY BbIMOJIHATL H06bIe KOMaHAb! B
Katanore /etc/alkor/restricted-commands, ecam 3ta ¢pyHKUMA Gblia BKIOYEHA BO BPeEMSs COOPKMU, C
YYETOM CNEAYIOLMX OTPAHUYEHUIA:

* Henb3a nepepaBaTb NapaMeTpsbl
* Henb3s nepepaBaTtb aOCONOTHBIN UM OTHOCUTENBHBIN NMYTb, TOJILKO UMA daiina

* Kartanor /etc/alkor/restricted-commands gomkeH npuHaanexartb NoAb30BaTeNto root:root n
UMeTb pexxuMm 0755 nnm 6onee cTporun.

*  cnonHsemsble ¢paiabl A0/KHbI ObITb 00bIYHBIMU datnaMU U CUMBOJIMYECKMMMU CCbIJIKAMMU
W J0/HKHbI BbIMOJIHATLCS NOMb30BaTe/NIEM root:root

O6paTnTe BHUMaHUE, YTO HEBO3MOXKHO NEPEYNC/IUTL COAEPXKUMOE KaTaora, 1 CyLLLeCTByeT
npeiHaMepeHHas 3aeprKKa NP1 NomnbITKE BbINOJHUTb HECYLLECTBYIOLLYIO KOMaHAay (a1
3aMefJ/IeHNs aTak Mo C/I0Baplo).

Mockonbky ana MO 3Be3aa AnbKop 3Ta GYHKLMOHANBLHOCTb HE HYXKHa U NpeaoCcTaBseTcs
TOJIbKO KaK crnoco6 noMouyb aAMUHUCTPUPOBATb MM BOCCTAHAB/IMBATL Y3/1bl, PELLEHUE O TOM,
BKKOHATb MAN HET QYHKLIMIO OrPaHUYEHHbIX KOMaH, MPUHMMAETCS aAMUHUCTPATOPOM.

Mo ymMon4aHuIo 3Ta GYHKLUMSA OTK/IHOYEHa.

KnacTtepHble npo6sieMbl 6€30NacHOCTU

KaK ynoMmnHanoch Bbllle, CyLLECTBYET HECKO/IbKO CMOCOGO0B CBA3M MEXAY Y3/1aMU KaacTepa:

* Ha ocHoBe SSH ans Tpadmka 60abLIOro 06BbEMa, TaKOro Kak AaMnbl U306paXkKeHUin, nu ans
HMU3KOYPOBHEBbIX KOMaHA, HaNpUMep. nepe3sanyck AeMoHa y3na M0 3ee3aa Anbkop

* (CBsa3b RPC Mexxay MacTepoM 1 ysnamu
* DRBD Tpaduk pennmkauum AucKa B peaibHOM BPpEMEHU

e  Tpaduk SSH (nocne nepBoHavYanbLHOro BXo4a B CUCTEMY Ha HOBOM Yy3/1€) O6LMM Kato4yoM SSH
0219 BCEro Kaacrepa.

CsA3b RPC Mexay MacTtepoM M y3namMu 3allmiieHa ¢ nomMoulbio wmnepoaHms SSL/TLS. Cepeep
DOMKEH nMeTb 0bwmin cepTndukat SSL/TLS ans Bcero knactepa. BobicTynas B Ka4yecTBe K/MEHTA, Y3/bl
NCNONb3YIOT UHAMBMAYANbHbIN cepTUdmMKaT SSL/TLS. MNpun BXxoAALWMX 3anpocax cepBep NpoBepseT,
ABAAETCA N CepTUPUKAT KAMeHTa cepTUPUKATOM F1aBHOIo KaHAmMaaTa, CBepss ero oTneyaToK co
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CMMCKOM M3BECTHbIX CEPTUPUKATOB IMaBHOIo KaHAMAaTa. Mbl pelmamn He ncnoabsosatb LIC (noka),
YTOObI YIPOCTUTb 06PabOTKY KAKOUEN.

Tpadpuk DRBD He 3awmuleH wmndppoBaHUEM, Tak Kak DRBD ero He nogaep»umsaet. [loatomy
peKOMeHAYeTCs peasin3oBaTb MEXCETEBOM 3KPaH Ha YPOBHE XOCTa MM UCMOJIb30BaTb OTAE/IbHbIN
Auana3soH IP-agpecos ans tpadpuka DRBD (310 noaaepxumsaetca B N0 3Be3ga AnbKop 3a c4eT
MCMNOJIb30BaHMs BTOPUYHOIO MHTEPdECA), KOTOPbIN HE MapLUPYTU3UPYETCS 3a NPEAESbI KacTepa.
CoepaumHeHus DRBD 3alumiLeHbl OT OLUMGOYHBIX MOAKAKYEHWUI K APYrMM MallMHaM (4TO MOXKET
NPOU30MTU N3-3a NPo6JIEM C MPOrpaMMHbIM obecneyeHnem) n ot

OTcnexmBaHue coeAMHEHUIN C APYTrMX MaLlMH C UCMOIb30BaHUEM OOLLLErO CEKPETA, KOTOPbIM
obMeHuBatoTcs 3anpockl RPC oT MacTepa K y3/1aM Mpu HaCTPOMKE YCTPOMCTBA.

naBHbIVW AEeMOH

MHCTpYMEHTbl KOMaHAHOM CTPOKK 411 YNPaBJIEHUS CBA3bIO C 4EMOHOM BbIMOAHAKTCS Yepe3
cokeT UNIX, ybM paspelueHms copacbiBatoTcs Ha 0660 nocae npocaylinMBaHus, HO nepeg,
o6cnykMBaHMEM 3aMpoCcoB. ITa 3alMTa Ha OCHOBE pa3peLleHnin 3a40KYMeHTMpoBaHa U paboTaeT B
Linux, HO He aBAsSETCA NEPEHOCMMON; OfiHAKO B HacToswee BpeMs MO 3Be3aa AnbKop He paboTaeT B
cUCTEMaX, OTZIMYHbIX OT Linux.

AemoH luxid

[eMmoH luxid (aBTOMaTHyecku BKoYaeTcst, ecamn confd BKOYEH BO BpeMsi C6OpKN)
ob6cnyxmnBaeT nokanbHble (cokeT UNIX) 3anpockl 0 KoHOUrypauum Bo BpeMs BbINoAHEHUS. OTBETUTb
Ha HMX O3Ha4YaeT NOroBOPUTHL C APYTMMM Y3/1aMU KNacTepa TOYHO TaK XKe, KaK 3To genaeT masterd.
CM. npuMeyvaHus ans masterd OTHOCUTE/IbHO 3aLUTbl Ha OCHOBE Pa3peLLEHUN.

AemoH conf

B MO 3Be3na Anbkop aeMoH confd (ecam oH BKAOYEH BO BpeMsi c60pKn) o6cy»KmMBaeT
MHULMMPOBAHHbIE CETbIO 3aNpPOChl O YacTAX KOHPUTrypaLmm CTaTUHECKOro Knacrepa.

Ecnam MO 3Be3pa AnbKop He HacTpoeH (Bo BpeMs CO0pKM) Ha UCMO/Ib30BaHUE OTAE/bHbIX
nosib3oBatenei, confd umeet goctyn Ko BceM dainam, cBasaHHbIM ¢ M0 3Be3aa AnbKop (BKAoYas
BHyTpeHHue SSL-cepTnudmkatbl RPC). 3TO AenaeT ero HeMHoro 6oee YyBCTBUTE/IbHLIM K OLUMGKaM
(yaaneHHbI 3/10YMbILLNIEHHUK MOXET NOJTy4YUTh NPSMON JOCTYN K BHYTpUKAacTepHoMy RPC),
No3TOMY A ycuaeHns 6e30nacHOCTM peKoMeHayeTcs:

e oTkao4uTe confd Bo BpeMs c6opku, ecam oH (1 luxid) He Hy)XeH B BalLei HacTpolKe.

* HactpouTb MO 3Be3aa AnbKop (Bo BpeMs c6OpKM) A1 UCNONb30BaHMS OTAE/bHbIX
nosib3oBaTesnien, YyTobbl AeMoH confd Takke He UMen gocTyna K cepTudukatam SSL/TLS
cepBepa.
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* pob6aBbTe NpaBuna 6paHaMayapa aas 3awmTbl nopta confd nam npmesKuTe ero K
[oBepeHHOMY aapecy. Y6eauTech, YTO BCE Y3Jibl MOTYT MOAYYUTb JOCTYM K EMOHY,
MOCKOJIbKY 3TOro TpebyeT JEMOH MOHUTOPMHra.

AdeMOH MOHUTOPUHTA

[leMOH MOHUTOPWHra NpeaocTaBaseT MHGOPMALMIO O COCTOSIHUM U MPOU3BOAUTENILHOCTHU
Knactepa no npoTtokony HTTP. B HacTosiliee BpeMs OH He 3aluMdpoBaH U He ayTEHTUPULMPOBAH,
NMO3TOMY HacTOSITE/IbHO PEKOMEHYETCS YCTaHOBUTL HaZl/IeXallne npaBuaa 6paHamayspa anis
npeoTBpaLleHUsl HEXXeNnaTe/IbHOro AoCTyna.

[leMOH MOHUTOpPUHra paboTaeT OT MMEHM NOJIb30BaTENS root, MOCKOJIbKY eMY HEO6XOAUMO
UMETb J0CTYN K NPUBUAETMPOBAHHON MHPOPMaLUM (TaKO KaK COCTOSIHUE SK3EMIMSPOB,
npeaocTaB/ieHHOe rnepBn3opoM Xen). TeM He MeHee nocsieacTsums Ast 6e30nacHOCTM CMsr4arTcs
TeM GaKTOM, YTO areHT NPeoCTaBASET TONbKO GYHKLMM OTYETHOCTU, 6€3 BO3MOXKHOCTU
$aKTMYECKOro U3MEHEHUS COCTOSAHUSA KaacTepa.

YpnaneHHbI API

HaunHas c MO 3ee3aa Anbkop 2.0, Tpaduk yaaneHHoro APl no ymonyaHuto wimdpyercs ¢
ncnonb3oBaHmeM SSL/TLS. OH noaaepmBaeT 06bl4HYHO ayTeHTUdUKaLMIo B cooTBETCTBUM € RFC
2617. NMonb3oBaTesiiM MOTYT ObITb NPeA0CTaB/IEHbI PA3/IMYHbIE BO3MOXKHOCTU. [10APOBGHOCTM MOXKHO
HalTK B AOKyMeHTaummn RAPI.

Mytv ans ceptudukata, 3aKpbIToro Kao4a n ¢amnos CA, Heobxoanmsblix gasa SSL/TLS, byayT
YCTaHOBJIEHbI BO BPEMS HACTPOMKN UCTOYHMKA. CUMJIMHKM MW NapaMeTpbl KOMaHAHON CTPOKWU MOTyT
MCNONb30BaTbCA A1 UCNOb30BaHMA Pa3HbIX Galiios.

RAPI no ymon4aHuio NpmBA3bIBaeTCS KO BCEM MHTepdencaM U paspeLlaeT 3anpochkl TOJIbKO A5
yTeHns1 6e3 HeobxoAMMOCTM ayTeHTUDMKaUUK. B ciydae, ecnm oauH U3 MHTEPdENCOB, K KOTOPOMY
npuBs3sbiBaeTcsa RAPI, aBisieTcs o6LLLeA0CTYMHbIM, 3TO NO3BOJIUT JIOOOMY YeJIOBEKY B MUpPE
NpoYnTaTb COCTOSIHUE KJ1aCTepa, PacKpbiBas NOTEHLMANBHO MOJIe3HbIE AaHHbIE, TAKME KaK MMEHA
3K3eMnaspoB, ux IP-agpeca u 1. 4. NockonbKy RAPI daemon Takxke HaxoamuTcs Ha r1aBHOM y3ne, DoS-
aTaKku MOTyT NMpUBECTU K c6oaM B paboTe MO 3Be3aa AnbKop nau npobaemMam c 3K3eMnasspamMm,
pacnoaoXeHHbIMU Ha r1aBHOM Y3/e.

MbI peKoMeHlyeM BaM YMeHbLUUTb NOBEPXHOCTb aTakun, IMbo nomectns RAPI B cpeay, rae Bbl
MOXeTe KOHTPOIMPOBATh AOCTYMN K HEMY, MO0, €C/IM BaM HYXXHO cAeiaTb ero obLLeA0CTyMHbIM,
NCNONIb3yMTE pasinyHblie NapamMeTpbl AgeMoHa RAPI, 4Tob6bl orpaHNUYNTb GYHKLMOHANBHOCTb TOJIbKO
TEeM, YTO BaM Hy»Ho. [TapameTpbl gemoHa RAPI nyylue Bcero go6asnats B /etc/default/INO 3Be3na
Anbkop, nepemMeHHyto RAPI_ARGS. HekoTopbiMu npuMepamMm cUTyaLUiA, KOra Bbl MOXETE 3aX0TETb
pacKpbITb RAPI, ABAAIOTCSA NepeMeLLLEHNS SK3EMMNNIAPOB MeXAY KnactepaMm, KOTOpble MOXHO
BbINOJIHUTBL TOJIbKO Yepe3 RAPI.

Ecnn Bbl BOOGLLE He ucnonb3lyeTe RAPI, Mbl pekoMeHayeM BaM 3a6JIOKMPOBaTh €ro, NpuBs3aB K
netsieBoMy UHTEpdency. ITo MOXKHO caenaTtb, NepedaB napameTp -b 127.0.0.1 aemoHy RAPI.
3anpewaTtb 3anyck RAPI uan genatb ero He4OCTYMHLIM Ha r1AaBHOM Yy3J1e HE peKOMeHAyeTCs, TaK KaK
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HabtoaaTeNb BbINOJIHAET NPOBEPKM PaBOTOCNOCOBHOCTM U MbITAaETCS MOBTOPHO Nepe3anycTuTb
[EMOH.

Ecnu Bbl cobmpaeTtech ucrnonb3oBatb RAPI 1 caenatb ero oou,enoCcTynHbIM, 0653aTENBLHO
nucnonb3ymnte ¢nar --require-authentication, otkntovarowmnin aHoHnMHble HTTP-3anpocsl.

B HacToduee Bpems MO 3Be3ga AlbKOp HE MOXKET afIEKBAaTHO 3alMUTUTb MOJIb30BaTeNEN OT
DoS-aTak Ha oCHOBe MOBTOPHOIO CornacoBaHMs napamMeTpoB HTTPS Ha cTopoHe K/IMeHTa n3-3a
oTCyTCTBMSA B 61Ubanoteke Python OpenSSL HeobxoaMMbIX GYHKLUMIA. YTOObI 3aLLUTUTL CEBS OT HUX,
HeobxoAnMo ucnosb3oBaTb HTTPS-npokcK, npaBuabLHO 06pabaTbiBatowuii 3To (Hanpumep, nginx).
MonesHble onuum ansa HacTponkn RAPI ans paboTbl € NPOKCu:

-p PORT ansa paspelueHmns ncrnoab3oBaHus npokeu nopta RAPI no ymondanuto.

--no-ssl ana oTknroueHms SSL, Tak Kak OH Bce paBHO byaeT ob6pabaTtbiBaTbCs MPOKCU

MeXKnacTtepHble nepemMeLleHUs 3K3eMnaapos

[nsa nepemelleHns 3K3eMNISAPOB MEXAY K/lacTepaMU pasHble KnacTepbl AO/IKHbI UMETb
BO3MOXHOCTb B3aMMOAENCTBOBATb APYT C APYrOM Mo 3allmLLeHHOMY KaHany. [o MO 3eesga Anbkop
2.1 BKJIIOYUTENBHO KNACTEPbI ObIIM aBTOHOMHbIMW OOBEKTAMU M He 3HaAKN O Apyrux knactepax. C MO
3Be3ga ANbKop 2.2 Knactepbl MOryT 06MeHMBaTbCA JaHHbIMU, €C/IN TOKEHbI (cepTudukat
lWndpoBaHUACHEN) paHee 6bl1 0BMEHEH JO0BEPEHHOIN TPETLEN CTOPOHOM.

KVM-6e30nacHOCTb

Mpun 3anycke 3k3emnasaspoB KVM B N0 3eBe3ga AbKOp AOCTYMNHbI TPU MoAeIn 6e30MacHOCTH:
«None», «lMonb3oBatenb» U «Ilyn».

B cooTBeTCTBUM C MOAe/IbI0 6E30MacHOCTM 3K3EMMAAPBI «NONE» MO YMOJIHaHUIO 3aMyCKaloTCA
OT UMEHM NMoJsib3oBaTeNs root. 3To 03HaYaeT, YTO eCAU IK3EeMNAAP B3/IOMaH, OH CMOXeT BJIafeTb
XOCT-y3/10M U1, cnefoBaTenbHo, KnactepoM [0 3Be3aa ANbKop. 3TO MOAE/b MO YMONIYAHUIO U
eMHCTBEHHasa aocTtynHasa ans MO 3Be3na AnbKop

B Moaenn 6e3onacHoctu «lMonb3oBaTenb» 3K3eMMNAAP 3amnyckaeTcs OT UMEHU No/ib3oBaTens,
yKa3aHHOro napameTpoM runepeumsopa «security_domain». 3To ynpoLiaeT 3anyck BCEX 3K3EMNASPOB
B KayecTBe HeNpPUBUAErNMPOBaAHHbIX NOJIb30BaTEIEN M MO3BOASET BPYYHYIO Ha3HavyaTb ONpeaesieHHbIX
nosab3oBaTesien Ans onpeaesieHHbIX 3K3eMMISPOB UM HAbOPOB 3K3eMNAsAPOB. Ecan y ykasaHHOro
NoJIb30BaTENS HET pa3peLLEHNA, IK3EMMAAPY C HAPYLUEHHOM THOPbMOM NoTpebyeTcs HEKOTopoe
JIOKaJIbHOE MOBbIWEHNE MPUBUIETUIA, NPEXAE YEM OH CMOXKET B35ITb Ha ceb5 ynpaBaeHUe y3/10M U
KnactepoM. TeM He MeHee, B3/IOMaHHbIN 3K3eMIMJISIP MOXET NOBAUATL HA APYrne 3K3eMnaspbl,
paboTatoLme Nos TEM e NoNb30oBaTeNieM.

B Moaenn 6e3onacHocTM «nyn» rnobanbHbiM Ny uid Ha ypoBHE KacTepa UCNoAb3yeTca ans
3anycKa KaXK0ro 3K3eMnasipa Ha O4HOM M TOM XXe y3/e noa, ApYyrMM nonb3oBaTenieM. uid B nyne
KJlacTepa MOXHO YCTaHOBUTL ¢ noMolLbto alkor-cluster init u alkor-cluster Modify, n oHU poKHbI
COOTBETCTBOBATb CYLLLECTBYOLWMM MONb30BaTENAM Ha Bcex y3nax. 3ateM 10 3ese3ga AnbKop BblAEANT
Nno O4HOMY 3K3eMNAAPY 415 KaXKA0ro sK3eMmnasapa no Mepe Heobxognmoctn. Takmm obpasom,
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3K3eMMNAAp B3/IOMAHHOM TIOPbMbl HE CMOXKET MOBNATbL Ha Ntob6on apyroi. Mockonbky MO 3Be3aa
AnbKop pacnpegensieT nosib3oBaTtesien cayvarHbiM 06pa3oM A KaXKaoro y3/a, B 3TOM peXxxume HeT
BO3MOXHOCTWN Y6eauTbCs, YTO KOHKPETHbIN 3K3eMMNSP BCErAa 3anyckaercs OT UMeHU
onpeaesieHHOro nonb3oBatens. icnonb3symrte A5 3TOr0 PEXUM «M0JIb30BaTENb».

B AOMO/IHEHME K 3TUM MepaM NPeoCTOPOXKHOCTU, EC/IU Bbl XOTUTE, YTOBbLI 3K3EMMNANSAPDLI HE
oTNpaBasaM TpaduK B CETb BaLLIETO Y3/1a, Bbl MOXETE UCMOJIb30BaTh NpaBuo iptables, Hanpumep:

iptables -A BbIBO[, -m owner --uid-owner <uid>[-<uid>] -j )XYPHAJ \
--log-prefix "MO 3Be3aa Anbkop uid pool user network traffic"
iptables -A BbIBO/[, -m owner --uid-owner <uid>[-<uid>] -j DROP

3TO He NoBAUSET Ha 06bIYHbIN TpadUK 3K3eMNspa (KOTopbIN McxoauT oT tapX, BblaeNeHHOro
0N 3K3eMNAAPaA, U MOXKET ObITb OTGUNLTPOBAH MM NOABEPTHYT COOTBETCTBYHOLWMM MapLUpyTaM
NOJINTUKM), HO OCTAHOBUT NOBOI MONL30BATENLCKUI TPadPUK, KOTOPbIA MOXKET UCXOAMUTH OT
B3/IOMAHHOrO 3K3eMMnaspa.
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